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MHHOBAITMOHHBIA MEHTP «CKOITKOBO® . .+ & v v v v v v e v e e e e e e e e e e e e e e e e e e e e e e e e 83

I'masa 1. O noxymenTe

1.1. Hazuauyenue

JlaHHOE PYKOBOJCTBO MPEIHA3HAYCHO JUIS YCTAHOBKH, EPBOHAYAIBHON HACTPOMKH, aIMUHUCTPHUPOBAHUS U IKCILTyaTalluu
cucTeMBI KOHTpoJs noctyna Seenaptec Access Platform (SAP).

B noxymeHTe onucaHbl apXUTEKTypa 1 OCHOBHBIC IOHATHUS CUCTEMBI, paboTa ¢ BeO-uHTepdeiicom, HacTpoiika 000pyI0BaHHS
1 0OBEKTOB JIOCTYNA, YIIPaBIEHHE MPOITyCKaMH, 00paboTKa cOOBITHH U TPEBOT, pe3epBHOE KOIIMPOBAHUE M BOCCTAHOBIICHUE
CHCTEMBI, TUarHOCTUKA HeucnpaBHocTel u uurerpauus yepe3 REST APL

PykoBozncTBO HE 3aMeHsET:

* IPOEKTHYIO U pabodyro JOKyMEHTAIUI0 00BEKTa; PYKOBOACTBA O MOHTaXYy U 3JIEKTPUUECKOMY MOIKIIIOUCHUIO 000py-
JIOBaHUS;

* JIOKyMEHTaIUIo Ha peoOpa3oBareny RS-485 n nepudepuiinsie ycrpoiicTsa; crierupukanuio REST API;

* pernaMeHTbl HH(OPMAIOHHON 0€30MTaCHOCTH HKCILTYaTHPYIOLeH OpraHu3anny.

PyKOBOJCTBO a/ipecoBaHO aMUHHUCTPATOPaM H orieparopam cucteMbl. OpHEHTHPOBOYHOE COOTBETCTBUE 3a/1a4 U TJIaB:

YuTtarenb OCHOBHBIE IJIaBbI
CucTeMHBI aAMUHUCTPATOP 4-6,9-10, 14, 17
WmxeHep 3KcIUTyaTaIim 4-5,7,9-10, 16
AIIMHHHUCTpATOp 0CTyTa 3,9, 11,15
Omneparop 0rOpO MPOIMTYCKOB 3,9,12, 15
Omneparop 0e30MacHOCTH 89, 13,15
Hurerparop 34,18

HpI/I IIEPBOM 3HAKOMCTBE C CHCTEMOM HpO‘IHTaﬁTe gacThb 1 LEIMKOM: OHA 33/1a€T TCPMUHOJIOTUIO UIA BCEX OCTAJIbHBIX TJIaB.

1.2. CTpykrypa

* Yacrs I. 3nakoMcTBO ¢ cucTemoii (m1aBbl 1—5) — Ha3HaueHME, KITIOUYEBBIE TOHSATHS U CJIOBAPh, yCTPOHCTBO CUCTEMBI,
TEXHUYECKHE XapPaKTEPUCTHKH.

* Yacts II. YeraHoBKka U mepBblii 3anyck (TIaBbl 6—7) — yCTaHOBKa CEPBEPHON YaCTH M MPUMEpP IEePBOHAYATBEHON

HaCTPONKU CUCTEMBI.

Yacrs I11. UaTepdeiic u noBcexneBHast padora (maBbl 8—14) — obiue npuHIuMnbI nHTEpdeiica, crapToBas CTpaHUIA

«O630p cucteMbl» 1 onMcanue pabounx odnacreii: «Hactpotika / O6cmyxuBanuey, «O0beKTH nocTynay», «[Ipomyckay,

«KypHansl», «be3onacHOCTbY.

* Yacrts IV. Cuenapun u cnpaBka (TmaBbl 15—19) — THNOBBIE CIIEHAPHH I10 IIaraM, BO3MOJKHBIE HEHCIIPABHOCTH, JIH-
LEH3Us U e€ KU3HEHHBIN UK, nHTerparus yepe3 AP, peKBU3HUTHI M KOHTAKTHI.

1.3. O0o3Hauenus

+ 3HaK - 0003HaYaeT MOCIeIOBATEIBHBIN IMePEeX0] MEXIYy pabouuMu 00TaCTIMH, TAHEISIMH, CEKIIMAMH MITH KOMaHIaAMA
uHTepdeiica.

» Hasanwus pabouux obnactei, maHese, KHOMOK U JPYTUX 3KPAHHBIX JIEMEHTOB MPUBOJSITCS B KaBBIYKAX U COOTBET-
CTBYIOT HAJAIMKUCSAM B HHTEpdeiice: pabouas oomacts «I[Ipomyckay, manens «O0opynoBanuey, KHOMKA «COXpaHUTDY.

+ Komannsl, anpeca, mMeHa (aiiiioB ¥ 3HAYCHUS MMapaMeTpOB HaOpaHBI MOHOIIMPHHHBIM MIpudTOM: sudo systemctl
status srv_ctrl.service, http://localhost:8080/app/, seenaptec_acs.yaml.

* TekcT B yITIOBBIX CKOOKax 0003HauaeT 3HaYEeHUs, KOTOPOE HEOOXOIUMO 3aMEHHUTh (DaKTHUECKUMH JTaHHBIMH. YTIIOBBIE
CKOOKH BBOAUTH He Tpedyetcs. [Ipumep: http://<appec—cepsepa>:8080/app/

* TlomaroBele npoueaypsl IPOHYMEPOBAHBI; MOCJE IAr0B YKa3aH 0KUAAeMbIN pe3ysbTar.



* Bpesku, HaunHarommecs cioBamu «ls 3HakoMbIX ¢ kiaaccudeckumu CKYJI», conocTaBisioT MOJENIb CUCTEMBI C
MIPUBBIYHBIMH MOHATUAME Kiaccndecknx CKY/[ — ypoBHAME 1oCTyma, KapTOTEKOH, TPyIIIaMH TOYEK.
» MmmrocTpaiiuu CHATHI ¢ 9TAJIOHHOTO CTeH/Ia; aApecC U MOPT CepBepa Ha CHUMKAX MOTYT OTJIMYAThCs OT BalllHX.

1.4. AkTyanbHOCTH

PykoBozcTBO coorBeTcTBYeT Seenaptec Access Platform (SAP) Bepcun v1.6.0. Bepcust ycTaHOBIEHHOW CHCTEMBI OTOOpaxka-
eTcs B kKapTouke «IIpoaykr» crapToBoii cTpanuibl «O630p cuctembl» (pazaen 9.3). [Ipoueaypsl, Ha3BaHUsI AIIEMEHTOB UHTEP-
(eiica u 3asBICHHBIC (HYHKIIUH IPOBEPEHBI IS 3TOM BEPCUH MPOIYKTa. BCE M3I0KEHHOE B OCHOBHBIX INIaBaX PEaIn30BaHO U
JOCTYITHO B TIOCTaBKE STOH BEPCHHU.

ITpu ucnonb30BaHNK APYTOl BEPCHU 0OPATUTECHh K PYKOBOICTBY COOTBETCTBYIOIIEH penakiuy. Ha3BaHus 371eMEHTOB HHTEp-
¢etica, nocTynHble QYHKIMH ¥ HOPAJOK BBIIOIHEHUS IPOLIEAYP MOTYT OTJINYATHCSL.

IIepen BbINONHEHUEM IPOLIELYP CPABHUTE BEPCUIO YCTAHOBICHHON CUCTEMBI C BEPCUEH, YKa3aHHOU HA TUTYJILHOM CTpaHUIIE.
JUis Apyrux Bepcuil HCIOIb3YHTE COOTBETCTBYIOIYIO PENAKIUI0 PYKOBOJACTBA.

I'maBa 2. HazHayeHue cCUCTEMbI

2.1. O0bexkTHAas MO/IeJIb YIIPABJIEHUS T0CTYIIOM

Seenaptec Access Platform (SAP) — cucrema xouTposs u ynpasienus goctynom (CKY/I). B ueHTpe Moaenu cucTeMbl Haxo-
JUTCS 3aIIUIIAEMBIN OOBEKT JOCTYIA: JBEPh, TYPHUKET, CEPBEPHEIH KA MK Ipyroe MecTo, JOCTYI K KOTOpOoMY TpeOyeTcs
OIpaHUYMBATh U KOHTPOIUPOBATH.

OusmuecKkuii 3amuIaeMblii 00BEKT MPEACTABICH B CHCTEME JIOTHIECKON CYITHOCTRIO — 00beKTOM AocTyna. Tum oObekra
OIIPE/ICNISIET €T0 PEXKUMBI PaOOTBhI, JOCTYIHBIE IIPaBHiIa U HAOOP KOMIIOHEHT 000PYI0BaHUsI, C KOTOPBIMH OH B3aHMOJICHCTBYET.
Eﬂarouaps[ OTOMY IIpaBa AOCTYyIa U HaCTpOﬁKM MOBEACHUS HE 3aBUCAT HETOCPEACTBEHHO OT KOHKPETHOI'O CHUTBIBATEIIA, PEJIC
WJIH DK3EMILISIpa YCTPOoicTRa.

HaCTpOﬁKa BBITIOJIHSICTCSL «OT OOBEKTa»: cCHauaja AAMUHUCTPATOP ONPEACIIACT, YTO 3alIUIIACTCA U KaK JOJDKCH (byHK]_II/IOHI/I-
poBarb 00BEKT JI0CTyna, 3aTEM Ha3Ha4ac€T, KTO, C ITIOMOIIBIO KaKUX PI,IICHTPIq)HKaTOpOB, Koraga M Mnpu KakKux YCJIOBHAX MOXET
MOJIYYUTh JOCTYII.

[IpaBa Ha3HayaloTCsl Kak Ha OT/JEJbHBIE OOBEKTHI AOCTYIA, TaK U Ha HAOOpBI 0OBEKTOB, 00beANHEHHBIE Teramu. [Ipomyck
CBSI3BIBACT IIEPCOHY, MACHTU(HKATOPHI, CPOKH AEHCTBUS U pa3peIléHHbIe 00BEKTHI, & HACTPOHKH 00BEKTa 33/1a10T eT0 PEKUM
1 JIOTIOJHUTENbHBIE OrpaHn4eHus. ToroBoe pemenne o JOCTyIe MPUHAMAETCS Ha OCHOBE JAHHBIX IPOITYCKa, COCTOSHUS
00BEKTa U ACHCTBYIOIINX TIPABUIL.

Jyiss 00BEKTOB, MOANCPKUBAIONINX JUTUTENLHBINA JTOCTYII, CUCTeMa BeAET ceccuu joctyna. Hampumep, pabota umxeHepa ¢
CEPBEPHBIM IIKa()OM MOXKET (PUKCHPOBATHCS KaK CECCHs C HAYalloM, MTOATBEPIKICHUSIMHU aKTUBHOCTH U €€ 3aBEPIIICHICM.

Perienust o 1ocTyrie, U3MEHEHHUST HACTPOEK, IEHCTBHS OMEPATOPOB M TPEBOI'H COXPAHSIIOTCS B XKypHase coObituii. CoxpaHEH-
HBIE 3aIIMCH HE peTaKTUPYIOTCs cpencTBaMu BeO-uHTepdeiica 1 REST API; menocTHOCTE OCIenoBaTeNbHOCTH COOBITHI MO-
XKET 6])ITI) IIPOBEPECHA CPpEACTBAMU CUCTEMBI.

2.2. Kakue 3a1a4M 103B0JIsIeT peliaTh CHCTEMAa

Seenaptec Access Platform (SAP) npenocraBnseT amMUHUCTpaTOpaM U OTepaTopaM CBEACHUS U MHCTPYMEHTHI [Tl yIIpaBJie-
HUSI TOCTYIIOM, KOHTPOJISI 000PYIOBAHUS U PACCIICAOBAHUS COOBITHI.

Cucrema mo3BOJIsSET OIPCACINUTD:

* KaKue JUHHH, YCTPOICTBa 1 KOMIIOHEHTHI 3apETHCTPUPOBAHbI, YCTAHOBICHA JIM C HUMH CBSI3b U HMEIOTCS JIM TEXHUYE-
CKHe HEHCIPaBHOCTH;

¢ Kakue OOBEKTHI JA0CTyIHa CO3daHbl, K KAKUM THUIIaM OHH OTHOCATCHA, C KaKUM O60py}IOBaHI/IeM B3aI/IMOI[eI\/'ICTByIOT u B
KaKOM peXHMe OHH paboTaroT;

* Kakue MepCOHBI, NACHTU(PHUKATOPHI U MPOIYCKa 3apEernCTPUPOBAHBI, HA KaKue OOBEKTHI IIPEOCTABICH JIOCTYI U IIpU
KaKUX BPEMEHHBIX HHTEPBaJIax, PACIHCAHUIX U OTPAHUYCHUSX OH JICHCTBYET;

* KaKoe pelleHHe ObUIO IPHHATO NPHU MOIBITKE TOCTYNA M KaKue NaHHBIC WM IpaBWiia CTalId NPUYMHON pa3peIleHus
00 0TKa3a B JOCTYIIE,;



KaKH€ IIEPCOHBI YUCIIATCSA HaXOIAIIUMHUCS BHYTPU KOHTPOIMPYEMBIX IIEPUMETPOB U KAKUE CECCUM JOCTYIIa CYUTAKOTCS
aKTHUBHBIMH;

Kakue COOBITHS OCTYIIA, ayANTa U TEXHUUECKOTO COCTOSHUS 3apETHCTPUPOBAHBI U KaKHE TPEBOTH TPeOyoT 00paboTKH;
KEeM, KOTJla U KaKhe U3MEHEHHs BHECEHbI B KOH(HUI'YPAIMIO CUCTEMBI, ITpaBa JOCTYIA ¥ CHCTEMHBIE JaHHBIE;

Kakue y4ETHBIC 3alMCH ONepaTopoB/aJMUHICTPATOPOB CO3JaHbl, KAKHE POJIM M MTOJHOMOYHUSI UM Ha3HAUCHbI M KaKue
OIIEPAaTOPCKUE CECCUM AKTHUBHBI.

[onpobHoe ommcanne cTpaHuIbl «O030p CHCTEMBD) H COOTBETCTBYIOMINX PadodYnX obracTe mpruBeaAeHo B TitaBax 9—14.

2.3. OcHOBHBIE BO3MOKHOCTH

Texymas Bepcust Seenaptec Access Platform noxnep:xuBaet:

obdopynoBanue — Tun noxakiarodeHuss OSDP uepes USB- u [P-nutio3sl, aBTOMaTH3UPOBAaHHBIN MOUCK YCTPOWCTB ¢
nojyepxkkoii Seenaptec SecureBus (SSB), u3meHeHrne BHyTpeHHUX HACTpoek ycrpoiictB AGRG, TectupoBanue pabo-
TOCIIOCOOHOCTH, 3amumEnHbII kanan OSDP Secure Channel, pe3epBrpoBanune JIMHNH, 0OHOBIEHHE MUKPOIIPOTPaMM
ycrpoictB AGRG, MaccoBbie onepanum;

00BeKTHI I0CTYNAa — THITH «IBEPh (BXO/KHOIIKA)», «IBEPh (BXOMI/BBIXOM)», «cepBepHbIil mkad (1 aBeps)», «cepBep-
HBIH mKad (2 ABEPH)», «TyPHHUKETY, «IIUTardaym», ykazaHHe UCIIOJIb3yEeMBIX KOMITOHEHT YCTPOWCTB, pEXKUMBI HACHTH(H-
Karuu (kapta, kapra + PIN, monTseprkaeHue), npaBuia 10CTyIa, IEPUMETPHI C 3alpeToM MoBTopHOro mnpoxoaa (AIIb),
YCIIOBHSI-OJIOKMPOBKH, MapUIPYThl, MADKUPOBKA 30H MPUCYTCTBHS, IIA0IOHBI BPEMEHH JIOCTYIIa U IIPOU3BO/ICTBEHHBIH
KaJIeH/1apb, TAaHEeNb TEKYIIETo JOCTYIIa;

010pO NMPOMYCKOB — TIEPCOHBI C AOTIOIHUTEIBHBIMU MOISIMU U (poTorpadueil, naeHTHGHUKATOPbI, TPOIycKa ¢ 00beKTa-
MH U TeTaMH, MapUIpyTaMH, CPOKAMH, PEKXUMaMU BPEMEHHU U TMMHUTaMH NIPOXOJOB, IIA0IIOHB! JOCTYNIOB U UAECHTU(H-
KaTOpPOB, 3aBKH Ha MPOITYCK, aBTOMAaTUYECKUH KU3HEHHBIN ITUKJT;

JKyPHAJIBI M TPEBOTH — EIMHBIN )KypHaJl COOBITHH JOCTYIA, ayIuTa U TEXCOCTOSHUS, KAPTOUKa COOBITUS C Y4aCTHH-
KaMH U U3MEHEHUSIMHU «OBUIO/CTalIo», TPEBOTH ¢ 0053aTeIbHBIM KOMMEHTapUEM NIPU NPHHSATHH, OTYETHI, apXUBALIUS C
KOHTPOJIEM LIEIOCTHOCTH;

0e30MacHOCTb CaMOii CHCTeMBbl — OIIEPATOPHI, POJIH C Pa3TPAaHUYEHHUEM IPaB MO JOMEHAM M YPOBHSM, CECCHUH, XPaHH-
JIMIIE CEKPETOB, ayIUT IIaT(hOPMBI;

unrerpanuo — REST API s Bcex obnacreit cuctemsr co cnenudukarmsmu OpenAPI u Bcrpoennsim Swagger UL

JocTyn B cucteMy IpefocTaBIIsieTcs IIOCPEeNICTBOM BeO-uHTepdeiica uepe3 Opaysep; oTAenbHOE pabodyee MECTO MIT HacTOIb-
HOE TIPHIIOKEHNE He TpedyeTcs. YCTaHOBKa CEpBEPHOM YacTH OITMCaHa B INIaBe 6, YCTPOHCTBO CHCTEMBI — B TWIaBe 4.

I'masa 3. KiiroueBble MOHATHS U CJI0BAPhb

I'maBa onmceIBaeT MOJENb TAHHBIX CHCTEMBI — KaK CBS3aHbI OOBEKTHI JIOCTYIA, CYOBEKTHI, IPOIyCKa U 000pynoBaHHE — U
TIPUBOAUT CIIOBAPh TEPMUHOB, HCIIOIBb3yEMBIX B PYKOBOACTBE M BeO-MHTEpdeiice.

3.1. Moaejb cuCTEMBI

B ocnose Seenaptec Access Platform (SAP) iexar 1Be IMHAHM CyIITHOCTEH, KOTOPbIE BCTPEYAIOTCSI B TOUKE MPUHSATHS PEIICHUS
0 JOCTYyTIE.

dDu3unyeckas 4acThb (ypoBeHb 000pPY10BaHUsI):

CepBep — 1IEHTPAJILHBII KOMIOHEHT CHCTEMBI; BEIYMCIUTENBHBIN Y3€ll, Ha KOTOPOM paboTaroT CEpBUCHI IIIATGOPMBI 1
XpaHsTCs JaHHble cucteMbl. CepBep oOMeHnBaeTcs ¢ ycrpoirictBamu 1o auHusIM OSDP 4epes sokanbHbIEe WM CETeBbIC
npeoOpaszoBarenu RS-485.

JIMHUS — HACTPOCHHBIN B cHCTeMe KaHasr oOMeHa 1o mpotokoiry OSDP Mexry cepBepoM 1 aApeCHBIME YCTPOMCTBAMH
Ha mmHe RS-485. JIuaus ucnons3yer USB- unn cereBoii mpeodpa3oBaTeb U MOXKET BKJIIOYAaTh OCHOBHOM U pe3epBHBIN
KOHTYPBI CBSI3H.

YerpoiicTBo — anpecHoe nepudepuitnoe OSDP-ycTpoiicTBO, 3aperucTpupoBaHHOE Ha IMHUH. YCTPOWCTBO IIPEIOCTaB-
nsieT GyHKIMOHAJIbHBIE KOMIIOHEHTHI, KOTOPBIE MOTYT OBITh HCIIOJIBb30BaHbl OOBEKTAMH JOCTYIIA (ABEPHU, TYPHHUKETHI,
CepBepHBIC MKA(HI U T.1.).

KommnoHeHT yceTpoiicTBa — (QyHKIIMOHATBHAS YacTh yCTPOMCTBA, TOCTYIHAS B CHCTEME /ISl IPUBSI3KU K 00BEKTY 10-
CTyIla: CYUTHIBATENb, KOHTAKT (BXOX), peiie (BBIXOA) U T.1.



Jloruyeckasi 4yacTb (YpOBeHb YIPaBJeHHUS JOCTYI):

 IlepcoHa — CyIIHOCTb CHCTEMBI, IIPEACTABISIOAs CyOBEKTa JOCTyIA: HAIlPUMeEp, COTPyIHHUKA uian nocetuternst. C
MIEPCOHOI MOTYT OBITh CBS3aHbl HICHTH()UKATOPBI U MPOITYCKa.

* Unentudukarop — 3Ha4eHHe WM (QU3NUECKUH HOCUTENb, TIPEAbSBISEMbIA IIPU 3alpoce JOCTyIa U CBS3aHHBIA C
nepcoHoi, Hanpumep kapta uiau [TMH.

* IIpomyck — 3NIEKTPOHHBIA JOKYMEHT, ONIPEACIAIONINI MTpaBa MepCoHbI Ha A0CTyII. [IpoIyck copepXuT pa3peméHHble
0OBEKTHI WJIN TETH, CPOK JEHCTBHUS, BDEMEHHON MPOGHIb U OTPAHHUUICHUSI.

* O0beKT AocTyna — JIOTMYECKOoe MPEeICTAaBICHNE 3alHIIaeMON TOYKH, HAIpUMep JIBEPHU, TYPHUKETA MM CEPBEPHOTO
mkaga. Tun oObeKxTa onpeieNseT ero pexXuMbl, IpaBuia U QYHKIIMOHAIBHBIE CIIOTHI.

* Ter — nMeHOBaHHas MeTKa 00beKTa jocTyna. Ecnu Ter ykasaH B IIpOITycKe, IPaBO paclpoCTpaHsIeTcsl Ha 00bEKTHI,
KOTOpPBIM Ha3HAa4€H 3TOT TET.

CBs3b 000py10BaHusi ¢ 00beKTAMHU A0CTYNA

KoMIoHeHTHI ycTpOHCTB MPUBSI3BIBAIOTCS K (DYHKIIMOHAIBHBIM CJIOTaM 00BEKTa AocTyma. Hampumep, kK cioTaM ABEpH MOTYT
OBITH NIPUBSA3AaHBI CUUTHIBATEINb, PEJIe 3aMKa, KHOTIKA BBIXO/A, JaTYNK COCTOSHUS JBEPH H T.JI.

OOBeEKT JO0CTYyIIa U BbIJAHHBIC HAa HETO MIpaBa HE 3aBUCAT OT KOHKPETHOTO SK3EMILIApa 06opy)1013aH1/151. HpI/I 3aMCHC yCTpOﬁCTBa
06’I>CKT, MPOIyCKa U UCTOpUS COOBITHI COXPAHSAIOTCA, HGO6XO,Z[I/IMO BOCCTAHOBUTDL WJIM IOATBECPANUTH MMPUBA3KHU KOMIIOHCHTOB.

Pemrenne o mocTyne mpuHAMAaeTCss B MOMEHT IPEABSIBICHUS HICHTH(UKATOpA HA CAUTHIBATENe, IPUBI3aHHOM K OOBEKTY JI0-
ctyna. CucremMa HaXOIUT BIIaICIblia HACHTU(HKATOPA, TPOBEPSET €T0 NEHCTRYIONIIE IIPOITyCKa, IIpaBa Ha 00BEKT (HAPSIMYIO
WM TIO TETY), BPEMEHHOI peXnM, a TakKe MpaBuiia caMoro 00beKTa — YCJIOBHS, 3allpeT MOBTOPHOTO IIPOX0/a, TpeboBaHue
MIOATBEP KICHUS — U pa3penraeT Jnbo 3anpeniaeT A0CcTy. Pe3ynsrar BMecTe ¢ IPUYMHON (PUKCHPYETCs B )KypHaJe COOBITHH.



Cxema cBs3eii

Du3vyecKan YacTe (oGopyaoBaHue)

KoMNOHEHTEI

Cepeep TuunA YeTpoRcTeo
(CHWTBIBATENL, KOHTAKT, pene)

NEUBA3IKA K CNOTaMm

Terw

\’ O6nekT gocTyna
Mpaeuna nocTyna, /

BPEMA OOCTYNa

KyOa paspelwéH oocTyn

‘ WNpeHTUDHKATOPEI Mponyck HypHan coGbimuii
_ | _ | {peweHMWa, YHACTHUKK, NPUYUHAE)
Mepcoxa
(cyGbexT gocTyna)

Pucynok 3.1 — OO0mas cxema cBsizeit

IIpaBuia u orpaHNYeHNns HA CTOPOHE 00bEKTa
ITomuMo npaB, BBIJAHHBIX IPOITYCKOM, Ha PEIICHUE BIUSIOT HACTPOHKH 00BEKTa JOCTYTa!

* BpeMsi J0CTYNa — TPH NPOGHIIS JITUTEIHLHOCTH (HOPMaIbHOE, COKPAIIEHHOE, PACHINPEHHOE BPEMsi) U IIPON3BOCTBCH-
HBII KaJeHaaphb;

* MpaBWJIA IOCTYNa — YCJIOBHS, KOTOpbIE TpeOyeTCsl UMETh MM HE UMETh CYOBEKTY (HarpuMmep, J0IyCK, HHCTPYKTaX),
U TIEPUMETPBI € 3aIpeToM oBTOopHOTO npoxona (AIIb);

* pexuM uaeHTH(HUKAIUHE — TOIBKO KapTa, kapra + PIN, kapra + monTBep:keHue (IBOMHOW KOHTPOIB).

Omnepatopsbl 1 IEPCOHBI

IMonb3oBarenu BeO-uHTEpdEiica yUUTHIBAIOTCS B CUCTEME Kak omepaTropsl. sl KaxI0ro orneparopa Ha3Ha4aroTCsi pojib U
COOTBETCTBYIOIIHE TIOTHOMOUHSI.

Omeparop U NepcoHa SBISIOTCS Pa3HBIMH CYIIHOCTSIMHU. Hampumep, cOTpyIHHK MOXET OIHOBPEMEHHO padorarh B BeO-
nHTep(deiice W MONB30BaThCS MPOIYCKOM IJISl TPOXO/a Yepe3 JBEpb, OAHAKO €ro y4ETHas 3amuch Oleparopa W 3alnch
TIEPCOHBI XPaHATCS U 00padaTHIBAIOTCS OTAENBHO./[efCTBHS OIIEpaTopoOB PETHCTPUPYIOTCS B XKypHAJIE ayIuTa.

3.2. CiaoBapb TEPMUHOB M COKPAIlEeHUI



Tepmun

Omnucanue

ABapuiiHoe
OTKpBIBaHHE

AIIb (3amper
MTOBTOPHOTO MPOXOJIA)
APM cuuteiBaTeis

Aynut

Bpewms goctyna

Kypuan cobbITuit

3asBKa Ha MPOITYCK

Unentuduxarop
Kaprouka
Kommonent
yCTpOiicTBa

JInnns

Mapupyt

Mertka

OOBexT goctymna

Omneparop
Ilanens

ITaHenb MHCTPYMEHTOB

Ilepumerp

Ilepcona

IIpaBuno nocrymna
[IpousBoaCcTBEHHBII

KaJeH/apb
[Ipodwmis xapt

OTKpBeIBaHKE 00BEKTa JOCTyIa caMuM ycrporictBoM AGRG npu motepe cBsizu ¢ cepBepoM: 1Mo
KHOIIKE aBApMHHOTO OTKPHIBAHHS MIIH 10 aBapUitHBIM KapTaM. HacTpanBaeTcst B KapToUKe
obwekTa nocrymna (paszaen 11.3).

[TpaBuiio nepumerpa: CyObeKT, BOLICALINN B IEPUMETP, HE MOXKET BOWTH MOBTOPHO, HE BBIWAS (1
HA000pOT). PexxiM MOXKeT OBIT )KECTKUM (3aIpeT) WM MITKUAM (TOJNBKO 3aITUCh B )KYPHAI).
ABTOMaTH3MPOBAHHOE paboyee MECTO C HACTOJIBLHBIM CUMTHIBATENIEM KapT: IPOrpaMMa-areHT Ha
KOMITIBIOTEpE OIepaTopa, MOAKIYEHHAS K cepBepy. [IpuMeHsieTcst 11 YTeHNs, SMICCHH 1
MHUIMAIM3aun KapT (pasmen 14.8).

Kateropus sxypHana: cOOBITHS U3MEHEHUS TaHHBIX M HACTPOEK — KTO, YTO U KOTIa H3MEHMI, C
MIEPEYHEM IOJIeH «OBLI0/CTAIION.

BpemenHol HHTEpBa, B TEUCHNE KOTOPOTO HA 00BEKTE JOCTYIIA pa3peiiéH JOCTYI. Y KaX10To
00BEKTa €CTh HOPMAJIBHOE, COKPAIIEHHOE M PACIINPEHHOE BpeMs JOCTYIIA; TPUMEHSIEMbIH
poHITs 334aF0T MPOITYCK M MAOJI0OH BpeMEHH 00BEKTa.

YrnopsiiodeHHas 110 BpEMEHH JIEHTa 3aIUCcel 0 COOBITHAX TOCTYIIA, ayAUTa U TEXHHYECKOTO
coctosHus. CoxpaHEHHBIE 3aMUCH HE PEaKTHPYIOTCS U 3allMIIECHbI XeIIUPOBAaHHEM;
€MHCTBEHHBIN N3MEHSAEMBIN CIION — ONepaTOpPCKHe METKH.

YepHOBHK MPOIYCKa: Pe3epBUPYET HOMEDP U NaHHBIE, HO HE Aa€T AOCTYMA JI0 BBIITYCKa IPOITyCKa.
IMonnepsxuBaeT pazaencHue 00SI3aHHOCTEN: OTHA ONEPATOPhI TOTOBAT 3asBKH, a OIOPO MPOITYCKOB
MTOATBEPIKIAET MPOITYCK U OIpeesieT 00bEeKTH JOCTYyIIA.

Kapra, PIN-kox i npyroii npenbsBiseMblil KOJl, 0 KOTOPOMY CHCTEMa OIpeeisieT CyObeKTa
JIoCTyIa. Y4YHUThIBaeTCs B MaHenH «MaeHTn(huKaTope» HE3aBUCUMO OT TOTO, BBIJaH JIM IIPOITYCK.
[TpaBas yacTs paboueii 06:1aCTH ¢ MOAPOOHOCTSIMU BEIOPAHHOM CYIIHOCTH: CepBepa, JINHNH,
ycTpoiicTBa, 00BEKTa OCTYIA, IPOITYCKa, TIEPCOHBI MIIH 3aIHCH XKypHAa.

DyHKITMOHATBHAS YaCTh YCTPOHUCTBA — CUHTHIBATEIh, KOHTAKT (BXOI), peiie (BBIXOMI), — KOTOPYIO
MOYKHO TIPUBSI3aTh K CJIOTY 00bEKTa JOCTYIIA.

Kanan cszu OSDP mexy cepBepoM U rpyInoi ycTpoicTs, 00beTMHEHHBIX 001ei husnueckon
mauer RS-485; mogkmougaercs yepe3 USB- nim cereBoii npeobpaszoBareb.

VimeHOBaHHBINH HAOOP MPOXOIHBIX 00BEKTOB focTyma. Ha3HadeHHBIH Ha MPOITYCK, MapIIpyT AaéT
JIOCTYH KO BCEM CBOMM TOYKaM O€3 pa3/ieNieHns Ha BXOJ M BbIxoA. Karanor mapmpyToB — B
paznene 11.10.

Oneparopckasi HOMeTKa Ha COOBITHH XKy pHaJIa [Ulsl paccienoBanuid. Jlo0aBneHne u CHATHE METKU
camo (ukcHupyeTcs B )KypHaie.

Mecro, rie KOHTPOIUPYETCs TOCTYH, — NBEPh, TYPHHUKET, IIKad, 30Ha XpaHeHs. B cucreme —
JIOTHYECKasi CYIIHOCTh U3 (YyHKIMOHAIBHBIX CIOTOB, TIOBEJEHHE KOTOPOH ONpEEIsIeT TUI
00BeKTa TOCTyIa; HAa 00BEKT HA3HAUAIOTCS TIPaBa U MpaBuia.

Yuérnas 3anuchk Ui paboTsl ¢ BeO-uHTepdelicom crcteMbl. [lomHoMo4Ms oneparopa
OIPENENIAIOTCS €70 POIIBIO.

O06mnacTp B 11eBOi yacTn pabodeii 00IacTh co CIUCKOM, JIEPEBOM WIIH JICHTOM: HalpuMmep, NaHelb
«O06opymoBanuey» wiH maHedb « COOBITHMD.

BriiBrmxHAs 0051aCTh y IPaBOTO Kpas IKpaHa co CIIPaBOYHUKAMHU M HACTPOHKAaMH TEKyIIeH
paboueit obacTy: N1abIoHbI, IpaBuia, OTYETHI, CUCTEMHBIE onepauui. OTKpbIBaeTCsl KHOIKOMU C
1IeCTePEHKON B IPABOM HUXKHEM YIITy.

NmenoBannas 30Ha a1t npasuil AIIB 1 y4éra npucyTCTBHS: CUMTHIBATEIN OOBEKTOB 3a1af0T
BXOZIbI U BBIXOJIBI IIEPUMETPA, CUCTEMA OTCIICKUBACT MPUCYTCTBHE CyOBEKTOB BHYTPH.

3amuck 0 cyOBEKTe IOCTyIa: COTPYIHHK, IIOCETUTENb MM HOCUTENb «HA NPEIbIBUTEIIS.
[TepcoHa MOXXET UMETh UIEHTU(PHUKATOPBI, POITYCKa, (hoTOrpaduio U TOMOTHUTEIBHBIE MOJISL.
VYcioBue WK orpaHUYeHNe, Ha3HaYaeMoe 00BEKTy JOCTYyIa: TpeOOBaHNE HATMYUS JTHO0
OTCYTCTBUS yCIIOBHS y CyObekTa mim ydactue oobekra B nepumerpe Allb.

Kanennaps pabounx, BEIXOIHBIX W IPa3IHUYHBIX THEH, yUUTHIBACMbIH B ITA0JIOHAX BPEMEHN
JIOCTYTIA.

VimenoBaHHOE onmcanue 3autuEHHON 30HbI KapThl: TexHonorus (MIFARE Classic/Plus,
DESFire), kiro4n 4TeHUs U 3alIUCH M3 XPaHUIIUILA CEKPETOB, PacoyioKeHHe Koaa. bubmoreka
npoduieit — B padoueii oonactu «be3onacHocTh» (pasnmen 14.9).



Tepmun

Omnucanue

IIpomnyck

Pabouas obnacts

Pons

Cexpert

Cepsep

Ceccus noctymna

Ceccus oneparopa

CKVY]

Crnor
(pyHKIIHOHATBHBII
CJIOT)

CoOpiTne

CyObexT nocrymna

Ter

Texymumii noctyn
Tun obbexTa nocTymna
Tpesora

VYcnosue

VYerpoiicTBo
(mepudepuiinoe
YCTPOHCTBO)

[[Tabmon moctymna
[[Ta610H
HICHTU(PHUKATOPA
Omuccuns
uaeHTudukaropa
MQTT

OpenAPI / Swagger Ul
OSDP

OSDP Secure Channel

Habop ycioBwuii nocTyma, Ha3Ha4aeMBbIi ITepCOHE: OOBEKTHI JOCTYTIA, TETH WM MApIIPYThI, CPOK
JIEUCTBHSA, BpEMs IOCTyMA, pa3pelIéHHbIE HACHTH()UKATOPHI U OTPAHUUCHUS — HAIPUMED, TUMUT
IIPOXO/IOB.

Pasnen Beb-unTepdeiica BepxHero yposHs. Beero ux msate: «I[Ipomyckay, « OOBEKThI JOCTYIIA,
«Kypnans», «Hactpotiika / OGcmyxnBanue», «besonacHocTs». B Tekymieli Bepcun nnrepgeiica
paboune o0acTH Ha3BaHbI KHHCTPYMEHTAME.

Habop nomHOMOuUMiA orrepaTopa: ypOBHH IIpaB 10 JOMEHAM CHCTEMBI (000pynoBaHne, 00bEKTHI
JIOCTYTIa, IIEPCOHBI U MPOITyCcKa, 0€30MacHOCTh, KypHa).

VimeHoBaHHOE 3alUIIEHHOE 3HAYCHUE B XpaHWIHIIE pabodeii obmactu «be3onacHOCThY: mapoiib
pe3epBHOit konuu, kirod OSDP, kitoy kaptsl, ceprudukar HTTPS. 3nauenue cexpera Hemb3s
MIPOYMTATh U3 HHTEp(erica — ero MOXKHO TOJIBKO HCITONIb30BaTh.

IleHTpanbHBIN y3€1 CUCTEMBI; B IepeBe 000PYIOBaHMUS — KOPHEBAsl 3aIMCh, K KOTOPOH OTHOCATCS
JIHUH.

JInmuTenpHBIN 3MTH30/ JOCTYTIA C HAYaJIOM, TTOITBEP KICHUSIMU M 3aBEPILICHIEM — IIPEXkK/IE BCETO
Jutsl KadoB: KTO OTKPBUI, KAKUM HPOITYCKOM, KOT/Ia OBIJIO MOCIIeJHEe TOATBEP)KICHUE. AKTHBHBIC
CEeCCHU BHUHBI B aHeH « Tekymuii 1ocTymm».

IMepron paboTs! oneparopa B BeO-uHTEpdeiice OT BXoa A0 BBIXO/a; P [UINTEIBHOM OTCYTCTBUHU
AaKTMBHOCTH 3aBEPIIACTCS aBTOMAaTHIECKU. AKTHBHBIE CECCHU BHIHBI B paboueii obnactu
«be3onacHoCTbY.

Cucrema KOHTPOJIS U yIIPaBICHUS JOCTYIIOM.

OyHKIMOHAIBHBIHN AJIEMEHT 00BEKTa JIOCTYIa — CUUTHIBATENb, 3aMOK, AaTYHK, KHonKa. CocTas
CJIOTOB 3a/1a€T TUI 00BEKTA JOCTYIA; K CIOTY IPUBS3BIBAETCS KOMIIOHEHT ycTpoiicTBa. CloThI
OBIBAIOT 00SI3aTETIBHBIMU U HEO0A3aTEITbHBIMH.

EnvHndgHas 3anmck KypHaja: MOMbITKA JOCTyIa, U3MEHEHHE HACTPOEK, CMEHA COCTOSHHS
o0opynoBaHus, JeHCTBUE CepBHCa WK OIepaTopa.

CyOBeKT — YeJIoBEK, TPAaHCIIOPTHOE CPEICTBO WM JIPpyroii 00BEKT, — B OTHOILIEHUH KOTOPOTO
BBITIOJTHACTCS. KOHTPOIIb JOCTYTIA; IIPEJCTABIICH B CUCTEME MIEPCOHO.

MeTtka, 00BeqUHSIONAsT HECKOIBKO OOBEKTOB JOCTYTIA JUIS Ha3HAYCHUS MIPaB: MPOITYCKY MOXKHO
BBIJATh JOCTYII IO TEr'y BMECTO IIEPEUNCIICHUS KaXI0TO 00BEKTa.

[Tanens paboueit obnactn «OOBEKTH JOCTYIa»: KTO ceifyac HAXOMUTCS B IEpUMETpax U Kakue
CECCHUH JJOCTYIA OTKPBITHI.

HaGop cnoroB, npaBui1 MX B3aMMOJIEHCTBHSI U PEXXUMOB PaOOTHI, OIPEIEISIONINIA TTOBEJCHUE
o0bekTa noctymna. Tun BEIOMpaeTcst pu co31aHn 00beKTa; IepedeHb TUIIOB — B paszaene 11.1.
Co0rITHe )XypHaa, Tpedylomiee peakiiiuy oreparopa. AKTHBHBIE TPEBOTH ITOKa3BIBAIOTCS
KOJIOKOJIBYMKOM B BEPXHEH CTpOKe HHTepdelica U MPUHUMAIOTCS ¢ 0053aTeIbHBIM KOMMEHTapHEM.
VImMeHOBaHHBIN NPHU3HAK CyOBEKTa, CIIOIB3YEMBbIH PaBUIIAMH AOCTYIIA: YCIOBUE MOXXKHO
yCTaHaBJIMBATh MPH MPOXO/IE, TPEOOBATH €ro HAJIMYHE UIH OTCYTCTBHE.

AnpecHoe niepudepuitaoe ycrpoiictBo Ha nruHUN OSDP; cocTOUT M3 KOMIIOHEHTOB —
CUMTHIBATEJIEN, KOHTAKTOB, pene. Pemenns o JocTyne yCTpoHCTBO HE IPUHUMAET — UX
MIPUHUMAET CepBep.

3arotoBKa MpoIycKa: IpaBuia epHoja U CpoKa AEHCTBUS, OOBEKTHI, TETH, BPeMsl JOCTyNa 1
KpaTHOCTb — JJIsl OBICTPO# BBIJIaYN OTHOTHUIHBIX ITPOITYCKOB.

3aroToBKa JUIs BBIIYCKa KapT: BU KapThl U ITPAaBUIIO CPOKA JICHCTBHS.

3amuch KoJa B 3alIUIIEHHYIO 30HY KapThl HA HACTOJIBHOM CUHTHIBATEIIE C OHOBPEMEHHBIM
co3manueM uaeHTudukaropa B cucteme (pasmen 12.6).

[Tporokon oOMeHa COOOIIEHUSIMU MEXK Y cepBHCaMH TaTGopmbl. Tpedyercst oTAenbHbII Opokep
MQTT B cpene ycTaHOBKH.

Mammnountaemoe onucanve REST API u nnTepakTuBHast crpaHuua 1 IpOCMOTPa U BBI30Ba
METOAOB; B MOCTaBKe: http://<xocT>:8080/api-docs/.

Open Supervised Device Protocol — OTKpBITBIi TPOTOKOI 0OMEHa ¢ TepU(epHHHBIMU
YCTpOHMCTBaMH KOHTPOJIS IOCTYIIa; pa3paboTaH acconuanuel SIA, padoraer nosepx RS-485.
Sammménnsi (mmppoBaHHbIH) KaHa oOMeHa ¢ ycTpolictBoM o OSDP; nonnepsxuBaercs
YCTaHOBKA U pOTalus KIIOYEH.
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Tepmun Ornucanue

REST API [porpammusiii naTepdeiic mosepx HTTP mis HacTpoiiku, JaHHBIX JOCTYTIA U )KypHAIA; CM. TJIABY
18.

Seenaptec Access ITnardopma KOHTPOIISA OCTYIA, KOTOPYIO OIMCHIBAET 3TO PYKOBOICTBO.

Platform

SQLite BcerpauBaemas CYB/] B Buzie daitnios *. sqlite; ucronp3yercs B mocTaBKe Kak XpaHWINIIE
JITaHHBIX — OT/AENBHBII cepBep 0a3bl TaHHBIX HE HYXKEH.

SSB (Seenaptec [ponpuerapusrii pexxum padots! ¢ monaepxuBaembiMa OSDP-ycTpoticTBaMu:

SecureBus) aBTOMAaTU3MPOBAHHBIN NTONCK, HA3HAUYEHNE aJ]PECOB U COTIIACOBAHHE CKOPOCTH JINHUU.

systemd [Moncucrema ynpasnenus cinyx0amu Linux; mardopma 3amyckaeTrcs Kak ciryxoa

srv_ctrl.service.

I'maBa 4. Kak ycTpoena cucrema

4.1. Cepsep u Opaysep
Cepsepnble kKoMITOHEHTHI Seenaptec Access Platform (SAP) ycTanaBnmBatoTcs Ha pabodyI0 CTAHITUIO MOl YIIPaBIECHHEM pe-

komenznoBanHO# Bepcun OC Linux. TpeOoBaHus k paboueii CTaHIIMU IPUBENICHBI B paszene 5.2.

Omneparopsl paboOTarOT C CUCTEMOH Yepe3 MOIIep )KUBACMbIil Be0-Opay3ep. YCTaHOBKA OTIEIEHOTO KIMEHTCKOTO TIPUIIOKCHUS
He TpeOyeTcsi: BeO-TPHIOKEHHE 3arpy»KaeTcs ¢ cepBepa U BBINONHsETCs B Opay3epe omeparopa. TpeboBanus k pabouemy
MeCTy TIpUBEJICHHI B pa3zene 5.3.

Bce omeparopbl HCIIOIB3YIOT eNUHBIN anpec BeO-unTepdeiica. JloctymnHeie pabodre 00IaCTH U ONEPAIIUH OMPEACISIOTCS Ha-
3HAYEHHBIMH POJISIMU U TIOJIHOMOYUSAMHU. AZipeca U MOPTHI CUCTEMBI [0 YMOJIYaHHUIO MIPUBENICHBI B pa3zaene 4.5.

JJis SKCIITyaTaluyl CHCTEMBI ¢ YAANEHHBIX padodnx MecT pekoMeHmyercs ucmonb3oBaTh HTTPS. [opsmok BkItOueHHS
HTTPS npusenén B pa3uene 6.8.

CepBepHble KOMIIOHEHTBI - CEPBUCHI B3aUMOJCHUCTBYET ¢ nepudepuiiHbiM 000pyI0BaHUEM, PEATU3YIOT OCHOBHYIO JIOTHUKY
1aTOpMBI U XpaHAT KOH(GUTYpaLUIo, JaHHbIE JOCTYNA U KypHai coObTHil. COCTaB cepBUCOB ONKCcaH B pasjene 4.2, a no-
POk (hOpMUPOBaHUS PEIICHHUS O IOCTyIle — B paszaene 4.3.

4.2. O030p B3aUMO/1eHiCTBUS CEPBUCOB

HnaT(l)opMa COCTOUT M3 HECKOJIbKHX CEPBUCOB, Ka)KZ[LIﬁ 13 KOTOPBIX OTBCYACT 3a CBOIO YaCTh paGOTLI. Bce onn YyCTaHaBJIMBa-
IOTCA OAHUM ITAKCTOM U 3aITyCKArOTCsI aBTOMATHYICCKU.

Cepsuc Hasnauenne

srv_ctrl VrpapieHue 3allyCKOM: YUTaeT KOHPUTYpalHIo,
3aIlyCKaeT CEPBHUCHI, CIICITUT 32 COCTOSHHUEM,
nepesamyckaeT mpu coosx. B systemd —
srv_ctrl.service.

scud-server LentpansHsiii cepBuc: BedO-untepdeiic, REST
API, xxypHai, KoHQUTypanus U JaHHBIE TOCTYIA,
OpenAPL

srv_osdp Jluaus OSDP: onpoc, TOMCK, KOMaH/BL, COOBITHS.

Ha nunuto — cBoil sk3eMIuIsip; npu
pE3epBUPOBAHNY JTHHUSI OOCITY)KUBAETCSI OJHUM
9K3EMIUIIPOM, PAOOTAIOIINM C ABYMS OPTaMHU
KOJIb1a (OCHOBHBIM U PE3EPBHBIM).

srv_behavior Jloruka 0OBEKTOB IOCTYIIA: PELICHUS O JOCTYIIC,
CEeCCUU, IEPUMETPHI, COCTOSHUSI.
srv_discover [Touck ceteBrIx nmpeodpazoparenert RS-485 mpu

HacTpoilke JTUHUII.
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Pabounmu cooOIeHHIMA — COOBITHAME, KOMaHIaMH B COCTOSTHUSIMH — CEpBHCH 0OMeHmBatoTcs uepe3 opoxep MQTT. Bpo-
Kep — BHEIIHSIS 3aBUCUMOCTD: OH HE BXOJMT B IAKET IIaT(GOPMBI 1 Pa3BOPAYNBACTCS B CPE/Ie YCTAHOBKH OTACIBHO (THIIOBOM
BapuanT — Eclipse Mosquitto). Bpay3sep ¢ cepeucamu mo MQTT He B3aumozaelcTByeT: BeO-uHTEp(dEIC MoayyaeT JaHHbIE OT
scud-server no HTTP.

O0630pHasi cxema

Epay3eps
(onepaTopel)

HTTP/HTTPS

scud-server
eef-wHTepdeiic, REST API,
MYPHAN, AaHHLE

COBLITHA, KOMaHOk!, COCTOAHKUA

Bpokep MQTT

3ANYCK W KOHTPONE COBHTHA, KOMaHOb!, COCTOAHMA COBLITHA, KOMaHakl, COCTOAHMA

srv_ctrl snv_osdp srv_behavior
(3anycK U KOHTPONL) (o 3K2eMnnNAPY Ha NUHKLD) (pewenvAa o gocTyne)

TNitHWKM — yoTpofcTEa —* KOMNOHEHTHI
OSDP (RS-485 4epes USB- wnw IP-npeobpa3osatens)

Pucynox 4.2 — O0630pHas quarpaMma B3auMOJEHCTBHS CEPBHCOB

CxeMa HaMepeHHO 0030pHas: ISl MMOBCETHEBHOM pabOTHI TOCTaTOYHO MOHMUMATH, YTO Opay3ep OOIIaeTcs ¢ NEHTPATbHBIM
CEpBHUCOM, a TOT 4Yepe3 BHYTPEHHHUI OOMEH yMpaBIseT JIMHUAME U nony4daeT coObiTrs. COCTOSIHIE CEPBHUCOB BHIHO B BEO-
nHTepdeiice — B ceKuu « YIpaBlieHHe cepBucaMm» padboueii obmactu «Hactpoiika / O6cmyXKuBaHHEY.

4.3. OopadoTka 3anpoca gocTyna
Huxe onucan TunoBoi cueHapuil 3anpoca A0CTyIa MPU MPEIbIBICHUN KapThl.

CuunThIBaTENb MOJYYaET KO KapThl, IIOCIe uero neprdepuiinoe ycrpoiictBo nepenaér codbitue no auHuu OSDP sk3emiuis-
py srv_osdp, o0ciyKuBaromieMy 3Ty JuHUI0. [0 KOHGUrypaly cUnTHIBaTEI CUCTEMA ONPEAEISIET CBI3aHHbBIH 00BEKT J10-
CTyIla ¥ HaIIPABJICHUE 3aIIpOca.

srv_osdp nepenaét coobmienue o 3ampoce gepe3 opokep MQTT cepsucy srv_behavior. CepBuc mocienoBareinbHO:

OTIPEACIISET MIEPCOHY, CBI3AHHYIO C UICHTU(DHUKATOPOM;

MIPOBEPSET COCTOSIHUE MEPCOHBI U UICHTH(UKATOPA;

HAXOAUT MOAXOJAIUE NEHCTBYIOLINE IPOITYCKa;

IIPOBEPSET MIPABO J0OCTYIIa HAa 0OBEKT HANPSIMYIO HIIH Yepe3 Ter;

MIPOBEPSIET CPOK JEUCTBHS, PACHMCAHUE M OTPAHUYEHHS TIPOITYCKa;

MIPUMEHSET PEXXUM U NpaBuia 00bEKTa, BKIIOYas yciaoBus goctyna, AIIb u tpeboBaHne MOATBEP KICHUS.

SNk =

[To pesysabrary npoBepku srv_behavior ¢popMupyer penieHue: pa3peinTh WK 3alpeTuTh AocTyn. Ecnu tpedyercs nomno-
HUTENBHBIN (aKkTOp, CUCTEMa OXKHUJAET €ro MPEABIBICHUS U (OPMHUPYET OKOHYATEIbHOE PEIICHUE TTOCIIE 3aBEPIICHUS BCEX
00s13aTeTBHBIX IPOBEPOK.
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Pemenne nepenaérest gepe3 6poxkep MQTT sx3emiursipy srv_osdp. IIpu MONTOKUTENIFHOM PEIICHHH Srv_osdp OTIPaBiIsIeT
nepuQepuitHOMy yCTPOUCTBY KOMAH/Y, COOTBETCTBYIOIIYIO THITY U PEKHMY OOBEKTA.

Ceccusi ABepH M rpynmnoBoii Mpoxod. Y ABEPH C JAaTYNKOM IOJIOKEHHUS OTKPBITHE CTBOPKH CO3JaET CECCHIO: MOKa CTBOP-
Ka OTKPBITA, NPEABSIBICHUS KapT APYTrUX MEPCOH PErHCTPHPYIOTCS KaK MX COOCTBEHHBIE IPOXO/BI — C ITOJHOM MPOBEPKOI
npaB, yuétom AIIb u kparHocTH, HO 6e3 moBTOpHOTO cpabarbiBaHus 3aMka; PIN mpu Takoil perucTpaluy He 3alpaniiBacT-
Csl, TIOCKOJIBKY JIBEpb YK€ OTKpbITa. [IpennsaBneHne 6e3 mpaBa Ha OOBEKT B OTKPBITOH cecCHU (PUKCHPYETCS] KPUTHIECKUM
cobsiTieM «JlocTyn 3ampenén» ¢ TpeBoroit «IIpoxox 6e3 paspemenus». Eciu 1Beps OTKpBITa 110 MTOATBEPKACHUIO (IBOWHON
KOHTPOJIb WJIH COIIPOBOXKICHHE FOCTS), CECCHA 3aIIOMUHAET MOATBEPKIAIOIETO: CIEAYIOIHE IEPCOHBI ¢ pu3HakoM « Tpedyer
MIOATBEPIKICHUSD»  TOCTU TOTO e COMPOBOXKIAIONIETO PETUCTPUPYIOTCS O€3 HOBOTO MOATBEPHKICHH S, a IPEIbSIBICHUE ITEPCO-
HBI, KOTOPYIO NOATBEPKAAIOLINN CECCUH HE MOKPBIBAET, OTKIOHIETCS ¢ TOH ke TpeBoroil. IloBTopHOE NpeabsBICHUE KapThl
CaMoro IOATBEPXKIAIOIIETO PETUCTPUPYET €ro COOCTBEHHBIH MTPOXO.

Komanpsr oneparopa u3 Bed-unTepderica BRITIOTHIIOTCS ACHHXPOHHO. [IpuHATas KoMaH1a — emé He BBITIOJTHEHHAS Olepa-
1ust; PaKTUYECKUil pe3yabTar HOATBEPKAAeTC H3MEHEHUEM COCTOSIHUS TTIepU(EPUUECKIX YCTPOHCTB UIIH COOBITHEM B KYp-
HaJe.

Perienue, ero mpuvrHa U CBSI3aHHBIC YYACTHUKH COXPAHSIOTCS B )KypHase coObITHIA. [10ATBEp K ICHUS BBITTOIHEHUST KOMAH/IbI
Y U3MEHEHUS! COCTOSIHUS 00BEKTa PETHCTPUPYIOTCS OTACIBHBIME COOBITHSIMH, €CITA COOTBETCTBYIOIIHME JAHHBIE IIOCTYTHIIN OT
obopynoBaHusI.

[ToBeneHne cucTEMBI IPU HEU3BECTHOM UJICHTU(HUKATOPE, OTCYTCTBUH JISHCTBYFOLIETO MPOIYCKa, HEJJOCTYITHOCTH CEPBEPHBIX
CEpPBUCOB WM IIOTEPE CBA3U C YCTPOUCTBOM MPHUBEACHO B IMase 16.

4.4. XpaHeHue JaHHbIX

JlaHHBIC CUCTEMBI XpaHATCS Ha cepBepe B (paiinax BcrpanBaemoii CYBJ] SQLite — otienbHEIi cepBep 0a3bl JaHHBIX yCTaHAB-
JIUBATh HEe HY>KHO. DaliiIbl pa3esieHbI 10 00JIaCTIM: KOH(QUTYpaIHst 000pyI0BaHUS U 00BEKTOB JOCTYIIA, IIEPCOHBI U IIPOITYCKa,
JKYpHAJ COOBITHH, OTIepaTopsl M MapaMeTphl 0€30MaCHOCTH, ONIEPAaTHBHOE COCTOSTHHE NOCTyMa. Takoe pa3aeicHrue yIpomaeT
pe3epBHOE KOMMMPOBAHKE M MIEPEHOC: MTATHBIN MEXaHU3M pe3epBHOTO KommpoBaHwus (TaBa 10) coxpaHseT 1 BOCCTaHABIUBA-
eT 3TH ¢aitnbl. XKypHan cCOOBITHH yCTPOEH MO MPUHITUITY «TOJBKO J00ABJICHHE): COXpaHEHHBIE 3aUCH HE U3MEHSIOTCS, YTO
JieJiaeT ero MPUToHBIM JJIS ayJIUTa U KOHTPOJIS LIeTOCTHOCTH (IaBa 13).

4.5. Anpeca Beo-untepgeiica u API
Beb6-untepeiic u cinyxebHbie pecypebl Seenaptec Access Platform (SAP) moctymnHsr yepe3 cepep scud-server.

B anpecax ke 3amennTe <apfpec—cepsepa> [P-aipecom cepepa. YriioBbie ckoOku BBOAUTH He TpeOyercs. [Ipn obpatennu
HETIOCPEICTBEHHO C CepBepa MOXKHO MCIIONb30BaTh UMs localhost.

ITo ymomuanuro qyist HTTP ucnons3yercs nopt 8080.

Pecypc Hasnauenue Anpec 10 yMOTYaHHIO
Be6-unrepgeiic  Pabora onepaTopoB 1 aAIMHHUCTPATOPOB http://<appec-
cepsepa>:8080/app/
IIposepka IIpoBepka JOCTYIHOCTH CEPBEPHOTO MPUIOKEHHS CPEACTBAMH http://<appec-
TOTOBHOCTU MOHUTOPUHIA UJIA IUArHOCTUKHU cepsepa>:8080/health
Swagger Ul WuTepakTuBHBIN IpocMOTp U BbI30B MeTo10B REST API http://<appec-
cepBepa>:8080/api-docs/
Hoxymentanms  Crnenudukamm OpenAPI u comyTeTByromas JOKyMeHTaus http://<appec-
API cepeepa>:8080/docs/

s nepBoHayaIbHOM HACTPONKH B JOBEPEHHOMN ceTH MOXeT uctnonb3oBaThess HTTP. [l mocTosiHHOM 3KCIuTyaTaluy U moj-
KJIFOUCHHUS C yOaN€HHbIX pabouux mecT cnexyet HacTpouts HTTPS.

[Mocne Brmouennss HTTPS BeG-nHTepdeiic 1o yMom4aHHuIo OCTYIICH N0 aJpecy:

https://<appec-cepsepa>:8443/app/
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JocTymHbIe pecypchl, TOPTHI U MIPaBUila ayTeHTU(HUKAIINN 3aBUCIT OT KOH(QUTyparmu cepeepa. He mpenocrasisiite cayxeo-
HBIE cTpaHubl /health, /api-docs/ i /docs/ U3 HEMOBEPEHHBIX ceTell 0e3 MpeyCMOTPEHHO 3aIUTHl U CETEBBIX OTPaHH-

YeHUH.

Iopsnok HacTpoiiku HTTPS npusenén B pazgenax 6.8 u 10.8.

I'maBa 5. Texunuyeckue XapaKTepUCTHKHU

CBO}IKa JUTA THKEHEPOB U TEXHUYCCKUX CIICIIUATINCTOB. ITomarossie mpoueaypbl YCTAHOBKU — B ITIaBE 6, IMyCKOHAJIaAKU —

B aBax 7 u 10.

5.1. [lnar¢dopma U cocTaB NOCTABKHU

Seenaptec Access Platform (SAP) ycranaBmuBaercst Ha pab0ouyro CTAHIIMIO O] YIIPABICHUEM MOIepKUBacMOi Bepcuu Linux.
IIporpaMMHBIE KOMIIOHEHTBI [TOCTABIISIOTCS B BUjie makera .deb i apxurextyp amd64 u arm64.

[Mapametp 3HaueHme

OmnepanuoHHast Linux cemeiictBa Debian, ucnosb3yrommx systemd u maketasiii menemkep APT (Debian, Ubuntu,
cucremMa Astra Linux, Linux Mint)

®dopmar nakera .deb

YCTaHOBKH

IlonnepxxuBaembie amd64, arm64

APXUTEKTYPBI

Cucrema ympaBieHus systemd

CITy>)KOaMu

OcHoBHas ciyx0a
[IporpammMHbIe (aitmsr
Daiin koHDUTYpaIIH
YuéTrHble naHHbIE
CEpBUCOB

JlaHHbIE CHCTEMBI
IHopt HTTP no
YMOTYaHUIO

Iopt HTTPS no
YMOJTYaHUIO

BHemHsis 3aBUCHMOCTD

srv_ctrl.service

/opt/skd
/etc/skd/seenaptec_acs.yaml
/etc/skd/credentials/

/var/1lib/skd
8080

8443, eciu HTTPS Bxirouén

Bpoxep MQTT, ycTanaBnuBaeMsblil OTAEIBHO

Karayor /opt/skd comepxut nporpammusie daitnsl mocraBku. Kondurypanus, yaéTHele JaHHbIE CEPBHUCOB U IaHHBIE CHUCTe-
MBI XPaHSTCS OTAEIBHO OT MPOTPAMMHBIX (haiiyioB.

[Ipu mraTHOM OOHOBJIEHUH MTAKETa COXPAHSIOTCS:

* (aiin koHurypaimu /etc/skd/seenaptec_acs.yaml;
* yuéTHbIE NaHHbIE U3 /etc/skd/credentials/;
* nMaHHbIE U3 /var/lib/skd.

[lepen oOHOBIEHHEM CO3IalTE PE3CPBHYIO KONHIO JAHHBIX M KOH(QHUIYpPaWHd B COOTBETCTBHUHU C Pa3/leioM, MOCBSIIEHHBIM
pe3epBHOMY KOTMPOBAHHIO U BOCCTAHOBJICHUIO.

5.2. MuHMMaJIbHbIE CHCTEMHbIE TPEOOBAHMS

MuHHnManbHas KOHQHUTYpanns cepBepa Uit pa3BEPTHIBAHUS TUIAT(GOPMBI:

14



Kommnonent MuHuMabHbIE Tpe60BaHI/I${

Iponeccop (ARM) 4 simpa ypoBHs Cortex-A76, 2,4 I'Tt, 64-6ut ARMvS — Hampumep Broadcom BCM2712
(ITpotectupoBaHo) (Raspberry Pi 5)

IIponeccop (x86) Intel Core i3 coBpeMeHHBIX MOKOJIICHHH, 4 siapa, uian conoctaBumbiit AMD (Hanpumep, Ryzen 3)
OneparuBHasi NaMsITh 2Th

Juck 8 I'b (Pa3mep naHHBIX OJ KYpHAII 3aBUCUT OT MOJIUTHKH apXUBUPOBAHM)

Cets Ethernet 10/100 Mbut. Cetb o0si3aTeNnbHa: cUCTEMa KIIHEHT-CEpBEepHas — BeO-uHTepdeiic u

obmer gepe3 6pokep MQTT paboratoT 1o cetu

5.3. PaGouee mecTo oneparopa

[Mapametp 3HaueHue

Pabodee mecto Bpaysep; ycranoBka kimentckoro [10 He TpeOyerces

[onnepxxuBaeMsie Google Chrome, Firefox, Aanexc bpaysep, Microsoft Edge, Safari (akTyanbHBIE BEITYCKH)
Opay3epsl

IIpotokon HTTP; HTTPS c 3arpys3koii ceprudukara u3 Bed-untepdeiica

5.4. llepudepusi u IPOTOKOJI

OnemMeHT Onucanue

IIporoxon OSDP; yactp dynkiuit Tpedyet pacmupenus - Seenaptec Secure Bus (SSB)

YCTpOUCTB

3ammra oOMeHa OSDP Secure Channel: nepuuHOe noakitodeHue 1o kmody no ymomuanuto (SCBK-D), ycranoska
paboyero Kiro4a, pexiuM aBTOMAaTHIECKOH POTalNK KiTtoueil (3aBHCUT OT 000pyI0BaHus)

Seenaptec ABTOMaTH3NPOBaHHEBIN TONCK coBMecTUMBIX AGRG OSDP-ycTpoiicTB Ha mHHIHN: 00HApYKEHHE TI0

SecureBus (SSB) CepUITHBIM HOMEpaM, Ha3HaueHHE a/IPeCOB, COTNIACOBAHIE CKOPOCTH (3aBUCHT OT 000pYyIOBaHNA),
HACTPOHKU 000PYIOBaHUS

OOHoBIIEHHE 3amnck MukponporpamMmmsel OSDP-ycrpoiicta u3 Be6-unrepderica (OSDP File Transfer), ¢

MHKPOITPOTpaMM TIPOBEPKOH KOHTPOJIBHOM CyMMBI ¥ BEPCHH TIOCIIC 3aIHCH

5.5. Tunol noAKJIIOYEHUS JUHUI

I[J'I?[ HOAKITHOYCHUA O60py,E[OBaHI/I$I MOTYT UCHIOJIB30BATHCA CICAYIONIUEC TUIIBI a1AlITCPOB:

Tun B

uHTEepdeiice [onkmouenue

USB->485 Jlokxaneuerii USB-nipeo6pa3zoBarens RS-485 (mocnemoBarenbHbIN OPT cepBepa)

TCP->485 TCP-nonkiroueHre K IPOU3BOIILHOMY ceTeBOMY mpeobpasopareiio Ethernet—RS-485, ¢ momxnepxkoit
(Dpyrow) TCP server pexuma paObOTHI.

TCP->485 TCP-noakirouenue k npeodpazosareinto mozxenu USR-DR134 ¢ yuérom ero ocobeHHocCTeH

(DR134)

JIi1s ToMcKa ceTeBBIX MpeoOpa3oBaTelieil B JIOKAIBHON CETH MPEIyCMOTPEH OTACNbHBIH HHCTpYMEeHT «HacTpoiika ceTeBhIX
agantepoBy (rmasa 10).

5.6. JlumuThI M pe3epBUpPOBaHNE
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ITokazarenn 3HaueHue

Maxkcumym 64 (agpeca OSDP 0-63)

YCTPOICTB Ha OJHOM

JTUHUA

CepBuC Ha JTHHUIO OnuH 5K3eMIUIAp Srv_osdp; IPH Pe3epBUPOBAHUY TOT JKe SK3EMIULAP 00CIyKuBaeT 00a nmopra
KOJIbLIa (OCHOBHOU M PE3EPBHBIN)

PesepBupoBanue OCHOBHOH M pe3epBHBINA NOPT (KOHTYP CBSI3H) TSI OMHOTO yuacTka RS-485; mepexirouenue npu

JTMHUAN pa3pbIBE MIMHBI WM OTKa3€ IpeodpaszoBaTerst/KaHana

PezepBupoBaHme peanu3yeTcs MyTeM MOAKIIOUCHUS K 000MM KOHIIaM (pU3MUYeCKON JIMHAHU 485 IBYX aJanTepoB OIHOTO THIIA.
PesepBupoBaHue BKIIOUAeTCS aBTOMATHYECKH, KOT/Ia B TapaMeTpax JIMHUH yKa3aH pe3epBHbIi mopT. O6a mopra obciIyXxuBaet
OJIUH 3K3EMIULP Srv_osdp: B HOPME OIPOC UAET Yepe3 OCHOBHOMU IOPT, IPU Pa3phIBE LIUHBI YCTPOICTBA KAXKIOr0 CErMEHTa
TIepeBOATCS Ha HOCTYIHBIN UM noptT. [logpoOHOe onrcaHe cOCTOSIHUN pe3epBupoBaHus — B Tase 10.

5.7. Xpanuauma JaHHbIX

Jannsie xpansarcs B ¢aiinax SQLite B kaTaiore JaHHBIX cepBepa, C pa3ACICHUEM M0 00TaCTsIM:

Oo6acTb Conepxrmoe

Konduryparus Cepsep, JIMHUH, YCTPOHCTBA, OOBEKTHI AOCTYIIA, PUBSI3KH, 11A0JIOHBI
JanHble nocTyna [Tepconsbl, HIEeHTUPHUKATOPBI, IPOITYCKa, TETH, MAa0IOHBI TOCTYIIOB
Kypnan CoObITHS 10CTYIIa, ayINTa ¥ TEXCOCTOSTHUS (TOJIBKO J100aBIeHNE)
Omnepatops! 1 6€30MaCHOCTh Y4€THBIE 3aITUCH, POJIH, CECCHH, CEKPETHI

OmnepaTnBHOE COCTOSHHE [IpucyTcTBue B mepuMeTpax, CECCUH, CIETINKI

Pe3epBHOE KOTMPOBAaHKE U BOCCTAHOBIICHUE BBITIOTHSIOTCS IITATHBIM MEXaHU3MOM 13 BeO-nHTepdetica (rmaBa 10); pe3epBHas
KOITUSI BKJTFOUAET (paiiiibl TaHHBIX U KOH(DUTYPAITHIO.

5.8. REST API u OpenAPI

Pecypc Anpec o ymouanuto (Opaysep Ha cepBepe)
IIpoBepka roToBHOCTH http://localhost:8080/health
Beb-untepdetic http://localhost:8080/app/

OpenAPI, unrepaxtusHo (Swagger Ul) http://localhost:8080/api-docs/
Crneunduxanuu u gokymentanus APl http://localhost:8080/docs/

Hoctynusl REST API obopynoBanus, JaHHBIX IOCTYIa, )KypHaja U 0€30IacHOCTH; JOCTYI BHELIHUX CUCTEM pa3rpaHHu4H-
BaeTCsl TOH e POJIeBOI MOJIETIbI0, UTO M TOCTYH omneparopos (rmasa 18). st oOpamieHus ¢ Apyroro KOMIbIOTEpa 3aMEHHUTE
localhost Ha [P-agpec mmn DNS-umMs cepBepa; HOMep HOpTa MOXKET OTIIMYATHCS, €CIIM OH H3MEHEH B KOH(QUTYpaIHH.

5.9. TexnoJsioruu pa3padoTKi U BHELIHUE 3aBUCUMOCTH

CepeepHble koMmoHeHTH Seenaptec Access Platform (SAP) pa3pabotans! Ha si3p1ke Go. Hu3koypoBHEBas peau3alus IpoTo-
koima OSDP BeimonHeHa Ha si3b1ke C.

CepBuchI mIaTGoOpMBI 3aIyCKalOTCsl U KOHTPOIUPYIOTCS CUCTEMON MHUIIMATU3AIluK systemd.

Jnst oOMeHa KOMaHJaMH, COOBITUSIMHA M COCTOSHHSIMH MEXAy cepBucamu tpedyercst BHemHui Opokep MQTT. bpokep He
BXOJIMT B YCTaHOBOYHBIN makeT Seenaptec Access Platform u ycranaBnmuBaercst otnensHo. OH MOXeT paboTarh Ha cepBepe
T1aT(OPMBI MITH Ha JPYTOM JIOCTYITHOM CETEBOM Y3II€.

TpeboBannus x 6poxkepy MQTT u mopsiiok ero NOATOTOBKH NMPHUBEACHEI B paszeine 6.2
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I'i1aBa 6. YcTaHoBKa

I'maBa omuckIBaeT ycTaHOBKY cepBepHOii yactu Seenaptec Access Platform (SAP) na Linux, mpoBepky paboTocriocoOHOCTH,
AKTHBAIIUIO CHCTEMBI U TICPBBIN BXOJ B BeO-uHTepdelic. TeXHnUYecKre XapaKTepUCTHKH TOCTABKH PUBE/ICHBI B IJIaBE 5; MyC-
KOHaJaKa 00opynoBanus — B TiaBaxX 7 v 10; )KU3HCHHBIN IIWKIT JINIICH3MH — B IJ1aBe 17.

6.1. IlonroroBka K ycTaHOBKe
Hepezl YCTaHOBKOﬁ CHCTCEMBI IIOATOTOBBTC:

* pabovyIo CTAaHIHUIO aIllapaTHOW apXUTEKTyphl amd64 WM armé4, COOTBETCTBYIOUIYIO TpeOOBaHMAM pazjena 5.2 ¢ moz-
JIEP>)KUBAEMBIM TUCTPUOYTHBOM Linux, HCIOMB3YIOMUM Systemdd MOAAepKUBAIONIMM yCTAaHOBKY ITakeTOB (opmara
DEB;

* Y4ETHYIO 3aITiCh I10JIb30BaTElIsl C BO3MOXKHOCTBIO BBIIIOJHATH KOMaH/bI Yepe3 sudo;

* ycraHoBo4HbIN nakeT Seenaptec Access Platform (SAP) st apxurexTypsl cepBepa;

* KIJII0Y aKTHUBALUH, TIOyYEHHBIH y OCTAaBIIMKA CUCTEMBI (€3 KIII04a aKTUBALMH CEpBEPHbIE KOMITOHEHTHI MOXKHO yCTa-
HOBHWTB U 3aITyCTUTh, OAHAKO BXOJ] B BeO-HHTEPQEc 1 HACTPOHKa CHCTEMBI OYIyT HEJOCTYITHBI);

* pabotatommii 6pokep MQTT, moCTyIHBIN B CETH OpraHU3aIUH;

* paboyee MecTO oreparopa/aIMHHUCTPATOpPa C MOAJCP)KUBAEMBIM BeO-Opay3epoM JJIsl IepBOHAYaIbHON HACTPOUKH CH-
CTEMBI.

Bpoxep MQTT sBisieTcst BHEIIHEH 3aBICHMOCTEIO U HE BXOJHT B YCTAaHOBOYHEIH MakeT mraTgopMel. OH MOXeET paboTaTh Ha
cepBepe Seenaptec Access Platform (SAP) mmn Ha oTnensHOM ceTeBoM y3ie. TpeboBaHus K OpoKepy M MOPSIOK €ro MOITro-
TOBKH IIPUBEACHEHI B pazzene 6.2.

st noaxirodenust ooopynosanust norpeOytorcss USB—RS-485 nnn Ethernet—RS-485-npeodpazosarenn. X MOXHO MOIKITIO-
YUTH [10CJIE YCTAHOBKH IAKETOB IUIaT(OPMBI, Ha 3Tale ITyCKOHAIAIKH.

6.2. ITonroroBka opokepa MQTT

Cepsucsl miardopmbl 0OMeHUBaIOTCS padourMu coobieHnsMu yepe3 6pokep MQTT (miaBa 4). Passepuure Opoxep 1o npa-
BWJIAM Balllel OpraHM3aluy WK cpecTBaMK AucTpuOyTuBa Linux; Tunosoii Bapuant — Eclipse Mosquitto:

sudo apt install mosquitto

Bpoxep moxxeT paboTaTh Kak Ha TOM ke cepBepe (TUIOBOI aapec tcp://localhost:1883), Tak U Ha OTAEIBHOM y3ie. Y0e-
JITECh, 4TO OpOKep 3allylleH ¥ IPUHUMAET COSMHEHHUS OT XOCTa, Ha KOTOPHIi ycTaHaBIuBaeTcs ruaropma.

6.3. YcTaHoBKa nakera
YcTaHOBUTE MAKET O] apXUTEKTYPY cepBepa:

sudo apt install ./seenaptec—acs_<epcua>_amd64.deb

IMaket pa3mernaet Gaiinbl U perHCTPUPYET CITyKO0y Tak:

Yro I'me

[IporpammMusie daiiiel (HeM3MeHsieMast 4acTb) /opt/skd

®aiin koHUTYpaITHI /etc/skd/seenaptec_acs.yaml

YuéTHble 1aHHbBIE CEPBUCOB /etc/skd/credentials/

Karanor nanseix /var/lib/skd

Cuyx0a systemd srv_ctrl.service (BKJIIOYaeTCS U 3aITyCKAETCs] aBTOMATHYECKH)

CoiryxObl paboTalOT OT OTHEIBHOTO CHCTEMHOTo mosb3oBarens skd, KOTOpbIH co3nmaérest mpu ycraHoBke. [lonp3oBarento
aBTOMATHYECKH BBINAIOTCS IIpaBa Ha IOCIEOBaTeNbHbIE MOPTHI (rpynma dialout) — OTHENbHOM HACTPOMKH NpaB Ha
USB-npeobpa3zoBarenn He TpeOyercsa. CepBHCY NOHMCKa CETEBBIX IpeoOpas3oBarelicli Ha3Ha4aeTcs CeTeBas NMPHUBHIICTHS
CAP_NET_RAW.
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6.4. Kondurypanus

ITapametps! miardopMmbl HaxoasaTcs B (paiine /etc/skd/seenaptec_acs.yaml. [lyis 3amycka 0OBIYHO TOCTATOYHO IPOBEPHUTH
JIBa IapameTpa:

* MQTT. location — anxpec 6pokepa MQTT, Hanpumep tcp://localhost:1883;
* SRV_BACK. combined.addr — agpec u nopt HTTP-cepBuca, no ymonuanuio : 8080.

Jluanm u obopynoBaHue B KOH(pUTYpalioHHOM (baiiyie onmuchIBaTh HE HY)KHO — OHH HAcCTPaWBaloOTCA M3 BeO-uHTepdeiica
(rnaBa 10). [Tocne naMeHeHust KOHGUTYpAIMK MIEPE3AMYCTUTE CITYKOY:

sudo systemctl restart srv_ctrl.service

6.5. IIpoBepka nmocJjie yCTAaHOBKH
1. TIpoBepsTe COCTOSIHUE CITYKOBI YIIPABICHHUS 3aITyCKOM:
sudo systemctl status srv_ctrl.service
OsxugaeMoe cocTosHre — active (running).
2. Ilposepsre rotoBHOCTE HTTP-cepBuca:
curl —i http://localhost:8080/health
OKugaeTcs OTBET C KOJAOM 2XX.

3. Ortxpoiite BeO-uHTEpdeiic B Opaysepe: http://<appec—-cepsepa>:8080/app/. Ha HeakTHUBUPOBAaHHOW CHUCTEME JOJ-
KEH OTKPBIThCA DKPaH « AKTHBALUSI CUCTEMBD) (CM. HIXKE).

Ecnu xakoii-nm0o miar He IpoXoAnT, 0OpaTuTech K mmiaBe 16 («He OTKphIBaeTCsS HHTEPQENc»): TUIIOBbIE NPUYUHEI — HE 3aIly-
meHa ciryx06a, HenoctyneH opokep MQTT, mopt 3aHAT WM 3aKPBIT MEXXCETEBBIM 9KPAHOM.

6.6. AKTMBaMA CUCTEMBI

[Tpn nmepBoM oOpateHny k BeO-uHTEpeiicy BMECTO IKpaHa BXO/1a IOKa3bIBACTCS YKPaH « AKTHBAIUS CHCTEMbI» C IOsICHE-
HHUeM «BBenuTe KiTr04 aKTHBAIMH, MOTYYCHHBIN OT MTOCTaBIIMKA. byaer co3nan omeparop admin ¢ mapoiaeM 0 YMOIIaHHIO»
1 €MHCTBEHHBIM TTosieM «KiTrou akTrBanum».

Kitrou akTuBaIuy BeIAET MOCTABIIUK CUCTEMBI (MTOPSIOK MOMyYeHHS U BCE, YTO CBA3aHO C JHIeH3uel, — B miase 17). Kitou
COCTOMT U3 ILECTH TPYIII IO YeThIpe cuMBOJIA (LUPPHI U JaTHHCKUE OykBbl A—F), Hanpumep 0107-0000-002A-9F3C-1B77-
D041. BBoauTh ero MOXHO ¢ feducaMu Wik 0e3, CTPOYHBIMH MM 3arilaBHBIMU OykBaMH — (opMa cama IPHUBOIHUT BBOJ K
KaHOHMYeckoMy Bufy. KHoIKka «AKTHBHPOBAThY CTAHOBUTCA AOCTYIHOM, KOTJa BBEICHBI BCe 24 CUMBOIA.

ITocne ycnemHon akTUBaIUK:

* cHCTEMa MPUBSI3BIBACTCS K JINICH3UH U3 KIII0Ya;

* aBTOMaTHYECKH co3maéres oneparop admin ¢ mapojeM 1o yMoim4aHHIo 123456 — IOJHBIE MpaBa BO BCEX 00MacTsIxX
CHCTEMBI;

* TOKa3bIBaeTCs OOBIYHBIN 3KpaH «Bxox B SKD» ¢ moxckaskoit: «Cructema akTHBHpoBaHa. Bxox mo ymorganuro: admin /
123456 — mocne BXoa CMEHUTE HeOe30MacHbIN MapoiIby.

Ecnu xirou He monxoaut, popma nosicHsieT npuuuHy: «HeBepHsiii kintou aktuBanuy. [IpoBepsTe BBOAY» (OnedaTKa MIIH TyKOH
KJ1t04) JIn00 «CIIMIIKOM MHOTO ITOITBITOK akTuBaluu. [Tosropute yepes N c» (3ammra ot ondopa).

6.7. IlepBblii BXOA U CMEHA NAPOJIsi 10 YMOJTYAHHUIO

Boiigure mog admin / 123456. [Taposb o yMOI4aHUIO OTMHAKOB BO BCEX [TOCTaBKax, IOITOMY CUCTEMa CUMTAET ero Hebe3onac-
HBIM: K2:KIbIil BXO]I ¢ MapoJieM 123456 3anuCchIBaeTCs B KYPHAJI KaK TPEBOKHOE COObITHE — TpeBora OyIeT IMOTHIMAThCS
TIIPU KaXJIOM BXOJI€, TI0Ka apoJib He cMeHEH (1aBa 14). CMeHnTe mapons cpasy 1mocie HepBoro BXoaa.

Kak mpoxonuT cMeHa, 3aBUCHUT OT HAacTpoWku «TpeboBaTe cMeHy HapoJsi, Ha3HAYEHHOTO aIMHHUCTpaTopoM» (pabodas 00-
nacth «be3onacHocTh» — «HacTpoliku Ge3onacHocT», riasa 14):
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* HACTPOIiKa BKJIIOUeHAa — Cpa3y I1OCJe JOTHHA TOKa3bIBaeTCs KkpaH «CMEHHTE Mapoiby»: TEKyIIUH Hapoib, HOBBIH
Mapob JIBaKAbl, KHONKa « CMEHUTH Mapoib». PaboTa B cucTeMe BO3MOXKHA TOIBKO TTOCIIE CMEHBI; HOBBIH Mapoib HE
MOXXET COBIIA/IaTh C TAPOJIeM 110 yMordaHuio (123456) 1 10IDKEH YIOBIETBOPATH MOTUTHKE 0€301MacHOCTH Mapois;

* HACTPOIiKa BBIK/JII0YeHa (110 YMOJIIYaHHI0) — JIOCTYII B CUCTEMY IIPEIOCTABIISIETCS, HO TPEBOXKHBIE COOBITHS IPU BXOJIE
TIPOJIOJIKAIOTCS 10 CMEHBI napoist. CMEHHUTH Mapoiib MOXKHO B KapTouke oreparopa admin: pabouast obnacts «besomac-
HOCTBH» — TaHenb «Oneparopbn — admin — 1oJIe CMEHBI HapoIs.

JanpHeiimre ya€THbIE 3aITUCH, POJIN U ITApaMEeTPhI TapoIbHON MOJTUTHKY HACTPanBaloTcs B pabodeii obmactu «be3omacHoCTE
(rnaBa 14). Ilpu nocneayonux oOpameHnsX K CHCTEMe TToKa3bIBaeTCsl 0ObIUHBIN 3KpaH «Bxoa B SKD» ¢ monsimu «Jlorun» u
«ITapomby.

6.8. Bxiarouenue HTTPS

ITo ymonmuanuto BeO-unrepdeiic padoraer no HTTP. HTTPS Bkitowaercs u3 BeG-unTepdeiica 6e3 0OparHOro MpoKcH: B
paboueit obnactu «Hactpoiika / O6cimykuBaHHe)» Ha MaHENIW WHCTPyMEHTOB ecTh cekums «/Joctyn mo HTTPSy», mns 3a-
rpy3ku ceptu¢ukara (mpoueaypa — B miase 10). ITocne Brimrouenus narepdeiic HTTPS cranoBuTCs nOCTYNBIM 110 agpecy
https://<appec—cepBepa>:8443/app/ nonoiaauTensHO K uHTepdeticy HTTP.

6.9. O0HOBJIEHHE TAKETA

Y100l OOHOBHUTSH IIATHOPMY, YCTAHOBHTE HOBBIH ITAKET MOBEPX TEKYIIEro — TEM JKe CII0COOO0M, YTO U MpH ycTaHoBKe. [1pn
OOHOBJICHUH COXPAHSIOTCS:

* (haitn kondurypammu /etc/skd/seenaptec_acs.yaml;
* yuéTHble aHHble B /etc/skd/credentials/;
* JaHHEIE CUCTEMBI B /var/lib/skd.

Cny>K6a MePpe3aIryCKacTCs aBTOMaTUICCKH. Hepez[ 06HOBJ'I€HI/ICM c;[enaﬁTe PE3CPBHYIO KOIMHNIO IITATHBIM MEXaHU3MOM (FJ'IaBa
10).

OtaesnbHbIe OOHOBJICHUS MEHSIIOT ITOKOJICHHE KITIOUEii aKkTHBAIIMY — B 3TOM CJIydae [ocjie OOHOBICHUS ISHCTBYET EPEXOAHbII
niepuon 14 nHei, B Te4eHne KOTOPOTro HY)HO MONYYHTh Y IIOCTaBIIMKa U BBECTH HOBBIN Kittod (paszgen 17.5). [loBcenHeBHBIX
OOHOBIICHHUIT 3TO HE KacaeTcsl: €CJIM ITOKOJIEHHE He MEHSUIOCh, HUKaKKMX JEHCTBHH ¢ JIMIIEH3Uel He TpeOyercsl.

I'maBa 7. IlepBoHavya/ibHAsi HACTPOKA CUCTEMbI

B aT0ii rmaBe npuBenéH mocieaoBaTeNbHBINA IpUMep NepBOHa4YaIbHON HacTpoiiku Seenaptec Access Platform (SAP) — ot
coznanus uHun OSDP 1o perucrpaiiiy nepBoro coObITHS AOCTYTIA.

B xozne nmpumMepa BBITOTHAIOTCS CIEAYIOIUE NEUCTBUS:

* cosnanue auauun OSDP;

* TIOMCK U perucTpanys nepupepuinHoro ycTponcTaa;
* cozmaHue 00BEKTa JI0CTyIa;

* TPUBS3KAa KOMIIOHCHTOB YCTPOHCTBA K OOBEKTY;

* CO3JaHME IIEPCOHBI U BbIa4a €i IMPOITyCKa;

* IPOBEpKa JOCTYyIa U COOBITHSA B KypHAJIE.

IMepen HauamoM paboTHl yOeqUTECh, YTO:

* YCTaHOBKA CHCTEMBI BBIIIOTHEHBI B COOTBETCTBHU C ITIaBOI1 6;

* cUCTeMa aKTUBHPOBAaHa;

* BBINIOJIHEH BXOJ B CUCTEMY I10]] yUETHOH 3aITUCHI0 C HEOOXOIUMBIMU TTOJTHOMOYHSAMH;

* maposib oreparopa admin, yCTaHOBJIEHHBIN 110 YMOJIYaHHIO, U3MEHEH;

* npeobpazoBarenb B RS-485 mogkmouén k cepBepy U onpenensiercs: onepaioHHON CHCTEMOH;
* nepudepuiiHbIe yCTpOICTBa MOAKIIIOYEHB! K JIMHUK U HA HUX TI0JIaHO MTUTaHHE;

* M3BECTHA CKOPOCTh OOMEHa, HACTPOCHHAs Ha YCTPONHCTBAX JIMHUHU.

B mpumepe ucnonssyercs nuHus RS-485, monkmou€énnas yepe3 USB—RS-485-mpeobpasosarens, u ycrpoiicteo AGRG,
MpeaoCTaBIAONICC KOMITIOHCHTHI IJI YIIPABJICHUA ABEPbIO: CUUTHIBATCIIb, penei&HHﬁ BBIXO/l 3aMKa U BXOJ KHOIIKH BbIXOJa.
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IMonpobHoe onucanue 060py0BaHMs, 00BEKTOB JOCTYIIA, IIPOITYCKOB M XKypHaa COOBITHI MpuBeneHo B TaBax 10—13.

7.1. Cozpanue aunuu OSDP

[epen Havanom ybenurech, uro USB-RS-485-nipeoOpazoBarens MOIKIIOUEH K CEpBEPY M ONPEENseTcs! OlepannoHHO ch-
CTEMOIL.

1. Otkpoiite pabouyro obiars «Hactpoiika / O6cmykuBaHue» U neperaure Ha nanenb «O0opyaIoBaHHEY.
2. Haxwmure «J100aBUTE» — «JIuHUSY.
3. B muanoroBoM okHe «/l00aBHUTH JIMHUIO» YKaXKHTE:

* Tun agantepa — USB—RS-485;

* OCHOBHOI1 MOPT — TMOCJIEIOBATEIBHBIN TOPT MpeodpazoBarels, Hanpumep /dev/ttyUSBo;
* Homep JTMHMU — YHUKAJIBHBIH HOMEP JINHUU B CUCTEME;

* CKOpOCTH — CKOPOCTh 0OMEHA, HACTPOCHHAS Ha MOJKIFOYEHHBIX YCTPONUCTBAX.

4. Haxxmute «Co3aaTey.
Pe3yabraT: MTUHAA co3qaHa M J0OaBlIeHa B CIIHCOK 000PYIOBAHMS.

IIpoBepka pe3yabTara: COCTOSHHE CBSI3U JIMHUU JJOJDKHO U3MEHUTHCS Ha « AKTUBHOY, a B ocneacTBun «Heaktusao». Cocto-
stnue «HeakTHBHO» BO3HUKAET MPU OTCYTCTBHUH TpaduKa Ha JIMHUKUCITYCTS HEKOTOPOE BPEMSI , UTO BEPHO IS IIyCTOM JTMHUU.

Ecmm 0T06pa>1<aeTc;1 cocrosiame «Het CBA3W», IPOBCPBHTEC:

* BBIOpaHHBIN MOCIEAOBATEIBHBINA TIOPT;

* CKOPOCTh OOMEHa;

* TOIKJIIOYEHHE M NUTaHHE PeoOpazoBaTes;
* TOJKJIIOUYEHHE U IIMTAaHNE YCTPOMCTB;

* mapameTpsl tuHUM RS-485.

PexoMmeHaImu 1o TMarHoCTHKe MPUBE/ICHBI B TiIaBe 16.

7.2. Ilonck U perucTpanusi ycTpoiicTB B cUcTeMe

Hepe;:[ Ha4daJIOM ITOHCKa y6eI[I/ITCCL, YTO JIMHUA HaXOJAUTCA B COCTOSAHUNU ((AI(TI/IBHO))/«HeaKTI/IBHO», a MOJKJIIOYEHHBIE YCTpOP'I-
CTBa BKIIIOYCHBI 1 UCIIOJIB3YIOT YCTAHOBJIICHHYIO JIJIA JIUHUHU CKOPOCTh oOMeHa.

1. B paboueii oonactu «Hacrpoiika / O6cinyxuBanue» Ha nanenu «O00pynoBaHHe» BEIOEPUTE paHee CO3AaHHYIO JTHHUIO.
2. 3amycTUTe MOUCK:

» st noucka ycrpoictB AGRG ¢ nopnepskkoit SSB Haxkmute «SSB-noMck Ha TeKyuieil JUHUM;
* IS TIOMCKa ApYyTHX ycTpoiicTB OSDP oTkpoliTe KapTOUKy JIMHUH U BEIOEPHTE «AIPECHBIN MOMCK.

3. B oTkpeIBIIEMCS AMATIOTOBOM OKHE Ha)XMHUTE KHOTKY «Ilouck».

4. JloxnauTech 3aBeplleHus noucka. HalinenHsle ycTpoiicTBa 0ToOpa3sTcs B TabnUIe C JOCTYITHBIMU CBEICHUSAMH, BKITIO-
yasi uX cepuiinblii Homep u aapec OSDP.

5. IlpoBepbTe CIMCOK HaWIEHHBIX ycTpoicTB. Ecim oOHApyKeHBI HE BCE yCTPOWCTBA, IPOBEPHTE NX NMUTAHUE, KOPPEKT-
HOCThH IMOJKITIOYCHHS, aipeca U CKOPOCTh 0OMEHa, 3aTeM NoBTopuTe Mouck. J[imst SSB mouncka mpu OoybImoM Kommde-
CTBE YCTPONCTB Ha JIMHUU BO3MOXKEH IPOITYyCK YaCTH YCTPOHCTB, B 3TOM CIydae IOBTOPUTE MOUCK /10 TEX IOP TOKa BCe
yCTpOHCTBa HE OYIyT HaiJCHBI.

6. OTMeTBTE yCTPONCTBA, KOTOpPBIE TPeOyeTcs J00aBUThH B KOH(UTYparuio, 1 HaxMmute «[IpuMeHNTH BHIGOP».

7. Ecnu ycTpolcTBO coxpaHeHo co crarycoM «HoBoey, oTkpoiiTe ero kaprouky v Haxmute «IIpuHsaTh.

Pe3yabTaT: BEIOpaHHBIE YCTPOHCTBA 10OABICHBI B CITMCOK 000PYA0BaHUSI.
IIpoBepka: 1 3aperUCTPUPOBAHHBIX YCTPOHCTB 0TOOpaxaroTcs cocTosiHue «HacTpoeHo» U COCTOSIHUE CBSA3U «AKTUBHOY.

Ecmm YCTpOﬁCTBO HC HaﬁI[CHO HJIA CBA3b C HUM HC YCTAaHABJIMBACTCA, BOCHOHBSyﬁTCCL PEKOMCHAAUAMU IT1aBbI 16.

7.3. Co3nanue 00beKTa 10CTyNA

Hepez[ HadaJoM CO3JaHHusA o0BeKTa JAocTtyna y6eI[I/ITeCI>, YTO OKOHCYHOC yCTpOﬁCTBO 3aperucCTpupoOBaHO B CUCTEME, HAXOUTCS
Ha CBA3H, 4 €r0 KOMIIOHEHTBI KOPPEKTHO OTO6pa)KaIOTCH B CUCTEMC.
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OTkpoiite pabodyro 06mact «OOBEKTH JOCTYIIAY.
2. Haxwmmure «/106aBUTH 00bEKT J0CTYNAY.
3. B OTKpBIBIIEMCSI OKHE YKaKHUTE:

* Haspanue — Hanpumep, Bxon A,

* YHUKAJBLHBIH KOJ — UCIIOJIb3YETCS €CIIHM €CTh KO B ITPOEKTE MOHTAXa. MOXKEeT OBITh MCIIOIBb30BaH IJIsl aBTOMaTHye-
CKO IIPUBSI3KH 00BEKTOB JOCTYIA K 000PYIOBaHHMIO IT0 CXEME IIPOEKTa;

e Tun — Hanpumep [Bepb (BXo@/KHOMKa).

4. Haxxmure KHOIIKY «/[00aBUTBY.
Bribepute co3naHHbBII 0OBEKT U B €ro KapTouKe OTKpoliTe cekunto «IIpuBs3Ka K ycTpoiicTBam».
6. Hasnaubre co3maHHOMY OOBEKTY COOTBETCTBYIOIINE KOMIIOHEHTHI MepH(EpHItHOTO YCTPOHCTBA!

w

* CuMTBIBaTe/Ib — CUUTHIBATENb KapThl;
* 3aMoOK — peneifHbIi BBIXO/, YIPABISIONIINA 3aMKOM;
* Knonka BbIX0ga — UCKPETHBII BXOJI, K KOTOPOMY MOAKIIIOYE€HA KHOIIKA BBIXO/A.

7. Haxwmure kHONKY «[IpHHATH H3MEHEHUSI».
Pe3ysibTaT: 00bEKT JOCTYIA CO3/1aH U CBA3aH C KOMIIOHEHTaMH NepU(EPUIHOTO YCTPONCTBA.

IMpoBepka: a1 o0bekTa 0ToOpakaroTcs coctosHrne «HacTpoeHo», COCTOSHUE CBA3M «AKTUBHO» M PEXUM «JleXKypHBIN.
OOBEKT rOTOB K 00pabOTKeE 3aMpOCOB IOCTYIIA.

7.4. Co3nanue nepcoHbI M BbIa4a MPOMYCKA CO3aHHOI NepcoHe

[Nepen HayasoM co3aHus MEPCOHBI TOATOTOBLTE (hU3HMUECKHU naeHTHDHUKATOD (KapTy/MeTKy/OpenoK), KOTOpbIi Oy/leT BbliaH
HIEPCOHE, U ONPEJEIUTE CPOK €ro JIeHCTBUSL.

Ortkpotite pabouyto obmacts «IIpomyckay.

Haxwmure kHonky «HoBasi mepconay.

VYkaxute paMuIuio, UMsi 1 OTIECTBO MepcoHbl. [Ipu HeoOXoauMocTh 100aBbTe HoTOTpaduIo.
Haxxmute kHomKy «Co3aaThby.

BriGepure co3aHHYIO IEPCOHY B CITHCKE.

Haxxmute kHONKY «BbIaTh Nponyck BbLIEJICHHOM IEPCOHe».

B okHe BbITa4M MpomycKa:

N A LD —

* n00aBbTe KapTy: MPUIIOKHUTE €€ K JIF000OMY CUHUTBIBATEIIO WIIM BBEAUTE KOJ KAPThI BPYUYHYIO;

* YKa)XUTE JaTy Havaja ¥ JaTy OKOHYaHUs NEWCTBHUS MPOIYCKa;

* B nojie «Bpems noctymay» BoiOepute 3HaueHHE «be3 orpaHnyenus» wiM modoe apyroe TpedyemMoe 3HaYCHUE;
* B paznene «O0beKThI 10CTyna» BeIOepuTe 00BeKT (HampuMep Bxop A).

8. IlpoBepbTe KOPPEKTHOCTH BBEAEHHBIX TaHHBIX U HAXKMHUTE KHONIKY «COXPaHUTDbY.
Pe3ysibTaT: nepcoHe BbIJaH MPOILYCK ¢ Ha3HAYEHHBIM UICHTU(HUKATOPOM U IPABOM JIOCTYIA K 00bEeKTy Bxop A.

IIpoBepka: B CIIUCKE MPOMYCKOB 0TOOPaKaeTCs CO3MaHHBIN MPOITYCK CO CTaTyCOM « AKTHBHOY, YKa3aHHBIM aIMUHHCTPATOPOM
CPOKOM JCHCTBUS U 0OBEKTOM JOCTyTa Bxog A.

7.5. IlpoBepka 10cTyna U 3alIUCH COOBITHS B JKypHAaJIe

Hepeu HavaJIOM IIPOBEPKU YGCHHTGCI), 4TO 00BEKT Bxon A HaxoguTCsA B COCTOSHUU ((HaCTpOCHO», CBA3b C 060pyﬂ0BaHI/IeM
aKTHBHA, a BBII[aHHBIﬁ MIpOIyCK I[efICTBPITCHGH Ha MOMCHT IPOBCACHUSA ITPOBEPKU.

OTtkpoiite pabouyro 00macTh «OOBEKTHI JOCTYTIa» U BBIOEpUTE OOBEKT Bxopn A.

B nanenu «CoObITHS» BKIIIOUUTE PEKHUM OTOOpaXKEHHsI COOBITHIT BRIOPAaHHOTO 00ObEKTa.

[punoxuTe BEIIAHHYIO KapTy K CYUTHIBATEITIO.

[IpoBepbTe peakiuo 000pyI0BaHUS: TIPU MOJIOKUTEIFHOM PEIICHAN 3aMOK 00BEKTa JOCTYIIA JOJDKCH Pa30JIOKHPOBATh-
Csl B COOTBETCTBUH C HACTPOHKaMH 00OBEKTa.

5. Yb6enurech, uro B maHenu «COOBITHS MMOSBUIACEH 3aIIUCh:

el S

* pesynbraT — «JlocTyn paspelény;
* mpuuynHa — «Pa3perieHo mo npomycky»;
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* YYaCTHUKU — OOBEKT OCTYIA, IEPCOHA, IPOIYCK U UACHTU(PHUKATOP.
6. OTtxkpoiiTe pabouyro o0macTs «KypHaNb U HAMINUTE Ty K€ 3aITUCh B 001l JieHTe (kareropus «J{ocTym).

PesysbTaT: cuctema pacrnosHajia WICHTU(UKATOp, paspelinia JOCTYI K 00beKTy BXOA A M 3apeructpupoBajia COObITHE B
KypHae.

JJ1s mpoBepKH O0TKa3a B IOCTYIIE MIPHIIOKATE K CYUTHIBATEIO OTCYTCTBYIOIIYIO B CHCTEMY KapTy: B )KypHaJIE JOJDKHO TOSBUTCS
cobriTHe «/locTym 3anpemény ¢ mpuauHoil «J{ocTyn 3anpemén: naeHTnduKaTop He HailneH».

Eciu codbITHE 10CTYNA He MOSIBUJIOCH: TIPOBEPHTE I10 MOPSI/IKY CBS3b JIMHUHM M OKOHEYHOTO YCTPOWCTBA, IPUBSI3KY CUUTHIBA-
TeJsl K 00BEKTY, SIBISIETCSI JIM MPOITYCK aKTHBHBIM 1 TO, YTO CUTHAJI CYUTHIBAHUS ITPOITYCKa I0CTYIIeH B pexnme «llyckonananka
(LIVE)».

PexomeHnmanmy 1o IMarHOCTHKE IPUBEICHHI B I71aBe 16.

7.6. lanbHedIasi HACTPOWKA CHCTEMbI

[lepBonawanpHas HacTpoiika Seenaptec Access Platform (SAP) 3aBepmiena: o6opynoBaHre MOIKIIOYEHO, OOBEKTHI TOCTyIa
HAaCTPOCHBI, IPOITYCKa CO3/AaHbI U BBIAAHBI, & COOBITHS OCTYIA YCIEIIHO PETHCTPUPYIOTCS B )KypHAIIE COOBITHH.

IIponomKNUTh HACTPONKY CHCTEMBI BB MOXKETE B COOTBETCTBUH C BAaIIUMH TPEOOBAHUSIMH K OOBEKTY:

* pacmucaHus AOCTYyIHa, yCIOBUs, nepumeTpsl U npasuna AIIb — o3znakomsTecs ¢ rasoi 10;

* 1a0IOHBI OCTYTIA, 3asBKHU Ha IIPOITyCKa U AOTIOJHHUTEIbHBIE TTOJIS IEPCOH —O3HAKOMBTECH ¢ T1aBoii 11;
* y4ETHBIE 3aIIMCH ONIEPATOPOB, POIIU U TMOJHOMOYHS — O3HAKOMBTECH C TIaBoif 13;

+ Hactpoiika HTTPS, pe3epBHOe KonmmpoBaHue 1 0OCTYHBAHUE CHCTEMBI — O3HAKOMBTECH C TIIaBOM 9.

I'maBa 8. O0mue npunuMnbl uHTEepdeiica

Bce paboune obmactu BeO-uHTepdeiica Seenaptec Access Platform (SAP) moctpoensr mo omgHo# cxeme. [aBa onmcriBaeT
o01rre 37IEMEHTHI U IPUEMBI paboThI; cTapTOBOM cTpanuIle «O030p CHCTEMBI» MOCBAIICHA TJIaBa 9, a Kaxaas pabodasi 00J1acTh
OTZAETHHO OmKcaHa B rmasax 10—-14.

8.1. Bxoxa B cucremy

Be6-unrepoeiic oTkpsiBaeTcs 1o aapecy http://<appec—-cepsepa>:8080/app/. [lepen HauasoM paboThI 3ampanvBaeTcs
JIOTHH U Taponb oneparopa (3xpaH «Bxox B SKD»). IIpu camoM mepBoM 3armycke, oka CUCTEMa HE aKTUBHPOBAHA, BMECTO
BXOJIa TIOKa3bIBAETCSI IKPAH «AKTHBAIMS CHCTEMBD) — BBOJ| KJIF0Ya aKTUBALUH (CM. IJ1aBbI 6 1 17).

Habop moctymnHbix pabounx obnacteil, maHesei U ASHCTBUI 3aBUCUT OT POJIM OMEPaTopa: HaIpUMep, Oreparop Opo mporyc-
KOB MOXET HE BHJIETh pabouyio obmacts «Hacrtpoiika / ObciyxnBaruey. B 3Tol 1 ociaenyomumx rmaBax nHTepdeic omucan
B TIOJIHOM COCTaBE — KaK €ro BUAUT aIMHHUACTPATOP.

Nmsa TCKYLICIO oneparopa 0T06pa>1<aeTc51 B HpaBOﬁ 4acTHu BerHeﬁ CTPOKHU; TaM K€ HAXOAUTCS KHOITKA ((BLIﬁTH)), 3aBeplIaro-
masa CECCHUIO.
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8.2. KomnonoBka pado4ero sxkpaHa cucTeMsbl

& Seenaptec

fonyea opan

O6bekTbl gocTyna

e Tunisce  Cocrommeisce  Pexu:sce
Hassane n Coctomnme  Pemum
He .
Bxomnenrpymna  TypHuer eponss | Aexypunit
Kabumer 80 Reeps (wxonfworwa) S Rexypusin
Katumer He
i
oo Raeps omionka) 0 Dexypne
He
K WnarGaym o Aexypui
Maw san Racps (wromfeson) S Dexypuis
seps (sxonfasion)  Hacrpoeo  Mexypui
Tekywwit gocTyn

Her Nepcon BHyTpH nepumeTpos.

HacTpoiika | O6cnyxmsanvie

Cesab: Bce

Casss

Heaktuaro

Heaktuaro

Heakuaro

Heakuaro

Heaktuaro

Mopr
renoctynen

Cobbirun

BesonacHocTs

Orpanuvenns:sce  Ter

Orpamusenus

ATE: Nlepumerp | | Yuér: Ogucnas sona

Mapupyr: Mpoxon s wau 3an ) | +1

Megocmorp  ( Yuer: Ogucnas sowa

ATIB: Mlepuwerp | ( Mapupyr: Mpoxon s maw 3an

Mapupyr: Mpoxoa s ogue

Wka 8 paGore )  Wramui aoctyn | ( Y4ér: PaGouas sona

2

Yur: Otucnan sowa

cnicok o6bexos Aoctyna

Tern

Foctw, sce

obvexron: 11

Yerpoiicrso

nuna 10, agpec
3

npucyTcTave, ycnosus, ceccun <

Ownaii - OHoaneHo 22:06:41

25.09.26 - 22:06:42  AnMuHUCTPaTOP

Buiiti

VHCTPYyMeHTbI 06beKToB AocTyna
MaNNWH, NapaMeTpy, AOCTyM

Mpasuna goctyna

Hassawwe  Tun

X Menocworp | octyn no ycnosmio

% Mepunerp Ans
Nnarhsi

X poeryn Cnucanwe kpatHocTH
Weag s

X pagors Hoctyn no ycnosuo

Wrarhsii
X pocryn Hoctyn no ycnosuo

Mapupyrs:
Ka
yasbisalorcs 8 nponycKe.

Hasaanme
X Mpoxon s maw 3an

X Npoxon s oguc

BuiGepyTe MaPUIPYT WM CO3aTE HOBIA

YugT npucyTcTaus

Hassanme Taiimayr

X Pabouan 30Ha

X OdwcHas 30w

BuiGepHTe Gelifx yuéra W CosaiiTe HoBI:

WaGnowsi nosenenv

EAuHLA OnepaTOpCKwii CIMCOK ycnosu A0CTYNa U Npasun AT AnA 06bexTos foCTYNa.

BuiGepuTe Npasuno 0CTYNa Wik CosgaiiTe HOBGe.

a70r MPLIDYTOB: HasHANAIOTCA GelAXEM €roUte:» Ha MPOXORKbIE OBBEKTSI AOCTYNa W

Maxc. spews (sanen)
He KowTponUpyeTCs -

He KowTponUpyeTCs -

Karanor GeAnxel yuEra: HasHauaioTc GeAIXeM epresenc
LKaGH, HAIHAUBIOTCA NEPCOHE  GUKCHPYIOT UHTEpBaTH! Np

He 3axphiBaTs N0 TaiiMayTy -

He 3axpbiBaTs N0 TaiMayTY -

3ar0TOBKY NaPaMETPOB NOBEACHHA AR BHIBPAKHOTO THNA OBBEKTa AOCTYNA

CephyTs

Kpako

Bea cpoka - crasTCs N0 8xoRy/
Hasany AOCTYNa, He CHUMAETCH

OKECTRUt - BHYTP. 8biX0R: A2 - Bea
3anepx«n - Bes asTocEpoca

Bea nbroTHOrO OKHa

Bea cpoKa « CTagTCs N0 BxoRy/
Hasany AOCTYN, CHUMBETCA No
abixony/koHLy aocTyna

Bea cpoka - crasTCs N0 8xoRy/

Hasany AOCTYNa, CHMAETCA N0
abixony/koHLy AocTyna

Onucanme

Ha NIDOXoRHbIE OBbeKTH AOCTYNa M

Onucanme

| 1. Bepxuaa crpoxa ISVINSSRN Obnexrsinoctyna SRSV

HacTpoiika | O6cnyxvisarme  BesonacHocTs 25.09.26 - 22:06:42 | AQMAHKCTpaTOp  Buiiti
a cHcoK obbexTos focTyna
MaTMAR, NapAMETPS, AOCTYY
Mlowex Tuniace  Cocrosme:sce  Pewaince  Cosasiace  OrpaWuennmace e o6vextos: 11
Mpasuna ocryna
Hassanue Tun Coctoshue  Pexum Cesise OrpaHmyenus Tern Yetpoiicteo EAwHbif OnepaTopCKHii CMCOK YCN0BWH R0CTYNa M pasin AT AA 06beKToB AOCTYNa.
ANE: Nepnmerp  ( Yaér: Ogmenan sona Hessaims|  Tun Kpaeo
Bxomanrpynna  Typhuker Hexypreri  Heaxruono ace -
HacTpoeno Mapupyr: Mpoxon s wau san) (+1 o v o yonosmo 583 €POKa + CTaBUTCS o sxony/
X Menocuotp ( JocTyn o YENOBMO | 2.0y pocryna, e chumactc
" et KecTho - BuyTp. abixon: a2 - Ges
KaGuwer 80 Roepy (sxomfiwonwa) 5 Rewypud  Heakraono = - = X Tepverp [ ANB P
Mnarheit
Kabuwer R o X oo Chucanne kparHocTh | Ges nbroTHOro okwa
el Roeps (sxomfisonka) 5 Rexyphu  Heakiuero Megocworp | Yeér: Ogwcnas soma focrn, sce  —
0 3 cpoxa - crasurcs o sxoay/
abore Bocrynnoycnosmo | asany AOCTYNa, cHAMaeTCa o
He ; ATI: Mopuwerp | ( MapupyT: Mpoxon o wauw 3an P T
Kk War6aym oo Hexypusiii  Heaxruio ace -
B Mapuwpyr: fpoxoa s owe — B3 cpoxa - crasurcs no sxoay/
X ooyn Bocryn noycnosmo | Kasany AOCTYN, cHAMaeTCS o
He Uikag s pabore ) Wrarweit ocryn  ( Yuér: PaSowan sona EsaayfkoiLY AocTym
M xon/asn wsii  Heakruano =
faw san Rsep (8xo/euixon) rnerpoeo Aepy = ace
BuiGepuTE NDaBTo AOCTYNa W CospaiTe Hosoe.
v i i Ogmcnan son s 10, anpec
seps (sxonfeixon) Hactpoeno  Mewypmeid N1 Yué: Ogmcnan sona ace 5
Mapupyrst
3 KaTanor MapLIpyTos: HasHavaloTCs GeDxeM route:» Ha NPOXOZHbIE O6bEKTS 0CTYTa W
Tekywuii goctyn npcyTcrame, ycnosws, ceccun VXasnealoTes 8 AponyCKe.
Hazsanme Makc. spems (sanen) Onwcanme
X Npoxon s wauw san He KowTponUpyeTes -
Her NepcoK BHYTPH nepuMeTpos.
X Mpoxons ooue He KoKTponMpyeTcs -
BiGepHTE MapLIDYT Wk Co3RalTE HoB
Yuer npucyrcrans
Katanor Geiinxeit yu&Ta: HasHaNaIOTCR GEIIXEM €presence:» Ha npOXORbIE OBbeKTs! ROCTYa W
LK, HaHRNGIOTCS NEPCOHE M OHKCHPYIOT HATEDSAN NDHCYTCTES
Hazsanme Taiimayr Onncanme
X Pabosan s0a He saxpuBaTs N0 TaMayTy =
X OtucHas s0na He 3aKpBaTS N0 TaRMEYTY -
BiGepuTe Geliax yuéra i CoanaiTe Hoawih
Wabnowsi nosenesua
3aroT08KiH nNapaMeTPoB NoBEAEHHS AR BHIGAKHOO THNA OBbeKTa AOCTYNA
Cobbrrun

Pabounii 5kpaH BKIIIOUAeT YETHIPE OCHOBHBIE 00JIACTH:

1. BepxHsisi CTpOKa — COJAEPXKHUT KHOIKH IIEpEeXoAa MexIy paboyrMMu oONacTsMH CHCTEMbl, MHAMKATOp HallU-
YHsI/OTCYTCTBUSI TPEBOXKHBIX COOOIICHUH, TEKYIIUE JIaTy ¥ BpeMs, UM OllepaTtopa M KHOIIKY BBIXO/Ia M3 CHCTEMBI.

2. JleBasi 30Ha — COIEPXKUT IAHENU CO CIMCKaMH, AEPEBbIMH OOBEKTOB M JICHTaMH cOObITHIl. B 3aBHCHMMOCTH OT BBI-
OpaHHO# pabodeil 00macTi MOXKET OTOOpaKaThCS OMHA MAHENh MM HECKOIBKO MaHeNeH, pacroiIoKeHHBIX OIHA IO

JIpyroi.

3. Hpanaﬂ 30HA — COJACPKUT KapTOUKY BLIGpaHHOﬁ CHCTEMHOM CyIIHOCTH, HAIIPpUMEDP JINHUHU, yCTpOﬁCTBa, o0BeKTa J0-
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CTyIIa, IIEPCOHBI MITH TIPOITyCKa.
4. IlaHeab MHCTPYMEHTOB — IIOSBIISICTCS OT NPABOTO Kpasi SKpaHa M COAEPIKUT CIPABOYHUKH, ITapaMeTPhl U JOMOJIHH-
TeJbHBIE OTIepalliy BEIOpaHHON paboueii obmacTu.

HpI/I BKJIIOYCHUU PEIKUMA MAaCCOBBIX onepaunﬁ - CIIpaBa MOABJIACTCA MaHCIb BI)I60pa n HaCTpOﬁKH L[eflCTBPI)I, IPUMCHAIONIC-
T'oCA KO BCEM BLI6paHHI:IM QJICMCHTaM CIIMCKa.

CocraB u comepKuMoe 00IacTei 3aBUCAT OT BEIOpaHHON paboueii 001acTH U TOIHOMOYHIA OTIepaTopa.

Uto0BI H3MEHHUTH MIUPHUHY JICBOH U MPaBOi 30H, EpETALTUTE BEPTUKAIBHBIN pa3enuTenas Mex 1y HUMHU. Eciu B 1eBoit 30He
OTKPBITHI JIBE [IAHEJIHU, U3MEHUTE UX BBICOTY C IIOMOILBIO TOPU3OHTAIBLHOIO PA3AEIUTELA.

Bribpannoe pacrionokenue obmactell coxpaHsercss B Opay3epe W BOCCTaHABIMBACTCS TIPH CIEAYIOMIEM OTKPBHITHH BeO-
nHTep(deiica onepatopom.

8.3. BepxHuss cTpoka u padoune o01acTH

B BepxHeii cTpoke pactosIokKeHbI ITh KHOIIOK pabodmnx oonacTeit:

PaGouas obmacTs Haznauenne ITanenu neBoM 30HBI
«IIpomycka» [epconsl, nreHTUHUKATOPHI, BBIIa4a «IIpomyckay, «CoOBITH,
TIPOITYCKOB «Mnentudukaropbn»
«OOBEKTHI TOCTyTIa» Bepn, mxadsl, MpaBmiIa U TEKYIIUI JOCTYII «O0BeKTH mocTynay, « Tekymwii ZocTym,
«CoObITHs»
«KypHansm Hcropuyeckuii ananmu3 coOBITHH, TPEBOTH, «Kypnans, «TpeBorn»
OTYETHI
«Hacrpoiixa / OOopynoBanue, ITyCKOHAJIA/IKA, CHCTEMHBIC «O6opynosanue», «CoobITns», «OTIIanKay
O6ciryxuBaHHe» orepanuu
«be3zonacHoCTHY Omnepatopsl, poJid, CECCUH, CEKPETHI, ayJUT «Omeparopbl», «CoObITHs», «Ceccum»
AT OPMBI

AxTtuBHas paboyast 001acTh moacBeueHa. CiaeBa OT Ha3BaHH paboYKMX 00JacTell PACIONIOKEH JIOTOTUIT CHCTEMBI — IIETIOK
0 HEMY OTKPBIBAET CTapPTOBYIO cTpaHuily «O0630p cucTeMb» (raBa 9); crpaBa — TEKYIIHE JAaTa U BPeMs, UMsI Orieparopa u
KHOTIKA BBIX0JIa M3 CHCTEMBI.

HNupukatop TpeBor. Eciu B cucTeMe ecTh aKTHBHBIE HETIPHHATHIC TPEBOTH, HAa KHOIIKE paboueii obmactu «KypHanbn oTo0-
pakaercs KENTHIN 3HAYOK KOJIOKOJIBYMKA CO CUETUYMKOM KoJIMyecTBa TpeBor. llosiBieHre HOBOW TPEeBOTU CONMPOBOXKIAETCS
3BYKOBBIM CHUTHaJIOM. HakMuTe 3HaYOK, 4TOOBI U3 JIFOOOT0 pa3zieiia CUCTEMbI OTKPBITh MaHelb « TpeBorm» paboueii odnacTu
«Kypuanbey. Eciu akTHBHBIX TPEBOT HET, 3HAYOK HE OTOOPaKaCTCsI.

8.4. JIeBas 30HA: maHean

VY ka0 pabouei 001acTH MOXKET OBITh HECKOJIBKO JIEBBIX MaHesel (cM. Tabiuiy Bolie). [IlepBast maHens — OCHOBHasi, OHa
OTKpHITa Beerna. JItoOyro APYryro maHesb MOKHO OTKPBITh NMOA Heil — MPUKPEIUTh BO BTOPYIO 30HY: CBEPHYTHIC MAHEIH
TOKa3aHbl KHOIIKAMH B HYDKHEW YacTH JICBOH 30HBI, IISIYOK MO HA3BAHHMIO WJIM IO KHOIKE IPHKPEIUICHUS Pa3BOpayHBacT
naHenb. OTKphITas HIKHSS NaHEeIb CBOPAYMBACTCS KHOIKOIM OTKpEIUICHHs B € 3arojOBKE HJIM ILEIYKOM II0 CBOOOIHOMY
MeCTy 3arojioBka. BeiOpannas komOnHanys maHenel 3allOMUHASTCS OTACTBHO [T KaxX 10 pabodeit obiacTu.

IManenu ycTpoeHs! eANHOOOPa3HO:

* CIHCOK MJIM [epeBO0 — CTPOKH C KJIIOUYEBBIMH KOJOHKAMH U I[BETOBOW MHIMKALMEW COCTOSHMHN (Hampumep, 3ei1éHoe
«AKTHBHO», KpacHOe «HeT CBsI3m»); METIOK MO CTPOKE BBIOWPAET CYIIHOCTh M OTKPHIBAET €€ KapTOUKy B IPABOH 30HE;
* KHOIIKM JeiiCTBHIf — B HIDKHEM JICBOM YIITy TIAHEJIH PACIIONIOKEH OTOK KHOMOK /TSI OTIEpalyii HaJl CIIUCKOM.

Co3nanme cynrHoCTel BBITIONHIETCS] KHOIKOM «+» B HIKHEM OJIOKEe MaHENU: OHa OTKPBIBAET JHAJOr CO3/IaHMsI — HalpH-
Mep, «/lo06aBuTh nmuHUIO», «/100aBUTH 00BEKT nOCTYyNaY, «J00aBUTH NEpcoHy», «J{00aBnTh mpomycky. [luanor 3anpammBaeT
MHHHMAaJIbHO HEOOXOANUMBIE MOJIS; OCTATEHOE HACTPAUBACTCS 3aTEM B KApTOUKe. PAIOM ¢ «+» pacnoyioKeHbI: BKIFOYECHHE pe-
JKIIMa MacCOBBIX OIepaluii, CenraibHbIe AeUCTBHs pabodel obmactu (Hampumep, «SSB MoMCK Ha TeKyIIel JTUHUI) I
«Hacrpoiika ceTeBbIX aanTepoB» B manean «O00pyIoBaHUEY ).
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BruiioueHue pexuMa MacCOBBIX OMEPANMIA BBITIONHACTCS KHOMKOH «V» B HIDKHEM OJIOKE MaHENN: OHA OTKPBIBACT CIIpaBa
MaHeIb BHIOOPA MACCOBBIX OIEPAITHiA.

GSeenapiec  Mponyera  (SECARESN)  Xypransi HacTpoiika | OBcnyxusakme  BesonacHocTs 25.09.26 - 22:06:46 | Anmumuctpatop  Beiiit

O6vekTbi gocTyna cnucox o6sexron aocryna

Maccosbie onepauui
B6pano o6vexTos AocTyna: 2

Tumsce  Cocrossme:sce  Pexwm:sce  Cemabiece  OrpaHmueHws: ece obvexron: 11

Hassanme Tun Coctomume  Pexum Cosss Orpanmsenms Tern Yerpoiicrso

ANB: Mopuerp | Yuer: Ogmenas 3owa
Dexypusii  Heaxrusio ace -

Bxomvasrpynna  Typruker
Mapupyr: Mpoxon s waw 3an ) | +1

KaGuwer 80 Dsepb (8xon/kHonka) © — LexypHbiii  Heaktuaro - - —

D s e omona) L e ) (S ,

e ATI: Mlepumerp | ( Mapwpyr: Mpoxon o wau san
Kt WinarGaym rpoeno  ReXypHbiA  Heakruio sce -
oen Mapupyr: Mpoxon s

o UWikag 8 paore ) | Wrawsii goctyn | Yuér: PaGowan oua
Mauw san Reeps (sxon/esixon) oeno | Hexypsiii  Heaxrusio ace -

Yeranosurs spews aocTyna

. op s 10, 1o
wa seps (8xoa/ebixon) Hactpoeno  Hexypwii | 7T Vair: Ogucnan sona sce s g

Texywuii goctyn npeyrera

Her nepcon BHyTpH nepumeTpos.

ecent TKM Y BbIGPaHHbIX OBBEKTOB AOCTY™

e BbiGpaKyL. |+ M

YoanuTs Merku
OM5KO MeTKH, HaienHie  BbIGpaHHbIX O6beKTOS.

Mpumennts

Asapuiinoe oTkpbiBanHe

oTkpisanie AGRG NIpk NOTEpe CBA3M ¢ CEPBEPOM: N0 KHONKE Wi N aBapHTHBIM

o ( Iy

Ynanenue cynmHocTeil BHIIONHICTCS HE U3 CITHCKA: OJMHOYHOE — W3 KapPTOUKH (CEKILIUS MITH KHOTIKA « YIaneHue» / « YIaauTh
...» B €€ HIKHEH J9acTn), TpyNIoBOE€ — B IIAHEIN MacCOBBIX ONEpaIii peXUMa BHIOOpa.

Omnacuele onecpanun BCECraa 3arpamnBaroT NOATBECPKACHNUE C IICPCUNCIICHUEM 3aTparuBacMbIX 3aImuCei.

8.5. IIpaBasi 30Ha: KAPpTOYKAa

Kaprouka noxassiBaeT BEIOpPaHHYIO CYIIHOCTh M COCTOMT U3 CEKIMI — TeMaTHYECKUX OJIOKOB C 3aroJIOBKaMU: HallpuMep, y
nporycka 31o « adopmarusy, «nentudukaiysy», «IIpomyck»; y ycTpoiicTBa — HacnopT, KOMIOHEHTbI, HACTpOWKU. CeKnu
CBOPauMBAIOTCS M Pa3BOPAUYMBAIOTCS ILEYKOM IO 3aroJIOBKY; CTpEJIKa Y 3arojloBKa MOKa3bIBaeT cocTosiHue cekiun. Habop
OTKPBITBIX CEKIUI 3alIOMUHAETCs Ha pabodyeM MecTe OTAEIBHO IS KayKI0T0 THITa KapTOYKH (IIEPCOHA, yCTPOWCTBO, COOBITHE
XKypHaJla ¥ T. JI.) U IPUMEHSIETCS KO BCEM 3aITCSIM 3TOTO TUIIA, IEPEXUBast Iepe3arpy3Ky crpanunbl. CocTaB CeKuuii 3aBUCHT
OT THIIA CYITHOCTH W OIMCaH B rmaBax 10-14.

Kaptouka pabotaet B Mozenu «0030p + peakTUPOBAHUE:

* B OOBIYHOM COCTOSTHHU CEKITHSI [IOKA3bIBACT TEKYIIIE 3HAYCHUS — KAPTOYKY MOXKHO CIIOKOIHO YUTATh, HUYETO HE MCHSIS;

* B OOJIBIIMHCTBE CIy4aeB, HOBOE 3HAYCHUE BBOAUTCS B OTAENIBHOE IMOJIE, YTOOBI OBLIO BHHO J0 U MOCIE; U3MEHEHHE
JIF000TO OIS IEPEBOINT CEKIUIO B M3MEHEHHOE COCTOSIHUE: MOSIBIISIIOTCS KHOIKH COXPAHEHHS ¥ OTMEHBI, BO3MOXEH
BBOJI HOBBIX 3HAYCHHI CPa3y I HECKOJIBKUX IOJICH; 10 COXPAaHCHHS U3MCHEHUS Ha CEPBEP HE 3alTUCHIBAIOTCS,

* y CIIPABOYHBIX CITUCKOB (II1a0JIOHBI, POJIH, MPABHJIA) PEIAKTOP OTKPHIBACTCS SBHOW KHOMKOM «PeqakTupoBarhy u pabo-
TaeT II0 TOH JKe CXEMe.

Pesynsrar coxpaHeHUs MOATBEPXKIACTCS COOOIICHHEM; H3MEHEHHE (PUKCUPYETCS B )KypHAJIE aylnuTa C MEPEeYHEeM HoJiei «Obl-
JI0/CTaIoN.

Kxomnk# ¢ >xentsiM (POHOM IOAPa3yMEBAIOT MOCHIIKY KOMaH] 000pyI0BaHHUIO.
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8.6. Ilanes1b HHCTPYMEHTOB

@Seenapcec  Mponyeka  OBvextbipoctyna  KypHansi Hacpoiika / O6cnyxvsanve JRISTIETT oS 25.09.26 - 22:06:38 | Aamumucrpatop  Beiiit

(LTI ARG CUCTeMHIE UHCTPYMeHTbI e—
cepucy, suaeo, HITPS, backup
Mwwsiace  Monemsisce  Cocrome:sce  Commwioce  O6bexr pocryna:ace
WaGnous Hacrpoex o6opyAcsaa
Tononorwa Copuinsii owep Anpec Mogens Coctomume consn OBvext nocryna BHyTpeHHMe HaCTRORKM yCTpORCTS AGRG R0 MoRensM yCTpoRcrs
T = 10 TCP->485 (DR134) Hacrpoeno Tlopr Hesocryner = — I apamerpy TTPOOHT
Ha: Mogenn  Bun Napawerpss 1P
verpoiicrao 12022-5 2 AGRG SH-0 Hacrpoeno opr Hegocryner - ARGR -
x ace a4 e sanan
ywonsarino
( vemoterso 120223 s AGRG ACM 2 Hactpoeno Topr eocryner Obwcnas soma
X SH-OUD (8) IO s 4 1 caor
verpoicrao 120224 . AGRG SH-0 Hacrpoeno ram— -
BuepuTe wation W cosaaiTe HoBsi
Wabnons npuessk
L1a6oH IPUBASKH S7EMEHTOS OGBEKTO AGCTYIa K KOMTOHEHTaM YCTPORCTS.
Hassanme Tn Crpox
x AcM [ —— s
a4 & 06 @ X ACM Daepb (sxon/ssixon) 5
X AxsACH Reep (exonfciona) s
Cobbitun X AXGHAXISACH e — s
- M Cepaeproin wxa (1 aseps) 4
O sucpare @ oo man Boxvoomsace | O Mycorananes L) e - oxasae: 101
X sHo Cepaepuih wxac (2 asep) s
Rara Bpewa  Bawwocrs  Cofhirue Peaynsrar  Yuacrimcn pr—
i Bu6ep on o onsih
26002026 220633 Bwmae  Craryc tpanicnopra OSDP oumbxa noaknouews: 192.168.124.171:4001  CGof 10 Cepauc srv_osdp
25002026 220626  Bmawie  Craryc Tpaicnopra OSDP owmbKa noaknovesns: 192.168.124.171:4001  CGof 10 Cepauc srv_osdp
26002026 220619 Baie  Craryc Tpancnopra OSDP owmGKa noaknovesns; 192.168.124.171:4001  CGofi 10 Cepanc srv_osdp 3 wiegand-nocsinkw s ykasasHoro
26002026 220612 Buwaie  Craryc Tpancnopra OSDP owmba noaknouess: 192.168.124.171:4001  CGoi 10 Cepanc srv_osd
26002026 220605  Buwmanie  Crarye Tpancnopra OSDP oumbXa noakniouess: 192.168.124.171:4001  CGoi 10 Cepauc srv_osdp .
D anpa, 6wt~
26002026 220558  Gwmae  Craryc Tpancnopra OSDP owmbxa noaknodews: 192.168.124.171:4001  CGoi 10 Cepauc srv_osdp
25002026 220551 Bwmaie  Craryc Tpaicnopra OSDP owmbXa noaknouews: 192.168.124.171:4001  CGofi 10 Cepauc srv_osdp
25.002026 220544  Bumawie  Craryc Tpancnopra OSDP owmGKa noaKknoveNns: 192.168.124.171:4001  CGofi 10 Cepnc srv_osdp
26002026 220537 Buwmawie  Craryc Tpancnopra OSDP owmbka noaknouess: 192.168.124.171:4001  CGoi 10 Cepanc srv_osd
Coxpaums Copocuts
26002026 220530  Buwmawie  Craryc Tpancnopra OSDP oumbKa noaknouess: 192.168.124.171:4001  CGoi 10 Cepauc srv_osdp
ommaxa 7 o

UToOBI OTKPHITH TAHETh HHCTPYMEHTOB, HAXKMHUTE KHOIIKY C IIECTEPEHKOHN Y PaBOTo HIDKHETO Kpas dkpaHa. [laHenms comep-
JKUT CTIPABOYHUKH M HACTPOUKH BBHIOpaHHOU paboueii odmactn. CocTaB mojiel TaHHBIX MMaHeleil HHCTPYMEHTOB 3aBHCHT OT
TIOJTHOMOUYHH omeparopa.

CocraB maHemnu:

* «O030p cucreMb» — «SI3bIK», «Odopmienuey, «llomnepxka», «Boccranosnenue nocrynay, «Iloporn BHUMaHUSD)
(pazmen 9.6);

+ «IIpomycka» — «11ab10HBI fOCTYNOBY, «111a0MOHBI MACHTHPHUKATOPOBY, «JlOTOTHUTENBHBIE IO TIEPCOHAIAY, KAB-
TOOUNCTKAY;

* «OobexTh ocTyna» — «IIpaBuna nocrynay, «l1ladnoHs! noBeneHus», «1labnon Bpemenu pocrymnay», «IIpousson-
CTBEHHBIN KaJleHAapb»;

* «Kypnanb» — «IloctpoeHue oT4ETOBY», « ApXHBALUS»;

+ «Hacrpoiika / O6cay:KuBaHU€e» — CHCTEMHBIE HHCTPYMEHTHI: IIa0JIOHBI HACTPOEK U MPUBSA3KH 000pyHOBaHHS, « MUK-
porporpaMMbI YCTPOHCTBY, «bakar / BocctanoBienue», «loctyn mo HTTPSy, «Ympasienue cepBrucammy;

* «be3omacHocTb» — «Ponuy», «Cekperb», «HacTpoiiku 6e3omacHoCTHY.

Jnst n3MeHeHns MapaMeTpoB B OTKPBITOM MaHENN HMCIOJIB3yeTcsl 00mIas MoJeb paboThl CO CIIPaBOYHUKAMU: BHIOEpHTE 3a-
IIHCh, BHECUTE N3MEHEHHS U HAXKMUTE KHONKY «COXpaHHTB». UTOOB! OTMEHUTH HECOXPaHEHHbBIC N3MEHEHHSI, HA)KMHTE KHOII-
Ky «COpocuTb».

YUT0OBI 3aKPHITH MAHENb HHCTPYMEHTOB:

* HaXXMUTE KHONKY «CBEPHYTB» Ha NaHeJH;
* TIOBTOPHO Ha)KMHTE KHOIIKY C IIECTEPEHKOHN Y ITPaBOTO HIKHETO Kpast SKpaHa;
* HaXMHUTE JTI00YI0 aHeNb B JIEBOH 30HE.

[Ipu nepexone k 1000 Apyroi pabodeit 06IacTH MaHEIb CBOPAYNBACTCS aBTOMAaTHIECKH.

8.7. I1anear «CoObITUA»

ITanens «CoObITHSY 0TOOpakaeT Kak HOBBIE, TaK U paHee 3apeTHCTPUPOBAHHBIE COOBITHS, OTHOCSIINECS K BEIOpaHHOH pabo-
yeit obnactu. HoBele 3ammcu 100aBIAIOTCS aBTOMaTH4eCKH, 63 0OHOBJICHHUS CTPAHHUIIBL.

CocraB coOBITHI 3aBUCHUT OT BEIOpaHHOW paboyeli obnacTu:
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* «O0beKTHI J0CTYNA» — COOBITHS JOCTYNA U U3MEHEHUS OOBEKTOB,;

+ «IIpomycka» — COOBITHS JOCTYTIA IIEPCOH, a TAKXKE U3MEHEHUS [IEPCOH, NICHTU(PHUKATOPOB U IPOITYCKOB;

* «Hactpoiika / O0ciaykuBaHNe» — W3MEHEHUS COCTOSIHHUSA 000PYIOBAaHIS U IEHCTBUS ONEPaTOPOB ¢ 000PYIOBAaHHEM;
+ «be3omacHOCTB» — COOBITHS ayIUTa IIATHOPMBI.

st paGoTBHI ¢ JICHTOH COOBITHIA:

* HCIIONB3yHTE (DMIIBTPHI IO TIEPHOLY, BXKHOCTH, TUITY COOBITHS M TEKCTY;

* BKJIIOUUTE MepeKiouarens «BoiOpanHble», 9T00B 0TOOPa3UTh COOBITHS CYIIHOCTH, BEIOPaHHON B OCHOBHOW IMaHENN
HarpuMep, UCTOPHSI KOHKPETHOTO 0OBEKTa I0CTYIIa WIIM KOHKPETHOTO TPOITYCKa;

* HaXMHUTE COOBITHE, YTOOBI OTKPHITH €r0 KapTOYKY C JaTOM M BpEMEHEM, HHUIIMATOPOM, PE3yJIbTaTOM, IPUUUHON U 13-
MCHEHHMSMH 3HAYCHUH «OBLIO/CTaON;

* HAXMHUTE 3HAUOK YUIACTHHUKA, YTOOBI OTQHUIBTPOBATE COOBITHS MO CBSI3aHHOMY OOBEKTY IOCTYIIa, YCTPOHCTBY, TPOITYCKY,
MIEPCOHE WIIH UACHTU(HUKATOPY;

* HaOXMHUTE CTPEJIKY Ha 3HAUKe yYacTHHUKA, YTOOBI OTKPHITH €ro KapTouky. [Ipu mepexone B apyryio pabouyio obmacts B
3aroJIOBKe MaHeJ ! MOSABISEeTCs KHOIMKA BO3BpaTa K MpeablIylieMy NPeACTaBIeHHUIO;

* HaxmuTe «OTKpBITH B JKypHajax», 4ToObI epeiiTn K BEIOpaHHOMY COOBITHIO padoueit obnmacty « KypHaibi».

AKTUBHBIE QPHIBTPHI 0TOOpaXKaroTCsA Hax JIeHTOH. UTOOB! yaanmuTh (GriIbTp 1O yYaCTHUKY, HAKMHTE €T0 0003HAYCHHE.

B 3amucu coOwITHs COXpPAaHAIOTCA MOAINMUCH YYaCTHHUKOB, )ICI\/’ICTBOBaBHII/Ie Ha MOMCHT PCTUCTpPALIH. HOBTOMy COOBITHE OCTa-
ETCS MOHATHBIM JaXke ocCJjIC ylaJICHUs CBSI3aHHOM CYIIHOCTH.

B nanenmu «CoObiTs» padboueii oonactu «Hacrpoiika / OGcmykruBaHne» TOMOIHUTENBHO ocTyneH pexkuM «Ilyckonanaaka
(LIVE)». B 3TOoM pexmnmMe 0ToOpakaroTcss HU3KOYPOBHEBEIC CHTHATIBI 000PYIOBaHNUS, KOTOPEIE HE COXPAHSIOTCS B )KypHAJIE.
ITonpo6uee — B pazgene 10.6.

8.8. HpOBepKa BBINMOJTHCHUA KOMAH/{ — NMPUHIUII KKOMAaH/{a IPUHATA — HE 3HAYUT BBIINIOJIHCHA»

HexoTopsie oneparuy BEITONHSAIOTCS aCHHXPOHHO. [locie HaxaTHs KHOIIKK CHCTeMa CHadaia MPHHUMAET KOMaHITy, a 3aTeM
niepenaéT e€ COOTBETCTBYIOIIEMY CEPBHUCY WM 00OpymoBaHMiO. [1oaTOMy coobmieHre 00 ycrenHoM mpuéMe KOMaHIbI He
HOATBEPKAAET 3aBEPIIECHUE ONEPALNH.

K ACMHXPOHHBIM OIICpaAlAM OTHOCATCSA, HAIIPUMEP:

* OTKPBITHE IBEPH;
* mepe3anycK CEpBHUCA;

* IIOMCK YCTPOWCTB;

* 00HOBJIEHHE MUKPOIIPOTPaMMBbI yCTPOICTBA.

HpOBepﬂﬁTe BBIITOJIHCHUC KOMaH/Ibl IO OAHOMY HJIA HECKOJIbKHUM NPU3HAKAM!

* U3MeHeHHe COCTOSTHMS — B KapPTOUKE U CIIICKE OTOOPaXAETCs HOBOE COCTOSTHUE 0OBEKTa, HAIIPUMED JIMHUS IEPEXOAUT
B COCTOSIHUE « AKTUBHO»;

* coObITHE 0 pe3yJbTare — B 1aHe i « COOBITHS OSBISIETCS 3aITUCh 00 YCIIECIIHOM BBIITOJTHEHHH KOMaH/ bl WU OIIUOKE;

* WHAMKATOP BHIMOJHEHHS] — JUIS JUINTEIBHON ONepaiy 0To0paxkatoTcs e€ TeKyIIUii CTaTyc UCIIONHEHUS U NTOTOBBIN
pe3yabIar.

He pexomeHIyeTCs caUTaTh OMEPAINIo 3aBEPIIEHHOI TOJTHKO Ha OCHOBAaHUH COOOIMICHHUS 00 YCIIEITHOM MTPpUEME KOMaH/IBL.

Ecnu nocne coobmenns 06 ycremHaoM npuéMe CUCTEMON KOMaHAbl COCTOSIHUE ONepalli He U3MEHWIOCh U COOBITHE O pe-
3yJbTaTe YCIEUIHOTO/HEYCIEIHOTO 3aBEPIICHHS ONlepaluy He OsBUIIOCH, IPOBEPHTE CBSA3b CEpBEpa C JIMHHUEH U OKOHEYHBIM
ycrpoiictBoM. He ornipaBnsiite koMaH1y HOBTOPHO 0 3aBEpIICHHs IPOBEPKH cTaTyca onepanuu. [lonpobHee o ntuarHocTuke
obopynoBanus — B iase 10.

8.9. O0mue npaBuJia noBeaeHus: uHTepeiica

+ ’KuBoe ooHOBIeHHE. CIIVICKH, COCTOSIHUS ¥ JICHTHI OOHOBIISIOTCSI aBTOMATHIECKH. JTO KacaeTcss M COOCTBEHHBIX JICH-
CTBHH OlepaTropa: pe3yJabTaT COXpaHEHHsI cpa3y OTpakaeTcsl BO BCEX ITAHEINSIX, Il yJacTByeT U3MEHEHHAs 3aIiCh, —
HampuMep, BblIada WACHTH(PHUKATOPa B KAPTOUKE MEPCOHBI HEMEUIEHHO BUIHA U B MaHenH «/aeHTH(uKaTops», B
CIHCKe MpoIryckoB. Ecim cBsi3b Opay3epa ¢ cepBepoM MpepBaHa, aKTyaJbHOCTh JAHHBIX HE TAPaHTUPYETCS; TEKYIIHe
JlaTa ¥ BpeMsl cepBepa B BepXHEH CTpOKe CITyKaT MHIUKaTOPOM KUBOTO COSTUHEHUS.
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* Hecoxpanénnpie n3menenus. [1pu momneITke yiHTH OT HECOXpAaHEHHBIX H3MEHEHUH (BBHIOPATh APYTYIO 3AIHCH, 3aKPBITh
penaktop) uHTEpQEiic 3ampanmBaeT NOATBEPKACHNE cOpoca.

* IlonTBep:xkneHus: B npaBoii 30He. [loaTBepkIeHN 1EHCTBUM MOABISAIOTCS OBEPX MIPABOM 30HBI C KHOITKAMH OTMEHBI
" MPOAOJIKECHUS; OITACHBIC )IEfICTBHﬂ BBIJICJICHBI IIBETOM.

+ IIpaBa oneparopa. KHOnkM 1 ceKIuM, HEOCTYITHBIE IO POJIM, CKPBIBAIOTCS MM OJIOKHPYIOTCS ¢ nosicHeHueM. [1omHo-
MOUUSI OTIMCaHBbI B IM1aBe 14.

* Exaunblii cioBapsb. Bee Haanmcn uaTepdeiica HCIONB3YIOT TEPMUHBI TIIABHI 3; COCTOSIHUAS U IIPUYNHBI PEIIeHUI 0T00-
paXaroTCsl eAMHBIMU (OPMYIMPOBKAMH M B TIAHEISX, U B XKypHaJe.

8.10. ITore3HbIe pekoOMeHIaIUM 10 padoTe ¢ HHTep(eiicom

CaBsi3aHHbBIE CYIIIHOCTH MOKHO OTKPbIBATH HENMOCPEICTBEHHO U3 CIIMCKOB, KAPTOYEK M COOLITHIA, B TOM YHCJIE C Nepe-
XO0/I0M B JIPYTyI0 padouyio 00,1acTh.

OCHOBHBIE CTIIOCOOBI nepexoaa:

* CTpelKa Ha 3Ha4YKe YIacTHHKa B aHen « CoOBITHS Min padoueii oomactu «KypHaisD» OTKPBIBACT CBI3aHHYIO IIEPCOHY,
MIPOIYCK, HACHTU(HUKATOP, 0OBEKT JOCTYIA, YCTPOICTBO, TMHUIO HIIN CEPBEP;

* 3HAYCHHE B KOJIOHKE « YCTPOHCTBOY» CITMCKA OOBEKTOB JJOCTYTA OTKPHIBAET YCTPOUCTBO B paboueii oomactu «Hactpoiika
/ O6CIyKUBaHUEY,

* 3HavyeHHe B KOJOHKe «OOBEKT NOCTyIa» JiepeBa 000pYIOBaHUS OTKPHIBaeT 0OBEKT B pabouei obnactn «OOBEKTHI 1O-
CTymay;

+ kHOMKA «OTKPHITH B JKypHajax» OTKpEIBacT BEIOpaHHOE COOBITHE B paboueii oomact « KypHambD».

IMocie nepexona cieBa B 3aroJIoBKe OCHOBHOM ITAaHENHU MOSBIIETCS KHOIIKA BO3BPATa C MOJACKa3kol « BepHYThCA B ... € Ipewk-
HUM BbIOopom». OHa BO3BpallaeT K UCXOJHOH paboyel 001acTH 1 BOCCTaHABIIMBALT:

* BBIOpPaHHYIO 3aITUCh;

* OTKPBITYIO KapTOUKY;

* COCTaB OTKPBITBIX ITAHEIEH;

* BBIOpaHHOE COOBITHE B JKypHAJIe WJIH JICHTE COOBITHIA.

Cucrema 3aIIOMHAHAET TOILKO HOCJ'[eL[HI/Iﬁ Mepexona. Kuomka BO3Bpara UCYE3a€T MOCJIC pPYyYHOT'O NEPEKIIIOYCHHUA pa60qe171 obina-
CTH B BerHeﬁ CTPOKE HUJIN NIE€peXoda 10 UHAUKATOPY TPEBOT.

BrinoJsiHeHue onepaluii U3 pa3HbIX pa3aeioB

Hexoropsle onepannu T0CTYIHBI N3 HECKOIBKUX pa3aenoB nHTepdeiica. Beibepure criocod, cooTBETCTBYIOMN TEKyIIEH 3a-
Jade:

* TpUBS3aTH 000PYAOBaHHE K 0OBEKTY J0CTYIIa MOYKHO U3 KAPTOUKH 00BEKTA, N3 KAPTOUKH YCTPOWUCTBA MIIH C TOMOIIBIO
IpyINIOBOH onepanuu;

* 100aBUTH HACHTH(UKATOP MOXKHO M3 NaHe U «neHTH(UKaTopb» WM 13 KAPTOUKHU NIEPCOHBI;

* BBLAATH NPOITYCK MOXKHO 13 naHenu «lIpomyckay, o 3asBKe WM Ha OCHOBE MIa0JI0HA IOCTYIIA.

HezaBrcumo ot BEIOpaHHOTO crIoco0a pe3yasTaT Ollepaliii OAMHAKOBO COXPAHACTCS B CHCTEME M PETHCTPUPYETCS B XKypHAJe
ayaura.

I'maBa 9. O630p cucrembl

«O0630p cUCTEMBI» — CTapTOBast CTpaHHIa BeO-uHTepdelica: CBOJKA COCTOSHUS BCEH CHUCTEMBI Ha OHOM 3KpaHe. CTpaHHuIa
OTBEYAET Ha J[Ba BOIPOCa — «BCE JIM B MOPSAKE» U «YTO TpeOyeT BHUMAHHS MPSIMO celdacy — U Aa&T Mepexoibl K MecTy
npoOnembl. Paboune o6acTy, K KOTOPBIM BEYT 3TH IEPEXObI, ONMcaHbl B aBax 10-14.

9.1. Kak OTKpBITh CTPAHULLY

* [lleauKoM I10 JIOTOTHITY CUCTEMBI B JIEBOM BEPXHEM yIiTy 9KpaHa. [IoBTOpHBII 1IeI40K Bo3BpallaeT B pabouyro 00JacTh,
13 KOTOpPOH cTpaHuna OblIa oTKpbITa. Ha y3koM skpaHe, rae BepXHss cTpoKa CBEpHyTa B MeHI0, «O030p cHCTEMBD) —
HEPBBINA MYHKT 3TOTO MEHIO.
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M CTpaHI/I].[a OTKPBIBACTCA CaMa IOCJIC BXOAa B CUCTEMY, 4 TAKKC IIPU CAMOM IICPBOM 3aIlyCKE I/IHTGp(I)CfIC& Ha pa60qu

MCCTE.

* Ilpu nepesarpyske CTpaHuIlbl Opay3epa BOCCTaHABINBACTCS MOCIEIHAS OTKpBITas pabouast 00IacTb: €ciy Hmepes nepe-
3arpy3Kkoit ObuT OTKPBIT «O030p CHCTEMBD», BEPHETCSI OH.

Crpanuia JOCTyITHA BCEM POJISIM; COCTAB KapTOUYEK HE 3aBHCHT OT IpaB oreparopa. OTaenbHble CEKIINH NaHeId HHCTPYMEHTOB
(pa3mesn 9.6) MOKA3BIBAIOTCS IO MIPABAM.

9.2. KapTo4KH COCTOSTHUS

[OFTUY) nponyea  Osvexinoctyna Xyprans

0630p CUCTEMBI OSiosnero 16:24:45

Mpoaykt

Bepowa 1.6.13-1-dirty

Céopka
LvctpubyTvs OpwrunansHii naxer Seenaptec
Mpodmns Gpenna — Seenaptec

Hassanne
norotun
Userosas cxema

Caifr [ noanepxxa

PaspaGorumk 1

000 «C
npasoo6nanatens

MnenTuuxatop cepsepa 11913
Nuuensus ueTexaer 2026-09-30 (26 i)

2026 000 «Cunantexs. Bee npasa sauu

e Nnat¢opma
Cepaucs: 6/6

HacTpoiika | O6cnyxwsarve  BesonacHocTs

a O6opynosaHue

ebyior arMMaHs

Orxnosero
Twus 10, anpec 11
s 10, anpec 9

Kauectao casau Xyxe acex: Nnna 10 (e cansu)

Tt 10 (Her canan)

B O6bexTbi gocTyna
2 0p0naii 8 HeracTpoeHo

Yxonbi 8 00naiiH ©

Maxe. 0dnaii 20 16 4 45 1o
PeGyioT HuMaNMA
Opnaiin 2

Maw 3an

Ukao
Hewactpoeno

Ogwcan 3043

03.09.26 - 16:25:45 | AmwHCTPaTOp BTy
(2 nywra smumanus ) Mponycxa
: wcex cpok
Nokasarenn
2 0 0
omanioseno Acrwasse He wacrynun Vierex cpox ipnocranosneno
0 0
e erops Mo
a -
Vere € -
Uerexaioux nponyckos i
Orepyimy Verex cpox
Onepyme Bacunwes Orcpums
Kysoskosa Onpums
Her ceaan OTKPHTH Merposa Onpame
8ce6 >
(2 nywera swumanns
Mepcoksl [ KapTei [
2 pocrynom
0
0
Bnwssie ceccun
a -
2 Omcpums
2 Oy
Oncpums oY

DKpaH 3aHUMAIOT IIECTh KAPTOUCK — IO OJJHOM Ha KaXKIYIO 00JIACTh CHCTEMBI:

Kaprouka Y10 ouieHUBaET

MpoaykT Bepcus u coopka 10, uneHTHdUKATOpP CEpBEpPA, CPOK
JIUIEH3UU

Inardopma CEPBUCHI CepBepa, AUCK 0a3bl JaHHBIX, aMATh U IPOLIECCOP
XOCTa, pe3epBHOE KOMMMPOBAHKE U apXUBAIIHS )KypHAIa

OobopynoBanue CBA3b C YCTPOMCTBAMU U KAU€CTBO JIMHUI

O0beKTHI J0CTYNA

IIponycka
Ilepconbl/kapThI

CBSI3b C 00BEKTAMHU JIOCTYIIA, HELITATHBIE COCTOSHHUS
(pa36oKkupOBaHHBIE U JUIMHHBIE CECCUH)

aKTUBHBIC U POOJIEMHBIEC MPOIMYCKa, HCTEKAIIIUE CPOKU
MIEPCOHBI U UICHTH(OUKATOPBL: OIOKUPOBKH, IIPOCPOICHHBIC
KapThl, OTKa3bl B JJOCTYIIE

KapTO‘IKI/I PaCKIaAbIBAOTCA B OAHY—TPHU KOJIOHKH B 3aBUCUMOCTH OT IIMPHUHBI OKHA.

CraTyc KapTO4KH [10Ka3aH [[BETOM 3Ha4YKa U OelKa y Ha3BaHHsL:

* 3eJIEHBII — «B HOpMEY;

* JKEITHII — NpenynpexaeHe: cucTeMa paboTaeT, HO €CTh Ha YTO TOCMOTPETB;
* KpacHBbII — TpeOyeTcs BMEIIaTeNbCTBO;
* cepblif — «HET TaHHBIX»: TIOKA3aTENb TOCUNTATH HENb3s (HalpHMep, He HACTPOESHO HU OTHOI IMHNH); Ha 00Imuii ctaryc

HC BJIUACT.
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Craryc KapTOUKH — XYIIINH U3 CTaTyCcOB e€ moka3areneii. PsmoM ¢ Ha3BaHneM — Oeimk « N MyHKTOB BHUMAHIS 00 «Bcé
B HOpME».

CpopauuBanue. Kaprouku ¢ nmpo0neMamu pacKpbIThI Cpasy, 310poBbic CBEPHYTHI. [1leauoK Mo 3arojioBKy pacKphIBacT WA
CBOpAYMBACT KAPTOUKY; CACIAHHBINA BEIOODP COXPAHICTCS, TOKA OTKPHITA CTPaHMIIA (ABTOMAaTHYECKOe OOHOBJICHUE €ro He cOpa-
ceiBaet). [locite mepe3arpy3ku CTpaHHIIBI KAPTOYKH CHOBA PACKPBIBAOTCS TI0 COCTOSHHIO.

9.3. [Toka3zaTe/u U JONMOJHUTEAbHbIE CEKIIUN

BHyTpH packpbIToi KapTouku — cekius «[lokasaTeni»: CTpOKN «Ha3BaHUE — 3HAYCHHE», 3HAYCHHE OKPAILCHO B IIBET CTa-
Tyca. [Ipn Haymamu mpobieM Hike mosBisieTcst cekuus « TpeOyror BHUMaHI» (pasnern 9.4).

«IIpoxykT» — Bepcus U TUCTPHOYTHB, HA3BAHUE U IIBETOBas cXeMa OpeH 1a, pa3paboTumK U nmpaBoobIiaaaTesis, COopka (1ara,
KoMMHUT, Bepcust Go), naentudukarop cepsepa. [lokazarens «JIMIeH3Ms» CIEANT 32 CPOKOM ACHCTBUS: KENTHIH, KOT/Ia 10 KOH-
11a cpoka MeHsbIue 30 gHel, KpacHbI — MeHbIle 7 JHel (MOpOord HacTpauBaroTcs, paszaen 9.6). JKu3HeHHBIH IHKIT JTNIEH3UT
—maBa 17.

«Ilnardopma» — «CepBUCHD (CKOIBKO CEPBHCOB CHCTEMBI paboTaet u3 obmiero uncia), «Auck B/I», «ITamare», «CPUy,
«bakamy (maBHOCTH MOCIEIHEH pe3epBHOM KOMNM), «ApXUBaIMD» KypHana. JlonomHuTenbHas cekiust « OCTaHOBKH M 3aITyc-
Ki» — rpaduk paboThl CEPBUCOB 3a mocieaHne 24 yaca wiu 7 aHei.

«O6opynoBanmne» — cBojKa 1o ycrpoicTBaM: «Onnaitey, «Oddnaita», «3ameHa», «OTriroueHOY. [Tokazatens «KadecTBo
CBSI3M» MEPEUHCIACT 0 TPEX CaMBIX MPOOIEMHBIX JIMHUH C TOYEIHBIM COCTOSTHHEM:

CocrosiHue TUHUU Cratyc Yro o3Hauaer

«OTKIIFOUCHA SKEITHIN JMHAS OTKJIFOYCHA aIMUHUCTPATHBHO

«TIOPT HEAOCTYIICH» KpacCHBIH W3aTelNb JINHIH padoTaeT, HO
TPaHCIIOPT HE MOIHSIICS

«HET CBS3U» KpacHbIN MOPT JKUB, 0OMEHA C YCTPOUCTBAMU HET

«BO3MOXXHO OOPBIBY JKENTHIN orpoc UAET, HO MIMHA MOJYUT MUHYTY
U JIOJIBIIIC — BEPOSITCH OOPHIB (pasiern
10.1)

«omn0ok N %» JKENTHIN / KpaCHBIN JIOJIS OIIMOOYHEIX OTBETOB HA JIMHUH:

KENTHIN 0T 5 %, kpacHsIid oT 20 %

HononautensHast cekuus «[loteps cBsi3m» — mo4acoBoii rpaduk yxXomoB yCTPOUCTB B odduaiin 3a 24 yaca wiu 7 THEH.

«O0BeKTHI 10CTYNa» — CBOAKA 110 o0bekTaM: «Onnaiin», «Oddnaiiny, «Henacrpoenoy», «HeakTnuBHO»; HeMITaTHBIE COCTO-
sHUS: «Pa36nokupoBaHo», «3abnokupoBaHo», «B moctyme», «lnuHHBIE ceccum» (0OBEKT yNepKUBAIOT OTKPHITHIM JIONIbIIIE
mopora — 1o ymorgaauio 60 munyT). CBost cekunst «Iloteps cBsi3m» — B pa3pese 0O0bEKTOB AOCTYIIA.

«IIpomycka» — «AxtuBHBIeY», «He HacTymmmy, «ctek cpok», «IIpnocranosneno», «Mcrekaer ceromusa», «Mcrekaer < N
JH» (IOpOT HACTpauBaeTCs, Mo yMomdanuto 7 auei). JlomonHuTenbHas cekius «lcTekaromuye mpormyckay — Onrmkaiime
[ATh IPOMYCKOB C JaTaMH OKOHYaHUs B OkHe 30 uinu 7 AHei.

«IlepcoHbl/KapThD» — MEPCOHBI: BCETO, C JOCTYIIOM, 3a0JIOKMPOBAHO, «HA TEPPUTOPUN»; KapThI: BCEro, CBOOOHO, MPOCPO-
YCHO, 336HOKI/IpOBaHO nu HOTepﬂHO. HOHOHHHTGJ’IBH&H CCKIUA ((OTKaBI:.I B }IOCTyl'[e)) — HCHU3BCCTHBLIC KapTI)I n HepCOHBI C Hau-
OOJIBILIMM YHCJIOM OTKa30B 3a 24 yaca uinu 7 JHel.

Z[OHOJ'IHI/ITCJ'ILHBIG CCKIIMH C Fpa(l)I/IKaMI/I 3arpyKaroTcs IpU paCKpbITUU KAPTOYKU U IIPpU CMCHE IICPpUOJa,; B O6HI€€ aBTOMAaTHu-
YyecKoe 0OHOBJICHUE CTpaHUIIbl OHU HC BXOIAT.

9.4. Cnincok «TpeOyroT BHUMAHHS»

Cexys MosIBIISICTCS B KAPTOUKE, KOTAA y He€ €CTh IPOOIEMHBIE TOKa3aTe !, i1 KaXKJ0T0 TaKOTO ITOKa3aTels ePEIHCIAIOTCS
TIepBBIe TPH OOBEKTA C TOYETHBIM COCTOSIHHEM — HarpuMmep, «JIuans 5 (Bo3MokHO 00phIB)». Eciii 00bekTOB OombIne TpéEx,
CIIHCOK 3aBepIIacT cchlika «Bece N —».

* «OTKpBITH» y 00BEKTAa — MEpexo]] K HEeMy B COOTBETCTBYIOLIel paboueii obiacTu: K cTpoke JIMHUU B «Hactpoiike /
OO6ciy>XKHuBaHUNY, K KAPTOUKE 00BEKTa JOCTYMA, IPOITYyCKa MIIN TIEPCOHBI.
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* «Bce N —» — miepexop K MOJTHOMY CIHCKY IPOOJIEMHBIX 00BEKTOB B paboueii oomacT.

ITpu mepexome 3 0630pa padouast 00IaCTh 3aNIOMHUHAET TOYKY BO3BpaTa: KHOIKA BO3Bpara B €€ MaHeNId PUBOIUT OOpaTHO HA
«O0630p CUCTEMBD».

Ecimm Hp06J'I€M HCT, BMCCTO CIIMCKa ITIOKa3bIBaCTCs «Bcé B HOPME».

9.5. ABTOMaTH4YECKOEe 00HOBJIEHHE

* JlaHHBIC CTPAHUIIEI OOHOBIISIOTCS aBTOMATUYECKH KaXKable 60 CeKyH]; MOMCHT ITOCIICIHET0 OOHOBIICHHS ITOKA3aH B IIIAl-
Ke cTpaHuIlbl («OOHOBIICHO ...»).

* ABTOMAaTHYECKHE 3aMPOCHI CITy)KeOHbIEe: OHH MTPOBEPSIOT CECCHIO, HO He mpouieBatoT e€. [1o ucTedeHnn OKHA HEaKTHB-
HOCTH (pa3nen 14.6) motpeOyeTcs MOBTOPHEIA BXOM, JayKe €CIIM CTPaHHUIIa BCE 3TO BpeMsl OOHOBIISLIACK.

 JlomonuuTenbHO pa3 B 30 cexyH 1 Opay3ep OTIpaBiseT ciyKeOHbIH 3anpoc /health, 4ToObI coeTuHEHHE Yepe3 TPOKCH-
cepBep IIaTGopMbI He TPOCTauBAJIO; Ha pabOTy ONepaTopa M CECCUIO ITO HE BIIMSET.

+ Ecmu manHBIC 3arpy3uTh HE yAaI0Ch, CTPAHHUIIA ITOKA3BIBACT COOOIICHUE 00 OmMOKe 1 KHOMKY «[I0BTOPHTEY.

9.6. [lane1b HHCTPYMEHTOB

[laHems MHCTPYMEHTOB OTKPBIBACTCS KHOIKOM C IIECTEPEHKON y MPaBOTO HIDKHETO Kpas dKpaHa (0OImuil mpuémM OIUcaH B
paszene 8.6). CocraB CEKITHIA:

«S13p1K» — BBIOOD s13BIKA HHTEpdeiica. Celfyac TOCTYIIEH TONBKO PyCCKUHN; aHTIIMHCKIA — B TUTaHAX JIOKAJM3AINHI, IEPEKITIO-
YaTelb [0KA HE aKTHUBEH.

«Odopmienue» — tema unrepdeiica («Cremnas» / «TémHas») U Gon crpanuisl st TéMHOU Temsbl («I'padur», «nan-
ro», «buproza», «be3 ¢ona»). Hactpoiika XxpaHuTCs B HacTpoiKax cepBepa M NMPHUMEHSETCs JJIsl BceX pojel M Bcero BeO-
nHTepdeiica, BKIIIOUast 5KpaH BXoza. Mi3aMeHeHHs BCTyNaloT B cuity nocie Haxkatust « CoxpaHuTey; «COpOCHTH» BO3BpamaeT
TeMy U (OH 110 YMOITYaHHUIO.

«IMonaepxkar — MASHTUDUKATOPHI UHCTAIUISAIUY JJI OOpaleHust B moaAepxKy: Server ID, ko nHCTAIAIUY (OTIEUATOK) U
cepuitnbiii Homep. Kuomka «CkonupoBaTh BCE» KOMUPYET BCE TPU 3HAYCHHS OTHUM OJIOKOM — €T0 YI0OHO BCTABUTH B TUCHMO
WK 3as1BKY; 0710k «COCTaB OTIIEYaTKay MOKA3bIBACT YCTPOUCTBA sIPa, IO KOTOPBIM MOCTPOEH KoA. Kak yCTpOeH OTIedarox,
KOIZIa OH MOSIBJISIETCS M KOTAa MeHsieTcsi, — paszgen 17.7.

«BoccTraHoBIeHHe JOCTYIIa» — HACTPOIKa BX0/[a 110 OJIHOPAa30BOMY KOy TIOCTABIIIMKA, €CIIH Mapoiib aIMHUHUCTpaTOpa yTpa-
yeH. Cekuus JOCTyIIHA OIeparopaM ¢ MPaBaMHU HA YTCHUE WIH YIPAaBJICHUE ONeparopaMu;, M3MEHCHHE HACTPOEK Tpedyer
mosHoro mpaea. [lonpoono — pasnen 17.8.

«HOPOFI/I BHHMAaHHU» — IIOPOTH, IO KOTOPBIM ITOKa3aTecJIn 0630pa CTAHOBSTCS KEITHIMU (B IIOAIIUCAX mojiei — ((HHTapB)))
1 KpaCHBIMU:

ITone ITo ymonuanuo

«JIumeH3us ucrekaet, SHTape» / «..., KpacHbl» 30/ 7 OH.

«IIpomycka ucrekaroT» 7 nH.
«Jlonrast ceccust pa30oIOKUPOBKI» 60 MuH
«duck B]I, sHtapp» / «..., KpacHbIi» 80/90 %
«ITamsTB, SHTAPB» 85 %
«CPU, sHTapBH» 90 %

[Toporu cucreMHbIe: XpaHATCS B HACTPOHKaxX cepBepa M ACHCTBYIOT Ul Bcex poineil. [locne coxpaHeHus mokasaTeiny mepe-
CUHMTBIBAIOTCS Cpasy, epe3arpy3Ka CTpaHuIbl He HykHa. [Toporu kadectBa cBsi3u nuHUH (5 % 1 20 % ommO0K) B aHEeNb He
BBIHECCHBI U HE HACTPANBAIOTCSL.

I'masa 10. Hacrpoiika / O0cay:xuBanue

Pabouas obnacte «Hacrpoiika / OOciryxuBanne» — pabodee MECTO HHXKEHepa: IMOIKII0YCHNE U 00CTyKHBaHUE 000pyIOBa-
HUS, IIyCKOHAJIA/IKa, TUATHOCTHKA M CHCTEMHBIe oneparui. JIeBbie maHemn obmactu — «Ob6opynoBanuey, « CoOBITHs», «OT-
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Ja/Ika»; Ha TMaHeld HHCTPYMEHTOB COOpaHbl CHCTEMHBIE HHCTPYMEHTHI: IA0I0HBI, MUKPOIIPOTPAMMEIL, PE3€PBHOE KOITHPOBA-
uaue, HTTPS, ynpasnenue cepsucamu.

10.1. ITanens «OGopynoBanue»

[Tanens moKa3bIBaeT AepeBO 00OPYIOBaHUS «JIMHUU — ycTpoiicTBay. Komonku crimcka: «Tomomorus», « CepuitHbI HOMEpPY,
«Anpecy, «Mogaenby, «Coctosiauey, «CBs3by, « O0ObEKT JOCTYyIay.

@Seenapcec  Mponyeka  ObvexteipocTyna  KypHansi Hactpoiika / O6cnyxvsanve JRISETT oY 25.09.26 - 22:06:32 | Aamumucrpatop  Beiiit

0O6opyaosanue > ycTpofcTea Tums Line 10 (1348077588
Numms:sce  Mopenb:Bce  CocToswwe:Bce  Camsb:Bce  OBbekT gocTyna: sce /cTpOiCTS: 3 s na @
Tononora Cepinui Homep Anpec Mogens Cocrommme Conan O6next pocryna e L B Ny
(nm = 10 TCP->485 (DR134) Hactpoeno opr henocrynen -
Verpoiicrao 120225 2 AGRG $H-0 Hactpoero opr HegocTyner -
MNoakniovene Wian 10 - TCP->485 (DR134
Verpoictso 12022-3 3 AGRG ACM 2 Hactpoeno opr HegocTyner Oomcnan sona Caolicrso ST CrmerTTD
verpoictso 12022-4 4 AGRG SH-0 Hactpoeno Topr Hegocyne -
Howep ruwin
Tan agantepa TCP->485 (OR134
Cropocms 9600 -
Taiiayr orsera (uc) 200 - ,
Nopr 192.168.124.171:400
a4 & ]

Pesepauposanue He HacrpoeHo

CobbiTus eXCOCTORHMe U ayAUT 06opyRosanms <
598 nowex 9600, 38400, 115200 P
Rava Bpems BaxHocts  Cobbitve PeaynsTar  Y4acTHuku Mhuumatop
25002026 220593 Guawe  Crary oaNcnopTa OSDP oUNGRd noRowS: 192.168.128.17114001 G o copuc s_oscp
26002026 220526 Guawse  Crarye oaNcnopTa OSDP GuMGKa noRknoweNs: 192.168.124.17114001 G 1o P—— T e m—
29092075 220619 B Cran Thakcnopra OSDP cuBka noRKYONENS: 192.168.1241714001 G 1o ——
20002026 220812 Gumawre  Crany eancnopra OSDP ouNGKa RoBkAowER: 192.168.124.17114001 G 1o R
25002026 220505  Gumaie  Crarye oancnopra OSDP ouWGRa RopkAowER: 192.168.128.17114001 G S copuc sn_oscp
25002026 220558 Gumswe  Crany oancnopra OSDP oUNGRd noRAowS: 192.168.128.17114001 G 1o Copuc s_oscp
26002026 220551 Guame  Crarye oancnopTa OSDP cuMGKa noRknoweNs: 192.168.124.17114001 G coponc s_oscp
26002026 220544 Guame  Crarye oancropTa OSDP ouMGKa MoRknowens: 192.168.124.17114001 G 1o P——
2002026 220537 Gumawe  Crary oancnopra OSDP ouNGea nopknowewr: 192.168.124.17114001 G 1o Copanc snoscp
2002026 220530 Gumaie  Crary oancnopra OSDP ouNGRa RopkAowER: 192.168.124.17114001 G 1o cepuc snoscp
Ornanka ¢ o

* JIi1s JIMHUM B KOJIOHKE «AJIpecy MoKa3aH HOMep JIMHUH, B «MoJenb» — Tul agantepa, B «CocrosiHue» — «HactpoeHo»
i «HacTpoeHo (BBIKI)».

» Jlnsa yerpoiictBa — cepuitabiii Homep, OSDP-anpec, mpou3BOIUTENb U MOJIENb, COCTOSTHHE )KU3HEHHOTO ITUKJIIA, COCTO-
STHAE CBS3U M MMEHA MPUBA3aHHBIX OOBEKTOB JIOCTYMA; IIENYOK MO KOJOHKe «OOBEKT JOCTYMa» OTKPhIBaeT OOBEKT B
paboueit oonact «OOBEKTHI JOCTYTa» (IIPU HECKOIBKHUX MPUBS3aHHBIX — MEPBBIi), BEPHYTHCS HA3a/l MOXXHO KHOIIKOH
BO3Bpara B 3arojoBke nanesu (paszen 8.10).

Cocrostaus yerpoiicta: «HoBoe» (HaliZieHO MOMCKOM, JKAET MOATBEp K AeHU), «/I3MeHeHO» (YCTPOWCTBO COOOIIHIIO O PEBH-
3UM — U3MEHEHHH TacropTa Win cocrapa), «HactpoeHno» (3amucaHo B KOHGUTYpaIiio cucTemsl), «HenzBecTHO» (HE OBLIO
¢dusnyeckoro oOMeHa, JaHHbIe 00 yCTpOICTBE He MONydeHbl); cyhdHUKC «(BBIKII)» O3HAYaeT, 4TO 00OpY/I0BaHKE B JAaHHBIH
MOMEHT BPY4YHYIO BBIKIIIOUEHO U3 PAOOTHI.

CocrostHust CBSI3U: «AKTHBHO» (0OMEH HAET; pH paboTe B 3alMIIEHHOM KaHaJle BBIJENSETCS] CHHUM IBeToM), «HeT cBs3ny,
«B03MOXXHO 0OpPBIBY» (TOIBKO Y JIMHAH: aanTep paboTaeT, Opoc UAET, HO HY OJHO YCTPOMCTBO HE OTBEYAET JONBIIE MUHYTHI
— BEpOSTEH OOPBIB IIMHBI MM 00ECTOUEHBI BCE YCTPOICTBA; MMOKa3bIBaeTCs KENTHIM), «HeakTMBHOY (JIMHHNS BBIKIIIOUCHA),
«He oOcnyxuBaercs» (OCTaHOBIIEH cepBHC JIMHUM), «[IprocTaHOBIEHO» (HarpuMmep, Ha Bpems noucka), «[lopt HepocTyneny
(HeT cBsI3M C aanTepoM) . Y JIMHUH C Pe3epPBUPOBAHUEM B CTPOKE JOIOJHHUTEIHHO NOKa3aH OeHK pexkimMa Konbla: «PaspeiB:
OIIpOC IO cerMeHTaM», «Paboraet pe3epBHBIN aganTepy», «JIMHMS HenocTymHa» (B HOpME, KOTa KOJIbLO 10, OeHIK He 11o-
KazpiBaeTcs). COCTOSHHE CBA3H KONIBIIEBON JIMHUM OTpeaessieTcs JakToM OIIpoca: IIoKa 0OMeH HAET XOTsI ObI yepe3 OANH HOPT
(B TOM YHMCIIE I Pa3pbIBE MIMHBI 10 CETMEHTAM U IIpH paboTe Yepe3 pe3epBHBIA afanTep), TMHUS U €€ YCTPOHCTBA OCTAIOTCS
«AKTHUBHO», a OTKa3 KOHKPETHOTO ITOPTa BUJIEH Ha €ro MHINKATOPE B KapTouke JHHUH; «IlopT HemocTymneH) moKa3bIBaeTCs,
TOJIBKO KOTJIa HEJJOCTYIHBI 00a opTa.

Han cnickoM pacrionoskxeHsl pUIIBTPHI 110 IMHUH, MOJIEIIH, COCTOSIHUIO, CBSI3H, 00BEKTY JA0CTYIIA U a/Ipecy; CIpaBa — CUETIHK
«yCTpOMCTB: N».

Knomnku neiicTBuii manenu (BHU3Y CIIeBa):
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* «Jlo6aBuTh» — MeHIO «JIMHIIOY / «YCTpOHCTBOY (YCTPOICTBO JOOaBIsAeTCS HA BEIOPAHHYIO JIMHUIO);

+ «PexuM BBIOOpa yCTPOHCTBY — BKITFOYAET MHOKECTBEHHBIH BEIOOP ISl MACCOBBIX omnepanuii (pasmen 10.5);

* «Hacrpoiika ceTeBbIX afanTepoB» — IMOUCK U HACTPOHKA CeTeBhIX peodpazoBareneit RS-485 (pazaen 10.3);

* «SSB nowuck Ha Tekymen quaun» (paszaen 10.3);

«Co3nars/mpuBsi3aTh 00BEKTHI 1OCTYIIA IPYIIIOi» — IPYIIIOBOE CO3aHNe 0OBEKTOB TOCTYIIA IT0 yCTPOMCTBAM COTIIACHO
JTAHHBIM MTpoeKTa (110 CepuitHBIM HoMepaM) (TiaBa 11).

10.2. JInuun
Co3nanue JUHUH
Knomnka «/]o6aBute» — «JIMHNIO» OTKpBIBaeT qUaior «J{00aBUTh JTHHUAION:

* «Tum agantepay — USB->485, TCP—>485 ([pyroit), TCP->485 (DR134) (XapaKTEpPUCTHKH THUIIOB — B IJIaBe 5);

* «OCHOBHOM MOPT» — UM MTOCIIEIOBATENFHOTO NopTa (Harpumep, /dev/ttyUSBO) uiu aapec host:port mis TCP;

* «Pe3epBHbIil IOPT» — €CIM OH yKa3aH, pe3epPBUPOBAHUE BKIIIOUAETCS aBTOMAaTHUUYECKY;

* «Homep nuHMNY;

* «CKOpOCTB» — AJIsI CETEBBIX MMPe0OpazoBaTeicii, CONIACYIONINX CKOPOCTh CAMOCTOATENBHO, ToKa3bIBaeTcs «He mpume-
HACTCS.

HoBas nunusg co3gaércsa B akTUBHOM cocTosHUU. Ilocne co3panus CCPBUC srv_osdp JIMHUU 3aIllyCKa€TCsA aBTOMATUYCCKU;
TOTOBHOCTH BHHA I10 COCTOAHHIO CBA3U «AKTUBHOY.

Kaprouka JuHumn

@ Seenapcec  Mponycxa OBvexThidocTyna  Kypanst Hacrpoiika / O6cnyxvsanme JRTETINSTSSS 25.09.26 - 22:06:33 | AqMuHmCTpaTop Bt

06opyRosakme nsn > yeTpoficrea Nunua Line 10
fwncoce  Moneniace  Coctommersce | Comssisce | OBwet mocryna:sce yorsodors: | | somsherscors  ia o
Casa Mlopr HeRocTyneH - %
Tononorua Cepuitniii Homep Anpec Monens Cocromme. Cesas O6bexr poctyna ]
(ﬂw«nn - 10 TCP->485 (OR134) HacTpoeno Topr Henocyner -
Verpoiicrso 120225 2 AGRG SH-0 Hactpoeno o1 HepocTyne - i N
Mopkniouenne Wiaa 10 - TCP->4
Yerpoiicrso 120223 3 AGRG ACM 2 Hacrpoeno opT HeRocTyeH Ogucras 3ok CaoiicTao E— o
verpoiicrso 120224 s AGRG SH-0 Hacrpoeno 10pT Hegocyner -
Howep nin 10
Tun aganrepa CP->485 (DR134
Cropocrs 9600
TalmayT orsera (uc) 200 - o
Topr 92.168.124.171:4001
8 & L)
Peaepamposanme He HacTpoeno
Co6biTns TexcocTORNMe  ayaUT OBOpYAOBaHMA
SSB nowck 9600, 38400, 115200 - ¢ anpeca 2 - 3anefcTsoaar cpasy: fla
O euspanroie @ coumus avmr  Baxwocrsisce () Mycrouanaaca (LIVE) LIVE - nokasao: 101 43 66376
Anpechbii nouck 9600 - 3aneiicraosa
Rara Bpews  Baxwocts  Cobuirve Peaynbrat  YuacTukM Vinnumarop
Hanagka cesan 3840
25002026  22:06:33  Busuasve  Crarye TpaHcnopra OSDP owMGKa nogknodenns: 192.168.124.171:4001  CGoii 10 Cepayc s_osdp
25002026 220626  Busuanse  CraTye TpaHcnopra OSDP owMGKa nogknodewns: 192.168.124.171:4001  C6oii 10 Cepne srv_osdp Ynaneswe Yerpoiicrs wa nae: 3
25092026 2210619 Busuanse  Craryc TpaHcnopra OSDP owMGKa nogknodewns: 192.168.124.171:4001  C6oii 10 Cepane srv_osdp
25002026 2210612 Bunwasve  CrarTyc TpaNcniopra OSDP OwMEKa NORKMOYewNs: 192.168.124.171:4001  C6oii 10 Cepamc srv_osdp
25002026 220605  Bunuasve  Craryc Tpancnopra OSDP owMGKa nomknodewns: 192.168.124.171:4001  CGoii 10 Cepayc sn_osdp
25.09.2026 220558  Busuasve  CrarTyc TpaHcnopra OSDP owMGKa nogknodenns: 192.168.124.171:4001  C6oii 10 Cepsuc srv_osdp
25082026 220551  Busuanse  Crarye TpaHcnopra OSDP owMbKa nogknodenns: 192.168.124.171:4001  C6oii 10 Cepayc s_osdp
25082026 220544  Busuanse  CraTyc TpaHcnopra OSDP owMGKa nogknodewns: 192.168.124.171:4001  C6ofi 10 Cepauc sn_osdp
25002026  22005:37  Bunuanve  CrarTyc Tpancniopra OSDP OwMGKa noRKModews: 192.168.124.171:4001  C6oii 10 Cepanc srv_osdp
25002026  2205:30  Bunuanse  Craryc Tpancniopra OSDP owMGKa nomkModewns: 192.168.124.171:4001  C6oii 10 Cepanc srv_osdp

Omanca ¢ @

B BepxHel 9acTH KapTOUYKH — IEPEKITIouaTelb «3aaeiiCTBOBATEY U PYYHOTO BBIKIIOUCHHUS, TEKYIIEEe COCTOSHUE CBSI3U CO
CTaTHCTHKOW OOMeHa W, IpY BKIIOYEHHOM pe3epBUPOBaHUH, cTpoka «Konbiio»: OeiInk pexnma u nHIUKaTopsl NoptoB «Oc-
HOBHOI»/«Pe3epBHBII» (MOAKIIOYEHUE, aKTUBHOCTD IIPHEMa, 3X0). TOUKM MHIMKATOpa: «ITOAKIIOYEHNE» — TOPT JKHB; «IIPHU-
€M» — c opTa HeJJaBHO IIPUHUMAIINChH JaHHBIE; «3X0» — KaJpbl, OTHPaBJICHHBIE YePEe3 3TOT MOPT, HEAABHO OBUIN yCIBIIIAHBI
C MIPOTHBOTIOIIOXKHOTO KOHIA Kojbla. [Ipu oTka3e mopra Bce €ro TOYKH TaCHYT cpasy; IMOCIe BOCCTAHOBICHHS TIOPTa «3IXO0X
3aropaeTcs TOIBKO 1Mo (PaKTy IepBOTO MOATBEPKIEHHOTO Kazpa.

Cekunu KapTOUuKH:

o «[loakaI09eHNe» — HOMED JIMHUY U THUII afantepa (TOJIBKO YTCHHE), CKOPOCTh, BpeMsI OKUAaHus oTBeta (tone «Taii-
MayT OTBeTa (MC)»), TIOPT.
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+ «Pe3epBUpoOBaHUe» — BKIIOUCHHE U pe3epBHbIH NOPT. OCHOBHOM IOPT HACIEAYETCS U3 HACTPOEK JIMHUH, TApaMETPhI
MEePEeKIIIOUCHHUS] HACTPANBATh He TPeOyeTCss — TaiMayThl U 33[eP)KKH MUTPALMU 32/IaHbl B CHCTEME.

* «SSB nouck» 1 «AJpecHbI MOMCK» — 3aITyCK TIOHCcKa ycTpoiicTB (pazmen 10.3).

» «Hamanka cBSI3M» — MEPEBOJ YCTPONCTB HA CKOPOCTh JIMHUH (11 000PYI0BaHUsI, OICPKHBAOIIETO CMEHY CKOPO-
CTH).

* «YnaneHue» — JIMHUS yIAISIETCS TOIBKO KOTIa Ha Hel HET yCTPOUCTB.

KHomox 3arrycka 1 0OCTaHOBKH CaMOH JIMHUH HeT: TMHHA 00 3a1eCTBOBaHa, THO0 HET; 00CITyKUBAIOIIHe € CEPBUCHI yTIPaB-
Tst0TCs oTAeNbHO (pasaen 10.8).

PezepBupoBaHue

PesepBupoBanue 3amumaer ofuH ydactok RS-485, nocTynHslil mo AByM KOHTypaM CBsi3U (pa3zernbHble IpeoOpa3oBareiu
U Tpacchl), 00beIUHEHHBIM B KoJbIl0. O0a KOHTYpa 00CITyKMBAET OIMH 3K3EMIUISIP Srv_osdp JMHUU: B HOPME BCE YCTPOU-
CTBa OIIPAIINBAIOTCS Yepe3 OCHOBHOM MOPT, pe3ePBHBII IMTOPT IPHU 3TOM CITyIIACT IIHHY W KOHTPOIUPYET €€ MeI0CTHOCTh 110
9Xy OTIPaBICHHBIX KaapoB. [Ipu pa3peiBe mHbI («Pa3pbIB: ompoc Mo cerMeHTaM») YCTPOICTBa KaXKIOTO CerMeHTa aBTOMa-
THYECKH TIEPEBOIATCS HA JOCTYITHBINA UM IOPT; IPU OTKa3e OCHOBHOTO KOHTYpa IIETMKOM (0TKa3 IpeoOpazoBarelis, moTeps
TCP-cBsa3m) omnpoc nepeHocuTcst Ha pe3epBHBIN mopT («PaboTaeT pe3epBHbI anantep»). [locie BoccTaHOBIEGHUSI ceTrMEHTa
YCTPONCTBA BO3BpAILlAlOTCA Ha OCHOBHOU MOPT aBTOMAaTU4ECKH, C BBIIEPXKKON IMPOTUB YAaCThIX HepeKnodeHuil. J{ns skcrury-
aTanuy JOCTaTOYHO UTOTOBOTO COCTOSIHUS B CITUCKE M KapTOUKe: OCHIK Pe)KUMa KOJbIIA, HHAUKATOPEI TIOPTOB M COCTOSHHC
CBSI3U; y YCTPOICTBA, ONPAIIBAEMOTO Yepe3 PE3EPBHBIN MOPT, B CIIMCKE M KapTOUKe IMoKa3aH 4nml «Pe3epBHBINY. Pa3prIBEI,
BOCCTAHOBJICHHS M CMEHBI MapIIpyTa ONpoca GUKCUPYIOTCS B COOBITHSIX TEXCOCTOSHUSI.

10.3. Ilonck u nodaBjIeHNEe YCTPOHCTB
SSB nouck

Jus nopnepxuBaeMbix AGRG OSDP-ycTpoiicTB HCTONB3yeTCsl aBTOMAaTU3UPOBAHHBIN TIOUCK Seenaptec SecureBus: oOHapy-
JKEHHE N0 CepUHHBIM HOMEpaM, Ha3HaYeHHE aIpeECOB U cornacoBaHue ckopocTu. KHomka «SSB mouck Ha TeKyliei JTUHUN
OTKPBIBACT AHMAJIOT ¢ TaOIUIeH HalIEeHHOTO (aIpec, CepUITHBI HOMED, IIPOU3BOIUTEIH/MOIENb, CKOPOCTh, cTaTyc). [lepen
MIPUMEHEHUEM MOKHO BBIOPATh PEKUM COCTUHEHUS (BKITIOUAs IIEPEBO B 3AIMUINEHHBIN KaHA) U Ia0JIOH HACTPOHKHU 000py-
JOBaHUS 10 THIIAM; KHOMKa «[IprMeHNTh BEIOOp» MPHHUMAET OTMEUEHHBIE YCTPOUCTBA B KOHPHUTYpanuio. Eciu mossBUiCh
HE BCE OKMJIAEMbIE YCTPOMCTBA, 3aIlyCTUTE MIOUCK TOBTOPHO.

3anyck SSB-moncka 10CcTyeH U U3 ceKiun «SSB 1onck» KapTOuKy JIMHUN: TaM 3a/1al0TCsl epeOupaeMble CKOPOCTH, Hadallb-
HBIH aapec («ApecoBaTh c») M NPU3HAK «3aJefCTBOBATH CPa3y».

AJlpecHBIi MOUCK

M croporrero OSDP-060pynoBaHHs UCTIONB3YETCS CEKIHS «APECHBIN TTOMUCK» KapTOUKH JIMHUU: Iepebop nuama3oHa aj-
pecoB («Hauanpubrit anpec» — «KoHewHbIH anpecy) Ha BEIOpAHHBIX CKOPOCTIX. OOHApYKEHHBIE YCTPONUCTBA TOSBIISIOTCS B
0JI0Ke pe3yNbTaToB U 100aBJISIOTCS B KOH(UTypanuio.

PyuHoe 1o0aBiienue

Kuomnka «J][06aBUTE» — «YCTpOMCTBO» OTKpPBIBaeT AUANOT «/{00aBuTh ycTpoiicTBa Ha MuHUIOY: iepeunciute OSDP-anpeca
CIIFICKOM WJIM TMAIa30HOM (Harpumep, 1-8, 10, 12-15)— Iualior MOKaXeT, CKOJIBKO 3amuceii OymeT Co3IaHo 1 Kakue aapeca
3aHsThl. CO31aHHBIE 3aIIMCH 3aJCHCTBYIOTCS Cpa3y; CBA3b MOSBUTCS, KOT/Ia yCTPOMCTBA OTBETAT HA OMPOC.

Hacrpoiika ceTeBbIX aianTepoB

Knomnka «HacTpoiika ceTeBBIX aganTepoB» OTKPBIBACT HHCTPYMEHT ITOHMCKA CETEBHIX IpeoOpazoBareneii RS-485 (Ha manHbIi
MOMEHT MOIIEPIKUBAETCS TOIBKO Mojienlb DR134) B nmokanbHOM ceTH: MOUCK, TpOBepKa U HazHaueHue [P-agpecos, 3arpyska
COOTBETCTBUH «cepuitHbIii HoMep — IP» u3 CSV u co3nanue THHHUI ¢ pONSIMU OCHOBHOTO U PE3epBHOI0 KOHTYPOB. AlanTepsl
C aJpecoM M3 TEeKYIICH MOJCETH CepBepa HACTPAMBAIOTCS OOBIYHBIM 00pa30M; HalICHHBIC aIanTephl C alpecoM U3 Ipyrou
MTOJICETH TaKXKe JOCTYITHBI ISl HACTPOHKH — KOMaH[a JocTaBisieTcs Touedno mo MAC-aapecy (Ha cepsepax macOS/Linux),
TaKhe CTPOKH ITOMEYAIOTCS B CIIHMCKE MHAOOPMAIMOHHOW TOATIHCHIO «IpyTas MONCETh». Y ajanTepa, yKe IT00aBICHHOTO B
cucreMy, octa€rcs 10CTynHoi cmeHa [P-anpeca, Hanpumep 715 nepeHoca B TEKYIIYIO MOACETh.
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10.4. YcrpoiicTBa
IIpuHsiTHE HOBOTO YCTpOiicTBa

YcTpoicTBO, HaliICHHOE MOUCKOM, COXpaHsAeTCs B cocTosiHUU «HoBoe» 1 ocTaéTcss HeaKTUBHBIM 0 OATBepokaeHUs. KapTou-
Ka HOBOTO yCTpOMCTBa nokassiBaeT JuHuio, OSDP-anpec, pexxum moucka, CepuitHbIi HOMEpP U MOJIENb; KHoNKa «IIpuHATEY
BBOJIUT YCTPOICTBO B KOH(QHUTYPALHIO.

Kaprouka ycTpoiicTBa

@Seenapcec  Mponycxa OBvexThifocTyna  Kypanst Hacrpoiika  Ocnyxusanve SIS 26.09.26 - 22:06:34 | AgwucTpaTop Bt

O6opyRosakme wewin 3 yorpohcrsa Yerpoiictao Device 290 (1348077588
Tononorus Cepwitnbiit Homep. Anpec Mogens. Cocrosme Cesabp O6vexT goctyna . :
T = " Top-»as5 oR134 Hacrposuo pro— -
( Verpoiicrso 12022:5 2 AGRG SH-0 Hactpoeno Topr Hegocryner =
Mopens AGRG SH-0 - SN 12(
Yerpoherso 120223 s ARG ACM2 Hacrpoeno P— Obucuansosa cacterss
p— 120224 . ARG SO ra— — -
senson o
ozens -
NorposHo 3 s
Mopeniovenme. T 10 - Atpec 2

Hacpoiixn

° Hol0pORaHHOR CoBRUHEHAE PazpeLICHO « KOHTAKTH: Pa3AGSHO - PO,
yeTpoiicTea ®

Co6biTus €XCOCTOAHME W ayanT 06opynosaHus <

- - owotscax obverran pocryna 012 4

O sucpumne Q@0 coowma mwn Baxoonisce O Myceonanama (LVE) V- noxasano: 10156375

para Bpema  BaxwocTs  Cobbitne Peaynstar  YuactHuku Wnmumatop Awarvoctuea R1 - IN2 - OUT:1

26002026 220893 Guawse  Crarye oancropTa OSDP cuMGKa MoRknoweHs: 192.168.124.17114001 G 10 copouc s_oscp ,

OboBnerme NuKponporpaMM AXTyaTa - 100

2002026 220626 Gwmawse  Crarye oancropTa OSDP ouHGsa nonknosens: 192.168.124.17114001 G 1o copmuc sn_osep

25002026 220615 Gwmsawse  Crany oancropra OSDP ouHGsa noRnosens: 192.168.124.17114001  Cof 10 Copmuc s_ostp

26002026 220812 Bumssnse  Crary hancnopra OSDP ouGsa noRnosens: 192.168.124.17114001  Cof 1o Copaus s osep

26002026 220505  Bumanse  Craryc hawcnopta OSDP cuExa RoRunoses: 192.168.124,17114001 G Cepw s oo

26002026 220558 Gumame  Crarye oancropTa OSDP cuMGKa MoRknoveNs:192.168.124.17114001 G 1o coponc s_oscp

2002026 220551 Guwame  Crarye oancropra OSDP ouMGsa nonknosens: 192.168.124.171:4001 G 1o copmuc sn_osep

2002026 220544 Guwwse  Crary oancropra OSDP ouHGsa noRnosens: 192.168.124.171:4001  Cof 1o copmuc snostp

25002026 220597 Gumsanse  Crary hancropra OSDP ouGsa noRnosens: 192.168.124.171:4001  Cof 1o Copaus s osep

26002026 220530 Bumawse  Crary oawcnopra OSDP ouMExa RoRnoses: 192.168.124.17114001  Cof 1o copws s ostp

¢ @

B BepxHeit yacti — «3a1efiCTBOBATHY, COCTOSIHUE CBSI3H, COCTOSIHUE XH3HCHHOTO IIUKJIa U n300pakeHue ycrpoicTea. Cek-
UK

* «Moneap» — TacIopT: MPOU3BOIUTENH, MOJICTh; B Pa3BEPHYTOM BHJIEC — BEPCHUs, CEPUHHBIN HOMED, BEPCHS MHUKPO-
MIPOTPAMMEI H MTepeIeHb BO3MOXXHOCTEH yCTporcTBa. ECii yCTpoiicTBO cOOONIIIO peBU3HI0 — M3MEHEHHE MaciopTa
WJIN COCTaBa KOMIIOHEHTOB, — CeKIMs npeaiaraet «[IpuHsaTh u3MeHeHus» 1100 « COPOCHTE»; eCiii U3MEHEHHS pa3phl-
BalOT CYIECTBYIONIUEC MIPUBA3KHU, MOATBCPIKACHUEC BHIITOJIHACTCA KHOIIKOM ((HpI/IHﬂTI) 1 pa3opBaTh CBA3KU» C IEPEXOIOM
K MPUBSI3KAM.

* «Ilogka04eHMe» — JIMHAS W aJpec Ha JIMHAHU (CO CMEHOH aapeca KOMaHJOH Ha YCTPOWCTBO), a TAKKe yNpaBJICHHUE
samuméHHbM kaHaioM OSDP Secure Channel. Pexumer: «He mmdposannsiiy, «CoBmectumsbiii (SCBK-D)y, «Ycra-
HOBKa MepBOro Kitouay, «[lonHocThio mmndpoBaHHbIN, «I10JHOCTHIO HIM(POBAHHBIH C aBTOMAaTHYECKUM KITIoueM» (aB-
ToMarnyeckasi porauus). IlokaspiBaroTcst pabodnii M 0KHUIAIOMINI KITI0UH, CTaTyC MH(POBAHUS M BpeMs CICIyIOIEH
pOTanuK; IperyCMOTPEH cOpOC KITFo4a YCTPONUCTBA € TIOTBEPIKACHHEM.

+ «Hactpoiiku ycTpoiicTBa» — mapameTpsl obopynoBanust AGRG. Cekuust paboTaet Ha ycTpoHCTBaX ¢ MUKPOIIPOTpaM-
Mmoit Bepcuu 2.0.0 u BbIlIe: Ha OoJiee paHHEHW BEPCHUU TOKA3bIBAETCS 3alIyIIKa C MPEAJIOKESHHEM OOHOBHUTHCSA, a MOKA
BEpCHsl HE OIPOILIEHa — MPEUIOKEHHE JOKAAThCS OIPOCca MacrnopTa. 3HaYeHUs XpaHsTCs B 0a3e JaHHBIX CUCTEMBbI U
MOKa3aHbl B KOJIOHKe « Tekyliee 3HaYeHUE»; IpaBKa BBINONHETCS B KosloHke «HoBoe 3HaueHue». KHonka «3amucars
B YCTPOICTBO» OTIpPaBIsieT HACTPOHKH B YCTPOMCTBO M IpH yCHEXe coxXpaHseT ux B 0a3y; «COpPOCHTH» OTMEHSET
HecoxpaHEHHYI0 npaBKy. KHomnka «[IpounTaTs U3 yeTPOICTBA» BHINOIHACT JHATHOCTUYECKOE YTEHHE: (haKTHIECKHUE
3HauEHMs ITOKa3bIBAOTCS IIAIKON «[IpourTaHo N3 yCTpOHCTBa (JHAarHOCTHKA)» C OTMETKaMH «coBmanaeT ¢ bJ[» / «pac-
xonutcs ¢ bJI» — uTeHne HU4Yero He COXpaHseT M He MEHsET TeKyIlIyto mpaBky. [lapameTpsl: «3anpeTuTh Hemudppo-
BaHHOE COelIMHEeHHEe», «KOHTaKThl BKIIIOUEHBI MOCIIEA0BATENbHO», & TaKXKe 00pe3ka TpaHCIOPTHIX our Wiegand —
«Bepcus Wiegand» (aimHa kagpa B 6urax, 0 — oOpeska BbIkimoueHa) u «Macka o0pe3ku 6utr Wiegand» (kakne OUTHI
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KaJpa 0TOpackIBaIOTCS IpH (GOpMUPOBAHUH KOAA KapThI, HATPUMEp MapUTETHHIE). 31ech ke — penakrop «CooTBeT-
CTBHE BXO/I0B H BBIXO/I0BY»: TIOIIPHOCTH KAXKIOTO BXO/a («HOPMAaJIbHO PAa30OMKHYTHIN» / «(HOPMAIIBHO 3aMKHYTHI») 1
COCTOAHHME KAXXKJI0T'0 BbIXOAa B HCAKTUBHOM COCTOAHHNU 3a1at0TCA IMOTOUYCUHO, KHOIIKaAMU C HOME€paMH1 TOYEK (HyMepaum{
¢ Hyns: Bxox 0, Beixoq O U T. . — Kak B OCTAJIBHBIX pa3zenax cucremsl). [lonspHOCTh BXoa Ha yCcTpoiiCTBE CKIIa Ibl-
Baetcs ¢ (urarom «HBepcHs» clloTa B HACTPOHKax MOBeIeHNs 00bekTa goctyna (paszaen 11.3): BkimouéHHble Ha 00onx
YPOBHIX HHBEPCHH KOMICHCUPYIOT OpyT Apyra. s cauteBareneit SH-O B cexnum 3amaéres 1 IeToyka YTeHHs KapT
— 6ok «IIpo¢uan KapT»: YIOPSAIOYCHHBIH CIIICOK 3aIIUIIEHHBIX Tpod el KapT u3 oubnmoreku (pasmen 14.9), xo-
TOpBIE YCTPOKCTBO MPOOYeT cBepXy BHU3, 1 uTeHue 1o UID. HacTpoiiku MOXHO COXpaHUTh Kak MabI0H U MPUMEHSTh
K OIHOTHUITHBIM ycTpoiicTBaMm (paznmen 10.8).

@Seenapiec  fponycka  ObvextidocTyna  KypHans: Hacrpoiika / O6cnyxusanne JEEESUEIEEN 25.09.26 - 22:06:36 | AgmmscTpaTop  Buiin

O6opyaosaHme Wi > yeTpoficrea YeTpoiicTeo Device 291 (1348

Mwwsioce  Mopems:sce  Coctoswwe:ace  Cosaviace  Obexr Aocryna:sce crvoicrais | Mogens AGRG ACM 2

Tonanorus Cepuinuii Homep Anpec Mogens. Cocrosume Conss OBvext gocryna
Beunop

Do - 10 TCP->485 (DR134) Hacrpoero TopT e =

Mogens
Verpoitcrao 120225 2 AGRG SH-0 Hacrpoero Topr en -

( Yerpoficrao 12022:3 3 AGRG ACM 2 rE— — Oawcran sora NoaposHo ®

Verpoiicrao 12022-4 a AGRG SH-O Hacrpoero TopT en -

Moakniovewe N 10 - Azpec 3

HacTpoiikn
yeTpoiicTaa

Ja6no

2 & 0 @2 Boyunyio

P —
Cobbirun rescocrome syt ceopyasas || Coommeme
Sepcun Wgand JRPR—— - .

nara Bpews  Baxwocts  Cobhitue Peaynstar  YuacTHkn nuumatop Macea ofipessi 6 Wiegand  0¥00 o

25092026  22:06:33  Buuvawe  Craryc Tpancnopra OSDP owMGKa nofiniovenws: 192.168.124.171:4001  CGoi i-10 Cepsuc srv_osdp
25002026 2206126 Craye Tpakcopra OSDP owMbKa oRKniowewns: 192.168.124.171:4001  Cooi i-10 Cepauc srv_osdp

25002026 2206119 e Cratyc Tpancnopra OSDP ownGKa noaKnIovenws: 192.168.124.171:4001  CGoi i-10 Cepanc srv_osdp

25092026 2210612  Buwvawwe  Crayc Tpancnopra OSDP owMGKa nofiovenws: 192.168.124.171:4001  C6oit i-10 Cepauc srv_osdp

Buvasre Tpanen enws: 192.168.124.171:4 cooi " -
25002026 220605 Craye Tpancnopra OSDP own6ka nomkniovenws: 192.168.124.171:4001  C: 10 Cepsc srv_osdp Mpounrars wa yerpoiicraa | Sanucars 8 yerpoierao
25002026  22:05:68  Buauawe  Cratyc Tpacopra OSDP oumExa nogkniovenws: 192.168.124.171:4001 G0 10 Cepaic srv_osdp

25.09.2026 220551  Bumans

Cratye Tpakcnopra OSDP ownbKa noRKniowewns: 192.168.124.171:4001  C6oi i-10 Cepauc srv_osdp MpwesaKa k obbexTam AocTyna 4 43 8

25002026  22:05:44 Hve  CraTyc Tpancnopra OSDP owwKa nogkniovenws: 192.168.124.171:4001  CGoft i-10 Cepanc srv_osdp
Avarnoctuka R2 - INid - OUT:2
25002026  22:05:37 Crayc Tpancnopra OSDP owMbKa nopKnovenns: 192.168.124.171:4001  C6oi i-10 Cepauc srv_osdp

OBHoanente MiKpORPOrpaMLI  AcTyanba - 2.0.0

25002026  22:05:30 Craye Tparcnopra OSDP owM6Ka noAKniowexus: 192.168.124.171:4001  Cooi i-10 Cepauc srv_osdp

Ornanxa 3 Yaanenne Vaanewue ycrpoiicrea o

+ «IIpuBs3Ka K 00beKTaM J0CTYIa» — COOTBETCTBHE KOMIIOHEHTOB YCTPOMCTBA CI0TaM 00bEKTOB AocTyma (Tasa 11);
CBO/JIKa ITOKa3bIBACT «N u3 My MMPUBA3AHHBIX KOMIIOHCHTOB.

* «/IlMarHoCTHKAa» — )KUBOE COCTOSIHUE U NIPSIMOE YIPaBJIeHUE KOMIIOHEHTAMHU: CUUTHIBATEN! (TIOCIIEIHUN KOJI, yIIpaBIie-
HHE MH/INKalWeH 1 3ByKOM), KOHTaKThI (TaMIep, MMTaHue, BXOJbI), pene (MMItyise 0,5—2 ¢, BKIIIOYEHUE U BBIKJIIOUCHHUE).
be3 cBsi3m ympaBieHne HELOCTYITHO.

* «O0HOBJIEHMEe MHUKPONPOrpaMMbD» — CPaBHEHHUE MOJyYSHHOW TEKyIIeld BepCHH yCTpOMCTBa C (aiimaMu Karamora
MUKPOITPOrpaMM U 3amuchk B ycrpoiictBo (pazaen 10.8): sransl «IloarotoBkay, «3arpyska obpaszan», «IIpoBepka koH-
TPONBHOM cyMMBI», «Ilepenada B ycTpoiicTBOY», «AKTUBAIMS», «IIpoBepka Bepcuu MOCIe 3aMUCh, «3aBEPILICHOY.

* «¥YaajleHue» — ynajleHUe YCTPOWCTBA U3 KOH(HIYpALUH; CBSI3aHHBIC OOBEKTHI JOCTYIa COXPAHSIOTCS, HX TPHUBI3KH
paspemBarores. s yerpoiicte AGRG ¢ mukpomnporpammoii Bepcun 1.X 31ech ke gocTymHa KHomka «COpoc K 3aBoj-
CKUM HACTpOWKaM»: TIOCJIE MOATBEPXKICHUS B IMAJIOre YCTPOUCTBO COpAchIBACTCS K 3aBOJICKMM HACTPOMKaM U ylaseT-
Csl U3 CUCTEMBbl — HCIOJIb3YHTE MPU BBIBOZIE 000pynoBaHus ¢ 00bekTa. COPOC MONTBEPIKAALTCSI CAMUM YCTPOHCTBOM:
€CJIM OHO HE OTBETHJIO WJIM OTBEPIVIO KOMaHY, ylaJIeHHe He BBIIOJIHIETCS.

KOMaH,Z[LI YCTpoﬁCTBaM BBITIOJHAKOTCSA AaCUHXPOHHO (rnaBa 8) pe3ynbTat HOZ[TBep)K,I[aI‘/'ITC 10 COCTOSIHHIO M COOBITHSIM.

3amena ycTpoiicTBa

ITpuBs3ky kK 00bEKTaM JOCTYyTIA CBA3aHBI C 3aMICHI0 YCTPOHCTBA B KOH(GHUTYPAINH, a HE ¢ KOHKPETHBIM 3K3EMILIIPOM 000py-
JIOBaHUSL, IIOATOMY IIPU 3aMEHe HEHCIIPABHOTO YCTPONHCTBA YAAJIATh 3alIMCh HE Hy)KHO. CMOHTHpYITE HOBOE YCTPOHCTBO HA TY
ke UHUIo ¢ TeM ke OSDP-aapecoM; eciu HOBOe yCTpOICTBO OTBEYAET IO IPyroMy afipecy, H3MEHUTE aipec B 3alMCH CTapo-
ro ycrpoiictsa (cexuus «Ilonkmouenne» — «CoXpaHUTh» — U3MEHSETCs 3alMCh KOH(UTypanny, KOMaHaa Ha YCTPOUCTBO
HE OTIPABISETCS).
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Korna no azgpecy 3anucu HauMHAeT OTBEYaTh JApyroe o0OpYIOBaHKE, CEpBep MOIydacT MacnopT, OTIHYAOLIMICA OT coXpa-
HEHHOTO, U (PUKCHPYET PEBU3MIO: YCTPOICTBO MEPEXOAUT B COCTOsIHHE «I3MeHeHOY, cekiust «Mozenby NoKa3bIBaeT MOCTy-
MUBIIME U3MeHeHus. Eciii HoBoe ycTpoiicTBO Toit jke MozenH, npuHsaTHe peBu3nn («[IpHHATh N3MEHEHHsD) OOHOBIISIET Tac-
MOPT — CEPHIHBII HOMEP U BEPCHIO MUKPOIIPOTPaMMBbl, — a ITPUBSI3KU K 00BbEKTaM JOCTYyIa COXPAHSIOTCS: JOIIOTHUTEIbHBIX
nelicTBui He TpeOyercs. Ecim Mozens npyras 1 ©3MEHEHHE COCTaBa KOMIIOHEHTOB Pa3phIBAET NPUBSI3KH, TOATBEPKICHNE BbI-
TIOJTHSIETCSL KHOIKOH «[IpHHSTB U pa3opBaTh CBA3M», IIOCTIE Yero MPUBS3KA KOPPEKTUPYETCS B KAPTOUKe 00BbEKTa 1ocTyma (110
1a0IIOHY TIPUBSI3KU WM BPYYHYIO, T1aBa 11).

Ecnu 3amuck paborana B 3aIUIIEHHOM KaHaJle, HOBOMY YCTPOWCTBY HY>KHO YCTAHOBHTD KII0Y — MPOBEPHTE CcTaTyc mudpo-
BaHUsA B CCKIIUN «HO[[KJ'IIO‘-IGHI/IG».
10.5. MaccoBble onepanuu

Kuonka «Pexum BI)I60pa YCTpOﬁCTB>> BKJIIOYAeT MHOXKECTBECHHBIN BLI60p B CITUCKE; IIpaBasd 30Ha 3aMCHACTCA TaHECJIbIO «Mac-
COBBIC OIICpaln» €O CUETYMKOM BBI6paHHOFO. O,I[HOBpeMeHHO AaKTHBHaA OJJHA CCKI WA

Cexnuus Omneparus

«Pexxum coenmHEeHUs» 3aznelicTBoBaHue 1 nepeBo]] peskimMa Secure Channel (BKITio4ast KIII04N) IJIsl TPYIIIBI yCTPOUCTB
«Co31aTe/npuBs3aTh Co3nanne 1 MpuBsA3Ka 00BEKTOB TOCTYIIA [0 BHIOPAHHBIM yCTPOWCTBAM; IPHUBSI3Ka — I10
00BEKT TOCTyTa» 1a0IIOHy MTPUBSA3KH (TIOICTABIISIETCS aBTOMATHUECKHN ) WA BPYIHYIO

«111abnoHBI HACTPOCK [TpumeHeHne n1abJIOHOB HACTPOEK I10 IPYIIIAM «IIPOU3BOANTEIH/MOIECIIBY

000pyIOBaHUS

«MuKponporpamMma ['pynmoBast 3anmch MUKpOIIpOrpaMMEI ((aiisr moadupaeTcst U3 Karajaora aBTOMaTHIECKH)
«Ynanenue» VYnanenue BEIOpaHHBIX YCTPOHCTB

Xo/1 BBIMOJHEHHS BHICH UHMKAaTOpaMu B kosoHke «Cocrosiauey crucka («Boiopanoy, «Oxunaet, « [[pUMeHsIeTCs» 1 UTOT
10 KaXKIOH OTIepaIim).

10.6. CoobiTus1 o0opynoBanusi u pe:xkum «Ilyckonanaaka (LIVE)»
ITanens «CoObITHSY) 0TOOpaKaeT:

* U3MCHEHUS COCTOSHUS JIMHUHA U YCTPOWCTB;

* 3aIyCK U OCTAaHOBKY CEpPBHCOB;

* U3MEHEHUS HACTPOEK 00OPY/I0OBAHUS C YKa3aHUEM HPEKHUX U HOBBIX 3HAYCHHH;
* pe3ysbTaThl OTEepaIii U CBEACHUS 00 OIMMOKaX.

QOUIBTPHI, epeKioyarens «BeIOpaHHbIe» U TepPeXo bl 10 3HAYKaM YYaCTHHUKOB ONHCAHEI B pasaene 8.7.

Pexum «Ilyckonanagka (LIVE)»

Pesxxnm «Ilyckonanagka (LIVE)» npemna3zHadeH 1uis IpoBEPKH MOCTYIUICHHUS CHTHAJIOB OT 000pYIOBaHHUS BO BpeMs MOHTaXa
U TUarHOCTHKHU.

UToOBI BKIIOYUTE pexHM, ycTaHoBUTE YekOoke «Ilyckonanagka (LIVE)» B manenu «CoObiTusa». B 1eHTe TONOTHUTENBHO
0TOOpPAa3sITCsl HU3KOYPOBHEBBIE CUTHAJIBI, B TOM YHCIIE:

¢ CYUHUTBIBAHHC I/II[CHTI/I(i)I/IKaTOPa;

¢ Ha)XXaTHC KJIaBUIIIH,

¢* U3MCHCHHC COCTOSIHUA BXOOAAa MJIM BbIXOOA,

* M3MEHEHHE COCTOSHMS 3aIIHUIIEHHOTO KaHaJia;

* 3Tansl OOHOBICHUS MUKPOIPOrpaMmMbl YCTpOﬁCTBa.

Takne 3anmucn nmerot npedukc «LIVE *», oToOpakatorcst TOIBKO TP BKIIOYEHHOM PEXXUME U HE COXPAHAIOTCS B XKy pHAJIE.

Jlis IpoBepKM CUUTHIBATEINST BKITIOUUTE PEKUM, MPEIBSIBUTE KapTy M YOEAUTEeCh, YTO B JIEHTE MOSBMIACH 3aIHCh C KOIOM
CUMTaHHOTO HIeHTU]UKaropa. [1osBICHUE 3aNKCH MOATBEPXKIACT MOCTYIJICHUE CHTHajla Ha CepBEp, HO HE MOITBEPIKAAET
paspeleHre JOCTyIa Ik BBIOIHEHNE KOMaHAbl 000pyI0BaHHEM.

ITocne 3aBepuienust nposepku oTkitounte peskuM «Ilyckonanaaka (LIVE)».
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10.7. ITaneap «OTIaaKa»

[TaHens moKa3bIBaeT Ky pHAIBI PaOOTHI FK3EMIUIAPA S rv_osdp, 00CITyKUBAIOIIETO BEIOPAHHYIO JIMHUIO FIIH YCTPOWCTBO: MTONUCK
1o noactpoke, punsTp 1o yposHto (EMERG...DEBUG), ounctka, 3amuch B daitn. JInaus ¢ pezepBupoBaHreM 00CITyKHBa-
€TCsl OJTHUM DK3EMILISIPOM, TT03TOMY XKYpPHaJl ANHBII — COOBITHS 000MX ITOPTOB KOJIbIIA HAYT B 0011eM notoke. [Tyonmuxarys
JKypHaja paboThl BKIroYaeTcs nepekmodatenieM « MQTTy»; mpu BHIKITIOUEHHOH MyOIHKANH TaHe b coodmaet o0 atom. [la-
HeJb peAHa3HaueHa ISl YITyOIEHHON TUAarHOCTHKH; JJISl TIOBCETHEBHOM SKCILTyaTalluy TOCTATOYHO COCTOSTHUH W COOBITHIA.
CoObITHS MOTYT OBITh 3alFICaHbBI B (Al ¥ TIepeTaHbl B TEXHHUEKYIO TIOIIEPIKKY.

10.8. CucreMHBbIe HHCTPYMEHTHI (IaHeJIb HHCTPYMEHTOB)

&Seenapcec  Mponycxa  OBvexThifocTyna  KypHanst Hacrpoiika / O6cnyxvsanve IS o) 25.09.26 - 22:06:38 | AamumucTpatop  Bbiiith

O6opynosanue T > yerpoicTea P — i
cepancs, Buaeo, HTTPS, backup
Muwsioce  Mopenvisce  CocrosMe:sce  Commiace  O6bext aocTyna:ce crpolicrs: 3
w WacTpOGK 060p
Tononorun Copmitusitowep Aapec Mogens Cocronnme Conan O6vext pocyna aHyTpeNHWe HacTpOKN woRensw yerpofcrs
Tann = 10 TCP->485 (DR134) Hacpoexo - [ [ C—
Verpoicrso 120225 2 AGRG SH-0 Hacrpoero Topr - ARG no- . . .
ywonsarmo i
( vermorso 12022:3 s AGRG ACM 2 Hacrpoesa ot esocryner Ooucian sora
X sHoUD(@® e 1 cnor
Verpoiicrao 12022-4 a AGRG SH-0 Hacrpoeso o1 Henocryner -
BuGepHTe watox i
Wa6novs npwaazn
L1360 PHAA3IN OMEMENTOR OGYEKTOR AOCTYTa X KOMOKENTaM YCTPOTiCTa
Hasaahue Tun Crpox
x A Raeps (sxon/onca) s
R) (@) (6) (@ X  ACM Reeps (sxon/auxon) 5
X AXieACM Raeps (sxon/wonca) s
CobbiTis CESE DO TR X AXIAXIACM Rtoeps (sxon/awon) 5
- . X sHo Cepaeprsi wxa (1 aseps) 4
P . T we——— e - noxasane: 1014356375
X sHo Copaepsi wxac (2 Asepn) 3
nara Bpews  Bawocrs  Cobeirwe Peaynbrar  Yuacrimcn nmmarop
Bui6epiTe Wanow wik cosaaiire KOs
25002026 220633 Ewmawie  Crarye Tpanenopra OSDP owmbKa noaxmovewns: 192.168.124.171:4001  Cboit i-10 Copanc srv_oscp "
25002026 220626 Eumaie  Crarye Tpacnopra OSDP oumbka noaxmoveks: 192.168.124.171:4001  Cooit 10 Cepsuc srv_osdp
25002026 220619 Ewmasue  Crarye Tpancnopra OSDP owmEKka nomxnovewns: 192.168.124.171:4001  Coois 10 Cepsuc srv_osdp
25002026 220612  Ewmasue  Crarye Tanenopra OSDP owMEKa nomnovewns: 192.168.124.171:4001  Cboit 10 Cepanc srv_osdp
25002026 220605 Ewmae  Crarye Tpaenopra OSDP oumEKa nomxmovewns: 192.168.124.171:4001  Ctoin 10 Cepanc srv_osdp
nwa xanpa, ur — 0
25002026 220558 Ewmawie  Crarye Tpancnopra OSDP owmbKa noaxmovewns: 192.168.124.171:4001  Ctoin 10 Copanc srv_oscp
25002026 220551 Eumawe  Crarye Tpancnopra OSDP oumbka noaxmovews: 192.168.124.171:4001  Ctoit 10 Cepanc srv_osdp
25002026 220548 Eumasue  Crarye Tpancnopra OSDP owmEKka nomxnovewns: 192.168.124,171:4001  Coois 10 Cepsuc srv_osdp
crii
25002026 220537 Ewmasue  Crarye Tpanenopra OSDP owmEKa nomnovewns: 192.168.124.171:4001  Cbois i-10 Cepanc srv_osdp
Coxpatums Ctpocurs
25002026 220530 Ewmase  Crarye Tpanenopra OSDP oumEKa nomxmovewns: 192.168.124.171:4001  Cboin 10 Cepenc srv_osdp
Omanca ¢ o]

«[I1a010HBI HACTPOEK 000PYI10BAHUS

NmenoBanubie Habopbl HacTpoek ycrpoiictB (AGRG): napamerpsl ceximn «Hactpoiiku ycrpoiictBa» (BKitoyas oOpesKy
TpaHCcIopTHBIX 6MT Wiegand), cOOTBETCTBHE BXOJIOB 1 BBIXOJIOB, a JUIs IIA0JIOHOB CTPOTro 1mof cuuthiBaresi SH-O — nenouka
npoduieit kapt. [llabnon cozpaéres U3 HACTPOEK yCTPOICTBA WM B PEAAKTOPE CEKLMH U TpUMeHsieTcs Ipu SSB-moncke, 13
KapTOYKH yCTPOMCTBA M B MACCOBBIX orepanusix. COOTBETCTBHE BXOAOB U BBIXOJOB LIA0JIOH XPAHUT IIOTOYEIHO — KaK Pelak-
Top «COOTBETCTBHE BXOOB M BBIXOZIOBY» B KapTOouke ycTpoiicTBa. [IpuMeHeHne mabiaoHa TpedyeT MEKpPOIIPOrpaMMy BEpCHH
2.0.0 wiH BBIIIE: YCTPOWCTBO ¢ O0Jice paHHEH Bepcueil OTKIIOHSET OMEPAIIHIO C MOICKa3KOH OOHOBUTHCS.

«II1a6/10HBI NIPUBSI3KN»

3aroToBKH COOTBETCTBUS «KOMIIOHEHT YCTPOWCTBA — CJIOT 00BEKTA JOCTYIIa JUIsl THIIOBBIX CXEM MOAKIIIOYEHUS] — PEKOMEH-
JyeMblii crI0co0 IPHUBA3KH 000pyNOBaHUs K 00beKTaM JoCTyma. MCnonb3yroTes B KAPTOUKE 00BEKTa AOCTYIA (MIEPEKIF0YaTeIh
«PexuM TIpUBSI3KNY ), IPH CO3JAHUN OOBEKTOB IT0 BEIOPAHHBIM YCTPOWCTBAM U IIPH TPYIIIIOBOM cO3aHuH (TiaBa 11); mabmox
MOXKHO CO371aTh U M3 YK€ COOpaHHOH BPYUYHYIO IIPHUBS3KH.
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«Croponnue Wiegand — OSDP npeo6pa3oBarenn»

@Seenapcec  Mponyxa OBvexThifocTyna  Kypanst Hacrpoiika / O6cnyxvsanve ISt ) 25.09.26 - 22:06:39 | AamumucTpaTOp  BuiiiT

CSLTTLEILD e ° CHUCTEMHbIE UHCTPYMEHTBI fe—
cepance, auaeo, HTTPS, backup
Muwsioce  Mopenvisce  CocrosMe:sce  Commrace  O6bext aocTyna:ce crpoficts: 3
Tononorua Cepwitnbiit Homep. Anpec Mogens. CocTosmme Ceazp O6vexT gocryna
Taun = 10 TCP->485 (DR134) Hacrpoero TopT Heocryrer =
verpoicrso 120225 2 AGRG SH-0 Hacrpoero Topr Hesocryner -
Inwa xapa, Gur  —
( versorso 12022:3 s AGRG ACM 2 Hacrpoeso wesocryner —_—
Verpoiicrao 12022-4 a AGRG SH-0 Hacrpoeso o1 Henocryner -

a TeKyuieM PEAGKTOPE MPOGHNA (COXDAHATS He HyxHO). [LUHA KaAPa — W3

e — —
P e Transte). e daina

o i

O sucparnwie (Y comms mmm  Baxwocmisce [ Myceosananca (V) VE - nokssao: 10142 8637
Yerpoiierso Bepcws  Cuin/pasuep

Rara Bpeus  Bamwcons  Cosemhe [ — re— X AGRGSH-0 865, 1 100 AT4C0D7.1. 10080
25.09.2026  22:06:33  BHumanme Craryc Tpancnopra OSDP oww6Ka noakniovenns: 192.168.124.171:4001  C6oit -10 Cepevc srv_osdp X AGRGACM 2+ sep. 1 200 ‘;;{'CSVDJLLZUOKN"
25092026 220626  Swaiic  Craryc TpaKcnopra OSOP ouHGK noknoNews: 192.168.124.171:4001  Coof o Copanc srv.osc

MepeTawuTe daitn MMKPONPOrPaMMBi CIOAA
25.00.2026  22:06:19  Bumanve  Craryc Tparcnopra OSDP owwbka noakmioderws: 192.168.124.171:4001  C6oit 10 Cepeuc srv_osdp bin, MOXHO HECKOMBKO G208 [ERpYINTS Hosyio
25002006 220812  Bimnie  Craryc Tpancnopta OSDP ouMGKa noRcrsens: 192.168.124.171:4001 Gl o Copauc srvoscp
26.09.2026  22:06:05  Brumanve Craryc Tpancnopra OSDP owwGka noaknioverns: 192.168.124.171:4001  C6oit =10 Cepeuc srv_osdp -
25092026 220558 Swane  Crarye TpaKGnopra OSOP ouHGK noknoNeNns: 192.168.124.171:4001  Coof ———
25092026 220551 Swoiie  Craryc TpaKcnopra OSOP ouHGK noknoNewns: 192.168.124.171:4001 oo o Copouc sn_osd

Astosaran 1 -
25002026 220544  Bumsne  Craryc Tpancnopta OSDP WM noRknsenws: 192.168.124.1714001 Gl o Coponc sn_osdp

[Em—— -
25002006 220537 Bumene  Craryc Tpancnopta OSDP ouMGKa noRkrsenws: 192.168.124.171:4001 Gl o Copauc srvoscp

Benovars corpers Py -
25002006 220530  Bumsnic  Craryc Tpawcnopta OSDP ouMEKanoRosens: 192.168.124.1714001 Gl o Copauc sr_osdp

Omanca 4 o}

[epeonpenenenne THIIOBOTO BBLICIEHHS KoJa KapThl n3 Wiegand-nochuIkM — /i1l CTOPOHHUX IpeoOpasoBarenei « Wiegand
— OSDPy, uepe3 KoTOpbIE K JMHUH TTOJKIIOUCHBI CIMTHIBATEINH IPpyTHX Ipon3BoanuTeneil. I1o ymonganuro cucrema npume-
HSIET BCTPOCHHBIE NTPAaBWJIA [UIS M3BECTHBIX JUIMH Ka/Ipa; TIepeornpeaeieHue 3a1aércs, korna Gpopmar Kaapa HecTaHIapTHBIN:

* «/l1una xagpa, OMT» — JIMHA IPHHAMAEMOTO Kajpa; 3HaueHune () OTKIIIoYaeT mepeornpeiesieHne (IeHCTBYIOT BCTPO-
€HHBIC NTPaBUJIa), TOMYyCTUMBI 3HaYeHUs 2—64;

* IHana3oH OMT — Kakue OWTHI Kaapa o0pa3yloT KOJ KapThl; HyMepauust OUT HAET ¢ HyJs CIpaBa, OT MJIAJIIIEro; 1o
YMOJTYaHHIO — TIOJIHBIH Ka/Ip;

* JleHTa OMT — HanIsAAHAs CXeMa KaJpa: cTapIiuii OUT cieBa, MapuUTeTHBIE OUTHI ToMedeHb! «Py, OUTBI Koz1a BBIIEIICHBI,
0TOpOIIEHHBIE IPUITYILICHBL; AUAa30H MOKHO 33JaTh IEPETACKUBAHUEM I10 JICHTE.

Huxe pabotaet npoBepka: BBEAUTE CHIPOM KaJp B MIECTHAANIATEPUYHOM BHU/IE WM TIOACTABETE KaJIp MOCIETHETO0 CUNTHIBAHUS
KHOIKOM «B3sTh MOCIEIHIO0 KapTy» — CHUCTEMA MMOKAXKET, KAKOM KO/ KapThl MOTyUUTCS [IPH TEKYLIUX HACTPOHKaX peaaKTopa.
CoxpaHATh PO IS MPOBEPKH HE HYKHO.

CoxpaHeHne H3MEHEHHOTO PO TpeOyeT MOATBEP KACHUS: HOBBIN MPOGIIb MEHAET HHTEPIPETALUIO CIUTHIBAEMbIX KaJ-
POB, 1 KOZIBI KapT, 3aBeAEHHBIE [T0 CTapOMy NMPO(UITIO, IIEPECTaHyT COBMAIATh C HOBBIMU CYUTHIBAaHMSAMH. COXpaHEHHBIE KO
ABTOMATHYECKH HE ITePECUUTHIBAIOTCS — I1EPEXOJ1 Ha HOBBIH ()OPMAaT BBITIOJIHAETCS TIEPEBBIITYCKOM HASHTH(UKATOPOB (paszien
12.6) wii MOBTOPHBIM UMITOPTOM C yKa3aHHEM HHTeprpeTannu (paszen 12.9).

«MuKponporpaMMsel yCTpOHCTB»

Karasor ¢aiinoB MukponporpaMm Ha cepBepe: 3arpyska (aiina (meperackuBaHHEM MM KHOIKOH «3arpy3uTh HOBYIO), yaa-
nenue. Mms daiina kognpyeT IpON3BOANUTETS, MOAETH W BEPCHIO — 10 HEMY CHCTEMa MOAOHPAET MOAXOMSIIYI0 MUKPOIIPO-
rpaMMy JJIsl yCTPOKCTBA. 3aliCh B YCTPOMCTBA BHIIONHACTCS U3 KAPTOUKH YCTPOHCTBA MIIM MAacCOBO omepanueii.

«b3Kan / BoccTaHOBJIEHHE»

PezepBHOE KONTMpOBaHKHE KOHDUTYPALIUK U JAHHBIX CHCTEMBI:

* HACTPOWKHM aBTOMAaTHYECKOTO KOIMMPOBAHUS: «ABTOO3KAN», « BKitouars coObITHS» ()KypHaI B COCTaBe KomuH), «Bxito-
YaTh CEKPEThI» (IIEPEHOC CEKPETOB B cocTaBe konu), «Ilamka backupy, «Xpanuts daitnosy, «Bpems crapray;

* «ITaponp» — pesepBHas xonus mudpyeTcs BEIOPaHHBIM CEKPETOM U3 XpaHmInma «bezonacHocTn; mepexmodarens
«be3 mmdpoBaHmsD cO3MaET OTKPHITHINA (aiii (JUTt H30IHpPOBaHHEIX cTeH10B). [Tapons He oToOpakaeTcs B mHTEpdeEiice;
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* «BKIIIOYaTh CEKPETH» — B KOITHIO MOMAAAI0T BCE CEKPETHI CHCTEMBI (BKIIIOUast KIFOY AKTUBALIMHN ) U MACTEP-KITFOY XPaHH-
ymma. Takas xorus Beerga mugpyercs, Mo3TOMY HaCTPOMKa JOCTYIHA TOJIBKO ITOCIIE TOTo, Kak 3a1aH «Ilapomby. Daiin
C CEKpE€TaMH IOMEYECH B CIIMCKE KOIIHUH TTOMETKOH «COOEPKUT CECKPETHI» — XPAHUTE €TI0 KaK MMapoJib;

* «Cnenatb backup cefiuacy — py4HOii 3amyck;

* BOCCTaHOBJIEHHE: BEIOOD (paita konmu («Briopars backupy). st 3ammdpoBanHoit kormu — Giok «ITapons pesepBHON
KOIIMH»: €CJIU B HACTPOWKAX 3a]JaH I1apoJib, OH IOACTABIISIETCS aBTOMAaTHISCKH; HHAYE BBEIHUTE Napoiib BpyuHyro. ToT ke
OJI0K HCITONB3YETCS TIPH OTKPBITHH 3aIn(POBAHHOTO apXuBa XKypHaia (r1aBa 13). Knonka «BoccTaHOBHTEY 3aIryckaeT
BOCCTAHOBJICHHUE; MTOCIIE HETO0 CEPBUCHI MIEPE3aIyCKatOTCs, MaHesb MOKAa3bIBAET UX COCTOSHHUE JI0 MOJHON T'OTOBHOCTH.
HpI/I BOCCTAHOBJICHUU KOIIUU C CCKPECTaMU CUCTEMA AOIMOJTHUTCIBHO NPEAYIPECANUT: TCKYIIUE CCKPETHI U MaCTEP-KIIIOY
OyIyT repe3anycaHsbl.

[IpaBuia BOCCTaHOBICHHUS, CBSI3aHHBIC C JUIIEH3UeH (TogpooHO — pasnen 17.6):

* BOCCTaHOBUTH MOYKHO TOJIBKO KOITHIO ATOM 7K€ MHCTAJUISIIIMM: KOIIHUSI, CHATAsI C IPYroil MHCTAIUISIIUY (C IPYTUM HJICH-
TU(HUKATOPOM CepBepa JIMLEH3HUN ), OTKIOHAETCS;

* BOCCTAHOBJIEHHE Ha YHUCTYIO, el HE aKTHBUPOBAHHYIO CUCTEMY Pa3pelIeHO — TaK BBINOJIHACTCS [IEPEHOC Ha HOBBIN
cepBep; MOCIie BOCCTAHOBIICHHSI CHCTEMa ITOITPOCHT TIOBTOPHO BBECTH KJIFOY AKTHBAIMH 3TOM MHCTasiuny. Mckiode-
HHUE — KOITHSI C BKIFOYEHHBIM [IEPEHOCOM CEKPETOB: KJIFOY aKTHBAIIMK BOCCTAHABIMBACTCSI U3 KOTIUH, IOBTOPHBIH BBOJ
He TpeOyeTcs.

* 0a3a MaHHBIX TEKYIIUX CECCUI MPUCYTCTBUA WU pabOTHl ¢ 00BEKTaMH J0CTyNa He coxpaHseTcs B Ookam. [locne Boc-
CTaHOBJICHUS CECCUH OYIyT COPOIIICHBI 32 HCKIIOUCHHEM HHUITUUPYEMBIX 000pyI0BaHUEM (HAIIPUMED B3JIOM).

Co3nanue KON ¥ BOCCTaHOBJIEHHE (MKCUPYIOTCS B JKypHase; cOOl pe3epBHOTO KONMPOBAHHUS — COOBITHE KPUTHYECKOH
Ba)XKHOCTH.

«Joctyn mo HTTPS»

Bxitouenne HTTPS 6e3 o6parnoro npokcu: nepeximodarens « HTTPSy», nopr (1o ymomyanuto 8443) u ceprudukar. Cep-
TUUKAT 3arpy’KaeTcs B XpaHUIHIIE cekpeToB KHOMKOH «J{ob6aBute HTTPS ceprudukar B storey» u BEIOHpaeTCs U3 CIHCKA;
craryc noka3siBaeT «HTTPS coxpaneH, oxxunaer npumerenus» u 3ateM «HTTPS nmpunanMaer noaximodenms». VzmeHeHns
xoHpurypanuu HTTPS dukcupyrorces B ayaure.

«anaB.rIeHne cepBucaMm»

Crucok cepBHCOB IIAT(GOPMBI C COCTOSHISIMH U KoMaH#aMu «3amyctutb» / «OctanoButsy / «Ilepesamyctuts»: «Cepsep
na"HBIX», «CepBep goctymnay, «Cepeep OSDP nuamm N» (1 pe3epBHBIC 3K3eMIIIph!). KoMaHabl acHHXPOHHBI: 3apoC (GUK-
cUpyeTcsi B ayauTe, pakTHYECKHH 3aIyCK U OCTaHOBKA — COOBITHSMH TEXCOCTOSHHSI.

Ha maHenu MHCTPYMEHTOB eCTh TaKkke ceKims «Bumeo cepBep» — 31ech 3a1aéTcst apec BUACOCEpBEpa U 3arpyKaeTcs CITH-
cok kamep. [Toka ampec BUmeocepBepa He 3alaH, BUICOUHTETPAIUS CINTACTCS HE HACTPOCHHOM, M BCE CBSI3aHHBIC C BHICO
areMeHTH nHTepdetica (cexums «HabmomeHne» n mMpuBs3Ka KaMep B KapTOUKaX OOBEKTOB JOCTYIIA) CKPBITHI; CaMa CEeKIIHS
«Buneo cepep» octaércs nqoctynHoi. [TompoOHO MHTErpaIus ¢ BUACONOACHCTEMON B TEKYIIEH peJaKIui PyKOBOJICTBA HE
OITUChIBaeTCsl, M OyaeT poctynHa B Omkaiimmx Bepeusx [10.

I'masa 11. O0beKTHI HO0CTYNA

Pabouast obacte «OOBEKTHI JOCTYIA» — pabouee MECTO aIMUHUCTPATOpa IOCTYIA: IOTHIECKHE TOUKH TOCTYIIa, X ITPpaBuiIa
1 omepaTuBHAs KapTHHA «KTO Tae». JIeBwle maHenn obmacti — «OO0BeKTH Hoctymay, « Tekymmuit noctym», « CoOBITHY; Ha
naHenu HHCTpyMeHToB — «lIpaBuia noctymnay, «I11abaonbl moBeaenus», «111abmon BpeMenu goctymnay, « [ [pon3BoIcTBEHHBIH
KaJleHAapby», «MapmpyTe, «Y4ET IPUCYTCTBUSY.

11.1. Tunbl 00bEKTOB 10CTYyNA

OOBeKT HOCTyNa — JIOTHYECKas CyITHOCTD, JIsl KOTOPOH HAaCTPauBaIOTCS IIpaBa, IpaByila U PeKUMbI focTyma. Ero Tum onpe-
JeTsieT BCE OBEICHNE B CUCTEME: KaKUE CIIOTHI U1l 000PYHOBAHUS €CTh Y OOBEKTa, KAKHE PEKUMBI U IIPaBHIIa K HEMY IpHMe-
HUMBI (HanpuMep, nepumerpbl AIIb — y aBepeit u TypHUKETOB, CECCUM — Yy cepBepHBIX HikadoB). OO00pyI0BaHKE ITPUBSI3bI-
BAETCA K CJIOTaM OTACNILHO U IO3Ke: 00BEKT MOXKHO CO3JaTh 10 MOHTAXa, a OKOHEUHbIE YCTPOHCTBAa — 3aMEHUTH 03 oTepU
npaB u ucropun (pasnen 10.4). [IpaBa Bcerna Ha3Ha4alOTCs Ha OOBEKT, a HE Ha KOHTpOIIEp (KaKk B yCTapeBIIMX CHCTEMax
CKY]I) uu cunThIBaTeNb, M BCE PEIICHUS O IOCTYIIe IPUHIMAET cepBep, a He nepudepuiiHas miata koaTpommiepa CKY/I.
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Taxko¥ moaxoz IMO3BOMISAET:

* c037aTh OOBEKT O MOHTaKa 00OPYIOBaHUS;
* 3aMEHHUTh OKOHEYHOE YCTPONCTBO O3 MOBTOPHOTO HA3HAYCHUS MTPAB JOCTYIIA;
* COXpaHHTh HACTPOMKH U UCTOPHIO OOBEKTA IIPU 3aMECHE 000PYIOBaHHS.

Tum o6bexTa BEIOMpaeTCs IPH €ro CO3AaHUH U OTIPEesieT Ha00p PyHKIMOHAIBHBIX CIOTOB, JOCTYITHBIE TAPaMETPhI, PEXKUMBI
1 TIpaBHIIa.

Tun oobekTa Hasnauenne u 0COOEHHOCTH

«/IBepb (BX01/KHONKA)» CunThIBaTENb HA BXOJIE U KHOIIKA BbIXoAa. CIIOTHI:
CUHTHIBATENb, 3aMOK, KHOIIKA BBIXO/[a, JATIAK MOJIOKEHHS
JIBEpH, TATYHK aBapuiHOTO OTKphIBaHus. [lonnepxuBaer
npasuia AIIb u peXuMBI yIpaBleHHUs IBEPHIO.

«JIBepb (BX0A/BBIX01)» [Mpoxoxn no uneHTHdUKaropy B 00e CTOPOHBI; KHOIKA
BbIxoza HeT. CIIOTHI: CYMTHIBATEIH BXOJA U BBIXOA, OOIIHI
3aMOK, JAaTYHK MTOJIOKEHUS IBEPH, TAaTIUK aBapUHHOTO
OTKpBIBaHI. Harmpasienne i 0TBET OnpeaessIIoTCs
cuMTHIBaTeeM npeansBieHus. [lognepxuBaer npasmia
AIIb u pexxuMBbl yIIpaBIeHUS ABEPHIO.

«TypHuxer» OTtaenpHBIE CIOTHI AJISl CUUTHIBATENEH U UCTIOIHUTENBHBIX
MEXaHU3MOB BXO/Ia ¥ BEIXO/A, TaTIUK IIPOXOJIA.
Peructpupyercs pesynsrar: «IIpoxon coBepiény nimu
«IIpoxon He coBepIIEn».

«CepBepublii mkad (1 1Bepb)» CIOTBI: CUUTHIBATENb, 3aMOK, JIATUUK JIBEPU, JATUUK PyUKH.
Pabora yunTbIBaeTCS Kak CECCHsl I0CTyIa — C HavaJoM,
3aBEPIICHUEM U MOCICTHIM MOATBEPKICHUEM.

«CepBepHbiii mikad (2 ABepu)» [epennss u 3amuss nBepu, oot 006EM. Ha xaxxmayto
CTOPOHY — CUHTHIBATENb, 3aMOK, JaTYHK ABEPH, TaTIHK
pyuku. [IpaBo pefictByer Ha mkad nemukoM. OnHa ceccus:
OTKpBITHE JTI000H CTOPOHBI — Havajo; 00e 3aKPBIThl —
3aBepieHue. CTOpOHA B COOBITHH M COCTOSIHUU:
«Ilepennsisy» nnu «3agHssn.

«Iaaroaym» Onna cTperna Ha Bbe3[ ¥ Bbie3l. CIIOTHI: CUUTHIBATEIH
BBE3/1a U BbIE3/1a, TPUBOJI CTPEIIBI, JaTIYUKH NIPOE3/a;
OMIMOHAJIBHO — JaTYUK O0€30HaCHOCTH U JaTIUK
MOJIOXKEHUSI CTpelibl. Pexxum npuBoja v cOCTaB AaTYUKOB
3aaroTcs mapameTpaMu oobekTa. Peructpupyercs
pe3yIbTaT mpoe3a.

[IpaBa moctyma Ha3HA4alOTCS 0OBEKTY, a HE KOHTPOJUIEPY, CUNTHIBATENIIO MIIN IPyroMy KOMIIOHEHTY obopynoBaHus. [locie
IPUBSA3KH KOMIIOHEHTOB 00BEKT HCIIONB3YeTCs U1 00pabOTKH 3allpOCOB JOCTYIIA U PETUCTPALIMH CBI3aHHBIX COOBITHII.
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11.2. Ianeab «QO0bEKTHI JOCTYNA»

GSeenapiec  Mponyera  (ECARTSE)  Xypransi HacTpoiika | OBcnyxusakme  BesonacHocTs 25.09.26 - 22:06:42 | Anmumucrpatop  Beiiiti
O6bekTb gocTyna crucox o6sexro O6bexr goctyna o
Conss HeaxruaHo \
Hassanwe Tun Cocrommme  Pewum  Camss Orpanmuenma Tern Yerpoiicrao
Pexnm Rexyprsi
He ; ATI: Nopwerp ) (Yuar: Ogwonan sona He HacTposHo
Brogwanrpynna  Typwer Rexypusin  Heawrusio sce = B
actpoen Mapupyr: Mpoxon s waw san ) +1 opos
Kabuwer 80 Reeps (sxonfkronka) Rexypusiii Heaxruaro - - -
Hopwa Hopma
Kabuwer Deeps (exopjwonka)  ° Rexypusiii  Heaxraro Menocworp | (Vi Ogwcnan sona focrn ace  —
wegocwoTpa wacTpoeto J
CsoiicTea BXOAHaN rPynna - TypHMK
ATI: Mopusaerp | Mapuupyr: Mpoxon o wau 2an
K Wnar6aym Rexypubiii  Heaxraro ace - Caoiicrso Snaverne Hosoe awavenne
Wapupyr ipesons o
He ot n) (v N, Hassanve Bxomuan rpymna
Maw san Dlseps (axon/abixon) S oo Hexypui  Hearusno sce -
* un TypHnes
 Mopr s 10, anpec
Doepy (xonfowxon)  Hactpoewo  fexypsbi |0 YT Oucnan sona ace n
o Merkn pocryna
MeTkn 42107 AOCTYR NPOnYCKaM ¢ CoBNaRaIOLUANA Teramn
Tekyuwii gocTyn npucyTerame, yenosus, ceccun < =) e
HaxuTe « MeTKa, NTOBI 6HCTPO HASHANHTS CYLUECTRYIOULYIO WIM HOBYIO MeTKY.
Her nepcon sHyTpH nepuwerpon
Mpaswna gocryna. H: Becs ek - C: Becs ek - P: Bec ne
Venoaus aoctyna  ATIE: Mepumerp, Yur: Odvcras 20ra, MapupyT:
Mpwassxa K ycrpoiicTaam croros: 7
Nosenenwe napaverpos: &
Vaanenwe Vaanere oSvexra aocryns
Coberrun ¢ Iy

Kononxku cnucka: «HaszBanue», «Tun», «CoctosiHue», «Pexum», «CBsi3by», «OrpaHudeHus», « Teruy, « YCTpoicTBoO». 3Have-
HUS pa3IMYaroTCs 10 CMBICTY:

+ «CocTosiHUE» — rOTOBHOCTh KoHpurypanuu: «HactpoeHo» (Bce o0s3aTenbHbIE CIOTHI TPHUBA3aHEl), «He HacTpoeHo»,
«HeaktuBHO» (paboTa 00BEKTa OCTYIIA OCTAHOBICHA BPYUYHYIO);

o «Pesxxum» — Texymui pexxuM padotsl: «JlexypHblity, «OTKpbIT goctymy, «OTKpbITa pyuka», «PazomokuposaH(a)y,
«3abnoknpoBaH(a)»; TPEBOXKHBIE PEKUMBI BBIJEIISFOTCS [IBETOM;

* «CBsI3b» — UTOT 110 00sI3aTENBLHBIM YCTPOHCTBAM 00BEKTa: «AKTUBHOY, «Her cBsizn», «HeakTuBHOY;

* «Orpann4enns» — 3HAUYKU HA3HAYCHHBIX NTPAaBUII (IEPUMETPBI, YCIOBUSI, CIIUCAHUE KPATHOCTH);

* «Term» — mepBbie HECKOJIBKO TErOB 0OBEKTA JI0CTYIIA;

* «YcTpoicTBO» — NPUBSI3aHHOE YCTPONCTBO; LIETUOK OTKphIBaeT ero B «Hacrpoiike / OOCiy)KMBaHUNY, BEPHYTHCS K
CHHCKY 00BEKTOB MOJKHO KHOTIKOW BO3BpaTa B 3arojioBke naxeind (pasaen 8.10).

Han crimckoM — mouck u (GMIIBTPHI 10 THITY, COCTOSTHHIO, PEXHIMY, CBS3U, OTPAHUICHUSIM M TETaM.

Co3nanme. Knonka «/[06aBuTh 00BEKT JOCTyHa» OTKpbIBaeT auanor: «Ha3Banue», « YHUKAIbHBIA KOm», «TUI» U METKH
Jnoctyna. [pynmoBoe co3laHue IO CIUCKY yCTpPOMCTB BbimonHsieTcs: B «Hactpoiike / OOcnyxuBanum» — kHomnka «Co-
3[aTh/TIPUBA3aTh OOBEKTHI JOCTYIA TPYIIOi». B CTpoke 3aJar0T KOA WIM Ha3BaHWE, CEPUNHBIC HOMEpa, THII M IIa0JIOH
npuBsi3ky — BpyuHyto wik u3 CSV. [Tociie npoBepku 0ObEKTHI CO3MAOTCS U MPHUBSA3BIBAIOTCS TAKSTOM.

Pe:xuM BbIGOPA BKIIFOYAET MAacCOBBIC ONEpaNny HaJl 00bEKTaMU: Ha3HAYCHUE KaTerOpyH, 3allpeT J0CTYIIa MO YCIOBHIO, MTPHU-
MCHCHUEC LHa6HOHa TMOBEACHU, YCTAaHOBKAa BpEMEHU 10CTYyIIa, METKH, aBapHﬁHoe OTKPBbIBAHUEC, YAAJICHUC.

Maccogast orneparus «ABapuiiHOe OTKPBIBAHME)» BKIIFOYACT WM BBIKIIIOYACT aBapUIHOE OTKPBIBAHHE HA BHIOPAHHBIX 00b-
eKTax: pexuM «BrounThy / «BeIKIOUUTE) U He3aBucHMbie oTMeTKH «Ilo kHomKe (odaiin)» u «Ilo aBapuitHBIM KapTam
(odmaiin)». OOBEKTHI, He TOAICPKUBAIOIIHE OTIepaIHio (TUI 0e3 aBapuiHOTO OTKPBIBAHHSI, HEMIOAXOSIIAST TOMTOJOTHS TIPH-
BSI3KH, MUKpomporpamma Hioke 2.0.0), oTcenBaroTCs U3 CIUCKA ¢ MOSCHEHWEM MpUIHHBI. Oneparysi IPUMEHIETCSI aCHHXPOH-
HO: UTOT CMOTPHUTE B CEKIHH «ABapUHHOE OTKPHIBAHKHE» KaPTOYKU 00bekTa (pasmern 11.3).
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GSeenapiec  Mponyora (LR TRGD)  KypHans HacTpoika | OBCRyxusakue  Be3onacHocts 25.00.26 - 22:06:46 | AmmncTpaTop BT

O6bekrsi gocTyna cnucok oBbexros Aocyna

Maccosbie onepauwu

BLGPaHO 06vexTos AocTyna: 2

Tumisce  Cocromsme:sce  Pexww:sce  Cemabiece  Orpawmuenws: sce

Hasaanme Tun Cocrosmme  Pexum Caass Orpanusenms Tern Yerpoiicrso

He ANG: Nepumerp | Y46r: Oducnas sona
Bxogwanrpynna  TypHuker Hexypusii  Heaxruano sce -
acrpoeno Mapupyr: Mpoxon s waw san ) | +1

(2 Kabuwer 80 eeps (sxon/kHonka) — Dexyphbif  Heakusro - - -

Katuwer . .
Z epb (sxon/konkal exyphsin Hearruaio
8 cnocmorpa Baepy (sxon/xonka) R

Kt Wnar6aym g ) Dexypnii Heakrusro

He Wka 6 pabore ) | Wrarusié gocryn | Y<ér: Paouas sowa
Maw san Hsep (sxoa/esixon) Hexypusii  Heaxruano ace -

. Mop s 10,
wa Hsep (sxon/esixon) Hactpoewo  Hexypwsiii Yuir: Ogmcnan oma sce

enoctynen anpec3

Tekywwmii gocTyn npMCyTCTae, ycnosus, ceccn

HaxMiTe «+ MeTKa», 416 GHCTPO HaZHaSMTS CYLIECTRYIOLIYI0 WM HOBYIO METKy.

TpuMenHTS

G ( Iy

11.3. Kaprouka o0beKTa f0oCcTyna

BepxHuii 0110k KapTOUYKH — OTEPATUBHBIN CTaTyC: «3aaecTBOBATEY», «CBs3by, «Pexum», «CoctostHue». 111 THIIOB ¢ orme-
PaTOPCKUMHE peKUMaMH (IBepb, MKad, U T. JI.) 3IECh )Ke — IPsSMOE YIpaBICHHE peKUMOoM: «Pa30mokupoBaThy (TIOCTOSHHO
OTKPBITHIN OCTYI), «3a0I0KIpoBaThy (3ampeT aocrymna), «COpocuTsy» (BO3BparT B ACKYPHBIH peximM). KoMaHIBI BRITIOTHS-
JOTCS ACHHXPOHHO; CMEHA PEeKUMa TIOATBEPKIAETCS COCTOSHUEM U COOBITHEM KypHasia. KHOMKM pa3oBOTO OTKPHITHS HET:
Pa30BBIil JOCTYIT IPEIOCTABISICTCS 10 HICHTU(UKATODY.

CCKIII/II/I KapTO4KHU:

* «CBoiicTBa» — Ha3BaHHE U THUII, & TAKIKE METKH JOCTyMa: «METKH IAI0T JOCTYII [TPOITYCKaM C COBIIAIAIOIIUMU TEraMu»
— crioco0 BBIZIaBaTh IpaBa Ha TPYIITY 00BEKTOB OMHUM TeroM (Tinasa 3). > Jluisi 3HakoMBbIX ¢ kiaaccudeckumu CKY/L.
Ter 3aMeHsIeT «IpyIIy TOCTyIa» («YpPOBEHb IOCTYIIa»), HO yCTPOEH Hao00poT. B Kilaccuueckoii cucteme rpymia — 3To
CITUCOK TOYCK, 3aIIUTHII B HACTPOWKH KapThl: U3MCHHJICS CIIUCOK — HYXKHO MIEPE3aniChIBaTh KAPThI WK YPOBHU. 31€Ch
METKa KHUBET Ha 00BEKTE: MPOIYCKY BBIIAETCS JTOCTYII II0 TETy», @ COCTAB TPYIIIBI MEHSAETCS Ha CTOPOHE 00BEKTOB —
MOBECHIIM METKY Ha HOBYIO JIBEPb, U BCE MPOIYCKA C ITUM TETOM MONYUHIH e€ aBTOMAaTHYeCKH. J[JIsi TUIIOB 0OBEKTOB
C HAMPABJICHUSIMU TOCTYI [0 TET'y MOXHO CY3UTh KJIACCOM JOCTYIA: HAPUMED, TeT Ha TYPHUKETAX — «TOJIBKO BXO»
WJTH «TOJIBKO BBIXOM» (KJIaCC BHIOMpPAETCS MPH BBIJAUYe MPOITyCcKa, pasaen 12.4). JleiicTByeT mpaBmiIo MPHUOPUTETA: €CJIH
00BbeKT yKa3aH B NMPOIYCKe SIBHO, JUISL 3TOT0 00beKTa PadoTaeT TOJbLKO SIBHOE YKa3aHWe — TCTH Ui HEro He
paccMaTpUBAKOTCS; TET AT JOCTYII JIUIIb K 00BEKTaM, HE MEPEYHCIICHHBIM B MIPOMYCKE HANPSMYIO.

«IIpaBuaa noctyna» — uaeHTUGUKAINS U Bpems Joctyma (pasmern 11.4).

«YcJ10BHSI JOCTYIA» — KaTETOPUH M 3aMPeThl U3 KaTayora mpasui (pasaen 11.4).

«IIpuBsA3Ka K yCTPOHCTBAM» — COOTBETCTBHE CJIOTOB 00BbEKTa KOMIIOHEHTaM yCTPOMCTB (pasaen 11.5).

«IToBenenne» — mapamMeTpsl pabOTHI: BpeMEHA OXKUAAHUS, TPESAYNPEKICHHS; 3aTI0OTHSIOTCS BPYYHYIO HITH Ta0JIOHOM
MTOBEJICHUS; HACTPOUKHA MOXKHO COXPAHHTH KakK MIaOIOH TS OMHOTHUIIHBIX 00BEKTOB. [N Ka)IOTo BXOTHOTO CIIOTa
(«/larunk nBepm», «KHomka BeIxoma» U T. 1.) 3amaércs ¢ar « AHBepcus», mepeBOpadynBaIONINN TPAKTOBKY 3HAUSHUS
BX0J1a, — CIOCO0 MOAKIIIOYUTH JATYHK C IPYyrod MOISIPHOCTHIO 0€3 MmepeHacTpoiiku yerpoiictsa. [1o ymomuanuto diia-
T'M BBIKJIFOYEHBI: KHOTIKH Pa0OTaIOT Ha 3aMbIKaHHE (HOPMAJILHO PAa30MKHYTHIC), JATUMK JIBEPU HOPMAIBbHO 3aMKHYTHIN;
TOra OOPHIB JIMHUK KHOIIKH JBEPh HE OTKPHIBACT, & OOPHIB IMHHUU JaTUYMKA TBEPU YUTACTCS KaK BCKPHITHE. Y YUTHIBAI-
Te 00paTHYI0 CTOPOHY: BKIIFOYEHHAS MHBEPCHS KHOIKHU ITOJ] HOPMAaJbHO 3aMKHYTHIH KOHTAKT IMEPEHOCHT PEaKIHIO Ha
OOpBIB JTMHUH B OTKPBITHE JABEpPH. VIHBEpCHS CIIOTa CKIIAABIBACTCS C IOTOYCIHON MOJISIPHOCTHIO BXO/Ia HA YCTPOHCTBE
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AGRG (paznen 10.4): BkIrou€HHBIE Ha 000X YPOBHSIX WHBEPCHH KOMIICHCHUPYIOT IpyT Apyra. OTae’abHbIC TapaMeTphl:
«3aaepikka 3anMpaHus MO AATYMKY ABepH» (Y TYpHHKeTa — «3aZeprkKa 3alrpaHus 110 JaTINKy IPOX0/Iay) — Iay3a
ot 0 1o 5000 Mc MexTy 3aKpPBITHEM IT0 TATYHKY U 3allUpaHHEM 3aMKa, 10 yMoIdaHuio 0; «ABTOPH30BaHHBI BHIXO/I 10
KHOTKe» (TOJIBKO Y OTHOCTOPOHHEH JJBEPH) — BBIXO] I10 KHOIKE MIEPCOHUPUIIMPYETCS: MOCIIe HaKaTHsl KHOIIKH CHUCTe-
Ma JKAET MPEABSIBICHUS KapThl Ha BXOJHOM CUMTHIBATENE, IIOKa JBEPh HE 3aKPbLIACh, U 3AIIUCHIBACT B JKYPHAI IPOXO
KOHKPETHOTO CyOBEKTa, 110 YMOIYaHHUIO BHIKIIIOUEH; «3BYKOBOI CHTHAJI aBTOPH30BAHHOTO BBHIX01a» — ITOATBEPXKIC-
HHE TPEIBABICHHS 3ByKOM CUUTHIBATEINS, IT0 yMOTYAHUIO BKIIIOUEH.

* «ABapuiiHOe OTKpPbIBAaHME» — HACTPOWKa aBapUITHOTO OTKpBIBaHUS 00BekTa Ha ycTpoiictBax AGRG. Cekmus no-
CTyNHa npu Mukponporpamme Bepcuu 2.0.0 u Bbinie (Ha Oosee paHHeH — 3amnIyllKka ¢ NMPEAJIOKeHHEM OOHOBHUTHCS)
U TIpY TTOJXOJSIIIEH TOIIOJIOTHH ITPUBSI3KU: CUUTHIBATENb M 3aMOK 00BEKTa MOAKIIOYEHB! K OJJHOMY YCTPOWCTBY, M Ha
ycTpoiicTBe He Ooree 0HOTO 00BEKTa ¢ 3aMKaMu. J[Ba He3aBUCHMBIX acniekTa — cTpokH «Ilo kHonke (odumaiin)» n «Ilo
aBapuitHBIM KapTaM (o¢uaitH)»: kogoHka «CoCTOsIHHE» TOKa3bIBaeT TEKyIlee 3HaueHHe U3 0a3bl, B KojoHKe «HoBoe
COCTOSIHHE)» BBIOMPAETCS «BKIIFOUUTHY» / «BBIKIIOYHTEY; TpaBKa coxpaHsercs kHomkamu «CoxpaHuTs» / «COPOCHTHY.
BkJiroyenue «1o aBapuitHBIM KapTam» TpeOyeT aBapHiHBIX HICHTH(PHUKATOPOB Ha 00bEKTe — KapT BUJA «ABapUiiHas»,
He Oonee TpEX (paszesn 12.6); BBIKIIOYEHHE TOCTYITHO Beerna. [IpuMeHeHre Ha yCTpOHCTBO MOATBEPIKIAETCS IXOM: CTa-
TYC CTPOKH ITOKA3bIBACT «IIPUMEHEHOY, «OXKUAaHHE IPUMEHEHUS» UM «OIIHOKa MTPUMEHEHHsD (IPHYMHY CMOTPHTE B
xypHaie). CpabaTeIBaHMs, TPOU3OIIEIINE HA YCTPOICTBE O€3 CBSA3HM C CEPBEPOM, JOEIHKAIOT B )KypHAI MOCIIE BOCCTA-
HOBJICHUS CBsi3H (pazmen 13.1).

GSeenaprec  nponyera (ST  Xyprans HacTpoiika | O6cnyxusakme  Besonackocts 25,0026 - 22:06149 | AgmiHucTpatop B

OBbekTbl gocTyna enucox obbexTos AocTyna 06bexT goctyna

Tunsce  CoctossMe:ace  Pexum:sce  Cosabiece  Orpammdedns: sce

Hazsanme Tun Coctonnme  Pexum Conze Orpanuuenus Teru Yerpoiicrso

Hactpoeso

e N ATI: Mlopumerp ) Yuér: Ogucnas soma _
Bxoara rpynna Typruxer 5 Rexypusiii  Heaxrusio sce - Copocurs  Pas6nokuposars  3aGnokuposars
G MapupyT: Mpoxon s waw san )+

Kabuner 80 Pseps (sxop/xvona) © o BeKypH  Heakrieio - - - Caoiicrea Otwenas soa - Heeps (&

Kabuwer

Neaemorsa Beepy (sropfvonka) [ Rewypusit  Heaxiuaio Megocworp Vi Oguonan sona foc sce —

Hassanve OoucHan sona

«m Wnartaym M e ey Hescruano

Main san [ R—— e Bowypwi Heaxtusno oo ace -

sce x) +Merca
4 Mop nns 10, sapec
[ Nseps (sxoafabixon) Hactpoero Rexypuwii | F YuiT: Ogucnan 3oma sce 5 ° Haxostre «+ Merea:

Tekyuwwmit gocTyn npUCyTCTBMe, yCnoBus, ceccun

Her nepcon BHyTpH nepHierpos.

Mpasmna aocTyna H: Becs Aess - C: Becs ey - P: Becs Ak

Axruasie ycnonua  AxTHBHbIe ceccun Ounaii - O6Hoanero 22:06:41

Yenosu Roctyna Y<T: OfucHas 043

Mpwenaxa k ycTpoficraam cnoTos: 5

ABapuiiHoe OTKpbiBaHue 0 KHONKe +

Mo kwonke (ognaiv)

1o aaapinsns kapram
(oonait)

Mpoekuss ka yeTpoicrao
Bpews orkpuiTHs

Mosenerme napauerpos: 8

Cobuimua \ Yaaneune Yaanenue obtexra aocryna &

M «Ynanex—me» — yAaJICHUC 00BeKTa C Pa3pbIBOM IPHUBA30K.

B kaprouke Taxxe MoxeT ObITh cekius «Habmonenue» (Buneo). OHa 1 ocTaidbHBIE BUICO-2IEMEHTHI KAPTOUKH — MPUBS3KA
Kamepbl M MapamMeTpbl BUeo3anucu B cekimsx «IIpuBsska k ycrpoiictBam» u «IloBeneHrne» — 0TOOpakaroTCsi TOJIBKO MPH
HaCTPOEHHOHN BHJIEOMHTETPAIIMH, TO €CTh IIPH 33JJaHHOM ajipece BuaeocepBepa B cekuun «Buaeo cepsep» padoueit odmactu
«Hacrpoiixa / O6cmyxuBanue» (rasa 10). Cama BHICOMHTETPAIMS B TEKYIIEH PEIaKIMK PyKOBOJCTBA HE ONNCHIBACTCS.

11.4. IIpaBuaa nocryna od0beKkTa

HpaBI/ma o0BeKTa coGpaHm B IBYX COCCAHUX CCKIUAX KapTOUKH: «Hpamma A0CTyna» — H,HeHTH(bHKaHHH " BpeMs JOCTYTIIa,
«YcnoBus JA0CTylIa» — KaTCTOPUU U 3allPCThI. v Ka)KZ[Oﬁ CCKIIMHM CBOW KHOIIKH <<C6pOCI/ITL» n ((COXpaHI/ITB».

NnenTtudukanns U OrpaHNYeHUs:

* «Pexum unenrudukanmny — «Tonbko kapray, «Kapra + PIN», «Kapra + monreepxnenue», «Kapra + PIN + moarsep-
xueHue». Pexxumsl ¢ PIN TpeOytot ycraHoBneHHbIH «[InH Koz moaTBep kaeHUs» Y niepconsl (maBa 12). Pexumsl ¢
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MTOATBEPKICHUEM Pealn3yroT ABOHHON KOHTPOIb IUIS IEPCOH C Mpu3HakoM « TpedyeT monTeepkaeHus» (pasmen 12.3):
I10CJIE KapThl TAKOM NMEPCOHBI CUCTEMA 15 CeKyHA K IET PebABICHUS KapThl HOATBEPHKAAIOILET0 — COTPYAHHUKA C IIPU-
3HaKOM «MOKeT MOATBEPIKAATH» U COOCTBEHHBIM JIEHCTBYIOIIUM JOCTYTIOM K 3TOMY 00BeKTy. OCTallbHbIE MEPCOHBI
MIPOXOSAT PEIKUMHYIO TOUKY Kak 00bIuHyI0: «KapTa + monteepxaeHune» — o kapre, «Kapra + PIN + moarBepxacHuey
— o kapte u PIN. IloaTBep:keHue NeHCTBYET OMMHAKOBO Ha BXoJe U Ha Bbixoje. PIN Ha pexuMHON TOuke BBOJUT
TOJIBKO OATBEPHAAIOIINN — O IPaBUJIaM CTOPOHBI: Ha BbIXoze nepcoHabHblii PIN He 3anpamuBaercs, o3ToMy TaMm
MOATBEPKIAIOIINN TPEABSIBIIAET TONBKO KapTy;

«JlocTym o mpuHYKIAeHHEeM» — ToBeaeHue npHu BBoae PIN mox nmpuHyXIeHHeM (KO, OTINYAIOIIErocss OT OOBIYHO-
ro PIN nocnenneit nudpoii, yBenuueHHOH Ha enquHUILY): «Pa3peren» — Mpoxoj OTKPHIBAETCS BHELIHE HEOTIIMIUMO OT
00BIYHOTO, «3aIpeieH» — B JJOCTYIIC OTKA3bIBACTCS; B 000HX CIIyYasXx COOBITHE IOMEUYACTCS KaK IIPOXOJ MO IPUHY K-
JIEHUEM U MTOTHUMAET TPEBOTY KPUTHUUECKON Ba>KHOCTH.

BpemenHble npoguan (U TUIIOB C pacIiCaHHEM): HEleIbHAs CeTKa JOCTYyTa Mo TpéM npodmisim — «HopmansHOE BpeMs»,
«CoxkpamerHoe BpeMs», «PacmupenHoe Bpems». Kakoit mpo¢mis npuMeHseTcs K KOHKPETHOMY CYyOBEKTY, OIIpENeNsieT ero
npomyck (mone «Bpems goctyna», masa 12); npomycka «be3 orpaHHueHUS» IPOXOAAT KpyriocyTouHo. CeTka 3amnonHsercs
BPYYHYIO WM U3 Ia0JI0Ha BpEMEHH JI0CTYTIa; EPEKIIIoYaTelb « Y YUThIBATh IPOU3BOJICTBEHHBIN KaleH/1aphy BBOAUT OIPaHHU-
YEeHHUE Ha TIOCTYI B BBIXOAHBIC U NTPA3IHUYHBIC THU (HET 0CTyIa) u3 cripaBodHuKa (pasaen 11.7). Texymue npoduimm MOXHO
COXPaHHTH KaK Ma0IIoH.

Karteropum u 3anpets! (ceKuus « YCIOBUS TOCTYIa») — Ha3HAUCHHE 0OBEKTY TOTOBBIX MPaBMII U3 Karanora (paszen 11.6):

* «BxoxuT B Kareropuo» — ydactue oobekra B nepumerpe Allb, ycTaHoBKa HiTH CHSITHE YCIIOBUS ITPU IIPOXOJIE, CICAHHUE
kparHoctu («Kpar: ...»);

* «3amper AocTyna Npy HAIHIUN) — OTKa3 CyOBEKTaM ¢ YKa3aHHBIM yCIOBHEM (yCIOBHE-OIOKHPOBKA);

* «3ampet gocTyna IpHu OTCYTCTBHM» — OTKa3 CyObeKTaM 6e3 TpeOyeMoro yCiIoBus (IOMyCK, HHCTPYKTAX).

11.5. IlpuBs3ka K ycTpolcTBamM

Kaxnprii Tum o0beKTa onpeenseT Habop ¢JIOTOB — (YHKIIHOHAIBEHBIX MECT IJIST KOMITOHEHT YCTPOHCTB: HAIPAMEP, Y ABEPH
— «CunThIBaTENH BXOM», «3aMOK», «KHOIKa BEIX0Ma» (00s13aTenbHbIe), «JlaTanuk qepny, « KHOMKa aBapHUITHOTO OTKPBIBAHUS
(loTIONTHUTENBHEIR); Y TYpPHUKETa — CUMTHIBATEIIH M 3aMKH BXOZ[a M BBIXOA, «JlaTunk mpoxonay; y mxada — «CunuTeIBaTEIbY,
«3amoKk», «/laTuuk nBepu», «laTuuk pyuKm.

PexoMeHIyeMBIil ctoco0 MPUBSI3KH — 10 MIA0JIOHY NPHUBSI3KH: 3arOTOBKE COOTBETCTBHUS «KOMIIOHEHT YCTPOMCTBA — CIIOT
00BeKTay U TUIIOBOW CXEMBI MOIKITIOYEeHHUS (mIabI0OHbI HACTPaWBaIOTCS B CHCTEMHBIX MHCTpyMeHTax «Hacrtpoiiku / O0-
CITyXuBaHUs», raBa 10). B cexiun «[IpuBs3ka k ycTpoicTBaM» Mepexiodareisb « Pexm mpuBsI3Kuy mpejiaraeT madloHbl,
nmoAXoAdIue TUIy O6T)€KTaI npu BI:I60pC ma6n0Ha MpUBA3Ka MO OTACJIBHBIM CJIOTaM 3aMCHACTCSI Ha3HaYCHUEM yCTpOﬁCTB
rpynnam mabnona (cBoxka «Hasnaueno: N u3 My). 111abnoHBl NPUMEHSIOTCS M IIPU CO3/1aHUU OOBEKTOB MO BBIOPAHHBIM
YCTPOMCTBaM, BKITFOYasi TPYNIIOBOE co3nanue (pazaen 11.2): momxomsumii mabioH HOACTABISETCS aBTOMATHYCCKH, Py4YHas
NPUBS3KA PH ITOM CKPBITA.

PexxnM «BpydHyI0» — ansTepHaTHBA [T HETHITOBBIX CXEM: JJIS KaXKIOTO CII0Ta BEIOMPAETCsI KOMITOHEHT YCTPOICTBA C IMHUH.
CoOpaHHY0 BPyYHYIO CXeMY MOXKHO COXPaHHTh Kak Ima0ioH («CoXpaHUTh TEKYILIYIO HPHUBSI3KY Kak IIaOJIOH»); CIOKHBIC
CIeLMalIN3UPOBaHHbIE IPUBSA3KHY, 0 MAOIOHY HE PEJaKTUPYIOTCSL.

I'ne BoImostHsieTcst npuBs3ka. COOTBETCTBHIE «KKOMIIOHEHT YCTPOHCTBA — CIIOT 00BEKTa» — OfIHA U Ta XKe OIeparys, JOCTyII-
Hasl U3 HECKOJIBKUX MECT; BEIOMpaNTe TO, UTO OIMXKE K TEKyIel 3aade:

* KapTo4ka o0beKTa AocTyna, cekuus «lIpuBsa3ka k ycTpoiicTBaM» (3TOT pa3zien) — KOIja OTIpaBHas TOUKAa — OOBEKT:
HacTpoiKa HOBOH ABEPH, 3aMEHA CXEMBbI ITOJKIIOUECHHUS;

* KkapTouka ycrpoiicrBa B «Hactpoiike / O6cmysxuBanuny, cekuus «IIpussizka k o0bekTam qoctynay (rasa 10) — korna
OTHpaBHas TOYKAa — O00OPYyHIOBaHKE: HHXEHEP BUANT KOMIIOHEHTHI yCTPOWCTBA M MOAKIIOYAET UX K CII0TaM 0OBEKTOB;

* kHonka «Co31aTh/MpUBA3aTh 00BHEKT AOCTyNa» B 3arojioBke nmanenn «O0opynoBaHHe» (MKOHKA 00BEKTa AOCTyHa,
aKTUBHA IIPU BEIOPAaHHOM yCTpOiicTBE) — auajor ¢ pexumami «Co3aare» (HOBBIM OOBEKT C MPUBA3KON 1O MIAOIOHY
uu BpyuHy1o) u «l[IpuBszate» (cyuiectBytomuii 00beKT). Eciiu ycTpoHCTBO yrke MPUBSA3aHO, TUANOT mpeiaraeT «Or-
BSI3aTh» — C MTOJTBEPXKJICHUEM B IIPABOH MAHENH; caM O0BEKT JOCTYIIA IPH OTBSI3KE COXPAHAETCsl, PA3pbIBACTCs TOIBKO
CBs3b ¢ ycTpoicTBoM. [Toka ycTpoiicTBO IpUBSA3aHO, CO3aHUE U ITPUBSI3KA 10 HEMY HEJOCTYIIHBI;

* MaccoBble onepanuu nanean «OdopynoBanue», cexnus «Co3aare/mpuBa3aTh 00bEKT gocTyna» (pasmen 10.5) — co-
3[aHME U MIPHUBA3KAa 00BEKTOB MO BEIOPAHHBIM B CITUCKE YCTPOHCTBAM;
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* rpynmnoBoe co3nanue — kHorka «Co31arh/puBsa3aTh 00bEKTHI IOCTYIA rPyNnoi» B nanenu «Odopynosanue» (pasmen
11.2): makeTHOE CO3MaHME M MIPHUBS3KA MO CHICKY CTPOK CEPUHHBIX HOMEPOB YCTPOUCTB mwiH ¢aitmy CSV.

Bo Bcex MecTax AeHCTBYIOT OZHU U Te e Ia0IOHBI IPUBS3KH U3 CUCTEMHBIX HHCTpYMeHTOB «HacTpoiiku / OOcmyXxuBaHus»
(r1aBa 10), a pe3ysbTaT OJMHAKOBO OTPAYKAETCS B COCTOSIHUM 00BEKTa U (PUKCUPYETCS B JKypHAJIE.

B kaproukax 00beKTa M YCTPOHCTBA MPHUBSI3KY MOXKHO COXPAHSTH IO IIAraM, C HEMOIHBIM HA00pOM 00s3aTeNIbHBIX CIIOTOB:
MIPOMEKYTOYHBIN PE3yNBTAT COXPAHSIETCSI, BKIIOUAst CHATHE y)Ke CICIAaHHOMN MPUBSI3KH. MaccoBbIe OMepaIiu CTPOKE — rpyTi-
TOBOE CO3/IaHHE U TIPUBS3KA TPEOYIOT IMOJIHOTO Habopa 00s3aTeIbHBIX CIIOTOB CPasy.

OTO KacaeTcss U CMEHBI PeXHUMa, KOTOPBIII MEHSIeT COCTaB 00sA3aTeNbHBIX CIOTOB: HAllpUMeEp, PeXKUMa JaTIMKOB MIPOXoja y
nuiarbaymMa WM TypHUKeTa. B kaprouke o0beKkTa Takol peXUM COXpaHSETCs Cpasy, AaKe €CIM CTaBIIHe 00s3aTeIbHBIMU
KOMITOHEHTHI €II€ He MPUBS3aHbl, — CEKIHs TapaMeTPOB MOKA3bIBAET XKENTOE MPEIYNPEXICHHE CO CIIMCKOM HEJIOCTAIONINX
MIPUBSI30K, M OHO MCUE3a€eT, KOTa Habop BOCCTAHOBIEH. B MaccoBBIX onepanusx (TakeTHOE MPUMEHEHHE a0I0HOB MTOBEIE-
HUS ¥ BPEMEHH) Ta Ke CMEHA PEXHMMa IO-TIPEKHEMY OTKJIOHSETCS C OIIHOKOM.

IMoka 06s13aTeNbHBIE CTIOTHI HE MPUBA3AHbI, 00BEKT 0CTAETCS B COCTOSIHIM «He HacTpoeHO» U He yIpaBisieT COOTBETCTBYIOIIAM
000pyIOBaHHEM.

11.6. KaraJjior npasu.: ycjoBusi, nepumerpbl AIIb u cniucanue kpatHocTH
CCKHI/ISI «HpaBI/IJ'Ia AO0CTYINA) MaHEIU NHCTPYMEHTOB — eﬂI/IHbIﬁ KaTaJior mnpaBujl, Ha3HAYa€MbIX 00BEKTaM.

Jns 3HakombIx ¢ kiaaccmyecknvu CKY/L. B knaccndecknx cuctemMax aHTHIIACCOSK M TOAOOHBIE OTpaHIMYCHHS
— 9T0 (harm B HACTPOMKAX KOHTPOJUIEPa, IPUBSI3aHHBIE K KOHKPETHOH IUIaTe. 31eCh MPaBIiIo — WMEHOBaHHAS
3ammuch B 00IeM KaTaiore, KOTopas HazHadaeTcsl 00bEeKTaM Kak METKa: OJIMH MEPUMETP MOXKET OXBaThIBaTh JABEPH
Ha pasHbIX JIMHUIX U KOHTPOJUIEPaX, OMHO YCIOBUE — MPOBEPATHCS HA JTFOOOM YHCIIC TOYCK, OHO MPABUIIO KpaT-
HOCTH — JICWCTBOBATh HA BCEX BXOJax 37aHus. [IpaBuiio co3aaércs ofuH pas, a 00BEKThI «BXOIST» B HErO; BCA
JIOTHKA BHIMTOJTHACTCS Ha CEpBEPE, IOATOMY COCTaB YIaCTHHKOB MEHsETCs Oe3 IepeHacTPOHKH 000pyIOBaHHS.

YenoBue — MMEHOBaHHBIN MPHU3HAK CyObekTa (Hampumep, «MHCTpyKTax mpoiaen», «Jlomyck B cepBepHyO»). Y yCIOBHA
3aJ1al0TCsI CPOK IEHCTBUS B MUHYTaxX (MJu 0€3 cpoKa), ONMcaHue U HaNPaBJieHHble TPUTTEPbl — KaK YCJIOBHE BeIET ceOs Ha
06’beKTaX, BXOIAIIUX B €0 KaTCropHIo:

* «CTaBUTH IMO» — «IIPOXOAY/IOCTYILY», «BXOIy/HadaIy OCTYIIay WIN «BBIXOIY/KOHITY JOCTYIIa»: KOTra CyObEeKT COBEp-
IraeT ykazaHHOE IBIKEHHUE Yepe3 00bEKT-«KaTerophioy, YCIOBUE yCTaHABINBACTCS;

+ «CHHMATB 110» — «HE CHUMATh WJIM OWH U3 TEX JKe TPEX TPUTTEPOB: 0OpPaTHBIN TPUTTEP, ABTOMATHYECKH CHIMAIOIIHH
YCIIOBHE.

[Moamucn TpurrepoB NBOWHBIE: ISl HPOXOAHBIX OOBEKTOB JEHCTBYET IEpBasi YacTh («IPOXOMY», «BXOMLY», «BBIXOIY), IS
CECCHOHHBIX — IIKa(oB — BTOpasi: BMECTO IpoXoza y mKada ceccus J0CTyIa, TO3TOMY «BXOA» ISl HETO — Hadallo J0-
CTyTIa, «BBIXO[» — OKOHYaHHUE JOCTYTIA, & «IIPOXOI» cpabdaThIBacT Ha 00EHNX rpaHUIax ceccuu. Ha mpoxomHbIx 00bekTax «I1o
BXOIy» H «II0 BBIXOY» Cpa0aThIBatOT TONBKO Ha CUMTHIBATEIISAX C 3aJaHHBIM HAIIPaBICHUEM; «IIO IIPOXOY» — Ha JF000M MOz~
TBEpKAEHHOM npoxoze. Ecii Ha ogHOM COOBITHH COBIAIM YCTAHOBKA U CHTHE, YCIIOBHE ycTaHaBnuBaeTcs. Cpok AeiCTBHA
MIPOJOJDKAET PadOTaTh KaK CTPAaXOBKa: YCIOBHE UCTEUET caMo, Jaxke €CiM BBIXOX He OblT 3adukcuposaH. [lapa Tpurrepos
MO3BOJISIET CTPOUTH MIPAaBUIA IPUCYTCTBUS: HallpuMep, yciaoBue «Haxoqures B nexe» CTaBUTCA 1O BXOAY Yepe3 MPOXOTHYIO
11exa, CHUMAaeTCs 110 BBIXOLY, a IBEPH OIACHOM 30HBI TPEOYIOT €T0 HAIMYHSI.

YcinoBue MOKHO:

* YCTaHaBJIMBATh U CHUMaTh aBTOMAaTUYECKH IIPU MPOXOJIe Yepe3 00bEKT-«KaTerOpHio» (TPUITEPHI BHIIIE);

* TpeboBarh («3amnper AOCTyNa NpH OTCYTCTBUU») WK 3amlpeniarh («3ampeT J0CTyna Ipy HaJIUYUn») Ha APYTUX 00beK-
Tax;

* YCTaHaBIMBATh M CHUMATh BPYYHYIO B KapTOUKE IIEPCOHBI (I1aBa 12).

Hepumerp AIIB — 30Ha ¢ 3aPETOM IMOBTOPHOTO MPOXO/Ia: OOBEKTHI-YIACTHUKH 3a/1al0T BXOABI M BBIXOJBI, CHCTEMa OTCJIe-
JKMBaeT NPUCYTCTBHE CyObekToB BHYTpH. [lapameTpsl nepumerpa:

* «PexuM HapymeHusD»: «KEcTKMiA (3arpeT)» — MOBTOPHEIHA BXOJT WIIH BBIXO]T 0€3 BX0/1a 3anperarTcs; « Msarkui (ToIbKo
XKypHaJ)» — MPOXOJl pa3pelacTcsi, HapyleHne Gpukcupyercs;

* «3azepKKa MOBTOPHOTO BXOJa, CEK» - BO3MOXKHOCTh 3allPOCHTh IOBTOPHBIN IPOXOJ B TEYEHHH KOPOTKOTO BPEMEHH,
€CJIM HalpHMep OTKPBLT JBEPh HO HE MOIIE U 3aKPBLT;

46



* «3anper BbIXOJa M0 BHYTPEHHEH KapTe» — BBIXOJ] U3 MEPUMETPa TOJIBKO 1O OOBIYHBIM KapTaM (3alura OT nepeaavn
BHYTPEHHHX KapT);
° ((ABTOC6pOC, MHH» — aBTOMAaTHYCCKasd OYUCTKA NPUCYTCTBHUA IO UCTCUCHNUHN 3aJaHHOI'O BPEMCHU.

CroucaHde KpaTHOCTH — IIPABUJIO, IPEBPANIAOIICe TTOATBEPKAEHHBIN MPOXO0/ Yepe3 00BEKT B CIHCAHKIE OJHOTO MPOX0/a
U3 KpaTHOCTH npomycka (mumuta «N u3 My, raBa 12). V npaBmiia 3a1arotcs Ha3BaHUe, «JIbroTHOE OKHO, MUHY U OIIHCAHHE;
Ha 00BEKTE OHO OTOOpakaeTcs MeTkoi «Kpat: Ha3BaHHe)» B O1oke «BxomuT B kateroputoy. [IpaBHiIo mpUMEHUMO TONBKO K
THTIaM 00BEKTOB C TIOATBEPKIAEMBIM MPOXOAOM (ABEPH 000X THUIIOB, TYPHHUKET, IIIIar0ayM).

JIbroTHOE OKHO 3a):[aéT, Korga UMEHHO CITUCBIBACTCA MMPOXOA MMOCJIC BXOJa. Ilonuas noruka:

* BXOJ uepe3 00BEKT C MPaBHJIOM HauMHACT BU3UT: CUCTEMa XKJIET BBIXO/Ja B TEUEHHUE JILTOTHOTO OKHA, CHHCAHMS B 3TOT
MOMEHT HET;

* BBIXO/ B IIpeJejaX OKHA CIMCBIBAET OAMH IIPOXOJ — BHU3UT OIUIAYEH IIPU BBIXOZE;

* OKHO HCTEeKJIO PaHbllie BHIX0/1a — IIPOXOJI CIIMCHIBAETCA aBTOMAaTHYECKH 110 UCTEYEHUH OKHA, JaXKe €CIIN CyOBeKT emmé
BHYTpPU HJIM BBIIIEN He3a()MKCHPOBAHHO;

* BBIX0] 0e3 3a)UKCHPOBAHHOI0 BX0Ja HIUETO HE CIIUCHIBACT;

* IIpHU JIBTOTHOM OKHE «0» Ka)KIbIi BXOJ CIIMCBIBAETCS IOYTH CPasy;

* OZIMH BXOJ] CITMCBHIBAET HE 0OJIee OTHOTO IMPOXOAA: TIOBTOPHBIE CUTHANIBI M TOHKA «BBIXO/l OAHOBPEMEHHO C HCTEIEHUEM
OKHa» IBOMHOTO CIIMCaHMs HE JAIOT.

KpatHocTh mpoBepsieTcs MpU KaXJI0M PEIISHUH O JOCTyIe HAa BXO/: MPOIIYCK C UCUEPIaHHON KPaTHOCTBIO TOCTYIa Ha BXOJ
He nony4aeT. Beixoa pa3penién Beceraa, 1axe MIpu HCUEPIaHHOM KPaTHOCTH, U KBOTY HE IPOBEPAET — MHAUE MOCIe CIIUCaHUS
110 OKHY ObLTO OBI He BEIHTH. Kaxkoe crincanne pukcnpyeTcs B )KypHaje OTAeIbHBIM coObITHEM ¢ MoMeHTOM («[Ipn BEIxome»
/ «Ilo ucTeueHNN TBIOTHOTO OKHA») M OCTaTKOM IIPOXOJIOB.

IIpomycka 6e3 KoHEeUHOTO CUETYNKA (OE3MTUMUTHBIE) MPABUIIO HE 3aTparuBaeT: BXO/A 110 HUM HE OTPaHUYMBAETCS U CIIMCAHUN
He co3na€t. [IpoBepka Ha BXOJ€ UCIIONB3YET AOCTYIHBIM OCTATOK — 3alMCAHHBIN OCTATOK 3a BBHIUETOM CIIMCAHUH, KOTOPHIE
yIKe IPOU3OIILTH, HO eII¢ He IEPEHECCHBI B CYETYHK, — ITOITOMY U CITHCAHUE, U ITOTIOTHCHHE KPaTHOCTH (TaBa 12) 1eHCTBYIOT
HA peIIeHNe O JOCTYIIe HEMEIICHHO.

MapupyT — HMEHOBaHHBINH HA0OP MPOXOJHBIX O0BEKTOB JJOCTYTIA, YePE3 KOTOPHIE MPOITYCK MOMYYaeT JOCTYI, Kak OyATO eMy
BBIJIaH TET Ha BCE TOYKH MapIIpyTa, HO 0e3 KJIACCOB «BXOJ/BBIXO» M 0€3 NPUBSI3KH K HANPaBJICHUIO CUNTHIBATENsL. MapiipyT
Ha3HaJaeTcs Ha MpoIyck (1aBa 12); Ha 00beKTe oToOpaxaeTcs MeTKol «Mapii: <Ha3BaHHe)>» B O10Ke « BXOIUT B KaTeropuioy.
Karanor mapupyros — pasaen 11.10.

Yuért npucyrcrBus (YPB) — HaOmonaTeIpHBIN MEXaHU3M pab0odero BpeMeHH: (PUKCHUPYeT HHTEPBANIbI «BPEMs B 30HE» WITH
«BpeMsl CeECCUU» JJIA TIEPCOH, SBHO BKIIIOUEHHBIX B 30HY. Ha pemienue o qoctyne He BausieT. beik «Yu: <Ha3BaHue»» cra-
BUTCSI Ha ITPOXOHBIC OOBEKTHI U MIKA(BI; YWICHCTBO MEPCOHBI 331aéTCs B KAPTOUKE EPCOHBI (1aBa 12). 3akphITHE HHTEpBaIa
ITUIIET COOBITHE B )KypHAN (IOMEH «YUET mpUCyTCTBUs», maBa 13). Karanor u Mmonutop — pazaen 11.11.

11.7. IIpou3BOACTBEHHBIN KaJleHIAPb

Cexnus «[Ipou3BOACTBEHHBIH KaleHAaphy MaHeId HHCTPYMEHTOB — CIIPABOYHUK THIIOB JTHEW 1o rogam: «Pabounii», «BbI-
xonHoW», «IIpazaauky, «CokpaieHHbiy. KaneHnnaps royia 3arpyaercst U3 OTKPBITHIX BHEITHUX HCTOYHUKOB TPH HAIUYNUU
naTepHera (nposaiiaeps! isDayOff u xmlCalendar myOnuxyioT npunsATHIH B Poccun npon3BoAcTBeHHBIH KalleHIaph) U Ipa-
BUTCA BpyuHyt0. Korna ceTp HeocTymHa, Toj] 3a0NHseT npoBaiiaep « CreHepupoBaTh»: cy000Ta U BOCKPECEHBE CTAaHOBSTCS
BBIXOJHBIMH, Pa3IHIKOB HET — MPA3JHUYHBIC U IEPEHECEHHBIE THHU aMIUHUCTPATOP OTMEUAET BPydHYH0. OOBEKTHI C BKIIIO-
4EHHBIM Y4ETOM KaJeHIaps MPUMEHSIOT €T0 B MpaBmiIax foctymna (pasaen 11.4): amst BBIXOIHBIX ¥ IPa3AHUYHBIX JTHEH TOCTYTI
HE pa3pelraeTcs.

11.8. Ianeap «Texkymmii rocTym»
OnepatrBHast KapTHHA B TPEX BKJIAJKaX (OOHOBIISIETCS aBTOMAaTHYECKH, CTATYC COCAMHEHNS MTOKa3aH B 3ar0JIOBKE):

* «IIpucyrcTBHe» — KTO ceifuac BHyTpu Kaxkzaoro nepumerpa AllB: mepcona, Bpemst Bxona, o0bekT Bxoaa. KHonkn
«Copocuts pucyTcTBHE) (110 TIepcoHe) 1 «COpocuTh Beey (TI0 IepUMETPY) BEITIONHSIOT orepaTtopckwuii copoc AIIb —
HarpuMep, OCe 3BaKyaluy win c6ost yuéra;

* «AKTHBHBIE YCJIIOBHS» — y KOTO KaKH€ YCJIOBHs ICHCTBYIOT U JI0 KAKOTO BPEMEHH; YCIOBUE MOXKHO CHSITh;
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* «AKTHBHbIE CECCHH» — OTKPBITBIE CECCHHU JIOCTYIa 00beKTOB: 00bekT, Tul ceccun («Cepuc mkada», «OTKPHITO
oTIepaTopom», «3a0JIOKHPOBAHOY), TIEPCOHA, IITUTEIHHOCTH. KHOMKa «COPOCHTE ceccrioy MPUHYAUTENHFHO 3aBepIaeT
CECCHIO — HaNpHMep, €CIIA HHKCHEP YIIEN, HE 3aKPhIB IKad) IITaTHO.

COpochl (GPUKCUPYIOTCS B )KypHAJIE C OlIEpaTopOM-HHUIIMATOPOM.

11.9. ITanear «CoObITHA»

[Tanenps nokasbiBaeT cOOBITHSA AOCTYNA M ayAUT 0OBEKTOB: pemieHus «Paspemenoy» / «3amperieHo» ¢ MpUYnHOM, U306l
ceccuil, HapylIeHHUs, a TaKKe N3MEHEHHSI HACTPOEK OOBEKTOB C IEpeyHeM M3MEHEeHHH «Obiio/crano». [IpnunHa peneHus
TIOKA3bIBACTCS B CTPOKE COOBITHS M B KapTouke, HanpuMmep: «PaspenieHo 1o npormycky», «PaspelieHo ¢ moaTBep KIeHUEM,
«Jocryn 3anpemén: HeT npaB Ha 3TOT 00bekT», «HeBepHsiit PIN-kom», «3amper MOBTOPHOTO MPOX0a: MOBTOPHBIN BXOI»,
«JlocTym 3anmpemén: BHE pa3pelméHHOro pacucanus», «JlocTy 3anpemén: HepaOodrii IeHb 0 TPOU3BOICTBEHHOMY KaJIeH-
napto». [IpoHnkHOBeHHe Oe3 npaBa B OTKPBITYIO 1Beph (paszen 4.3) dukcupyercs TpeBoroi «IIpoxox 6e3 paszperueHus.

[epexitouarens «BriOpaHHBIE» Cy)KaeT JICHTY 10 BHIOPAaHHOTO 00BEKTa — €ro COOBITHS J0CTYyIa U UCTOPHS M3MEHEHHUH B
onHoit nenre. [IpuéMel paboOTHI ¢ TeHTOH — B TIaBe 8.

11.10. Karanor « Mapmpyrb»
Cexnus «MapmpyTb» NaHEIH HHCTPYMEHTOB — KaTaJor UMEHOBaHHBIX MapIIpyToB. MapHipyT Ha3HauaeTcs:

* Ha MPOIYCK — B TAJIOTE BEIIAYU U B KapTOUKE IPOITyCcKa (CIIMCOK MapIIPyTOB MPOITYCKa);
* Ha 00BEKT JI0CTyIa — METKOH «Mapii: <Ha3BaHue»» B Ooke « BxonuT B kateropuio» (paznen 11.6); momycTUMO TOJIBKO
Ha MPOXOAHBIX THIIAX (BepH 00OUX THUIIOB, TypHHKET, ILIaroaym).

B xaranore 3aatoTcsi Ha3BaHUE U onKcaHue. MapHpyT MOXKHO Ha3HAUUTh UM CHATh MacCOBOM onepanue « YcTaHOBKa Mapl-
pyTa» Ha BEIOpaHHBIX 00bEKTax. YlaJIeHHE 3allMCH U3 KaTaiora He CHIMaeT METKH ¢ 00bEKTOB M ITPOITyCKOB — OHH OCTAaHYTCS,
HO CCBIJIKa Ha Karajor OyJeT moTepsHa.

11.11. Karajor «Y4éT npucyrcTBus»
Cexkuns «Y4€T NpHCYTCTBHS» MTAHEITH HHCTPYMEHTOB — KaTaJIoT OeH kel yuéra pabodero BpeMeHH.

KaraJuor. [{ns xaxaoi 30HbI 3a/1at0TCsl Ha3BaHUE, onrcanne U « TaltMayT 3aKpbITHS, CEK» — Yepe3 3TO BpPeMsl «3aBUCIIHID)
WHTEPBaJ 3aKPHIBAETCS] aBTOMAaTHYECKU M TIOMEYAETCS B )KypHase Kak HeIOCTOBEPHBIH (@ = HE 3aKphIBATh 110 TaliMayTy). 30Ha
Ha3HA4YaeTCs:

* Ha 00BEKT — METKOH «YU: <Ha3BaHUE»» (IIPOXOJHBIC OOBEKTHI U MIKA(HI);
* Ha IIePCOHY — CEKIHMsA « YUET IPUCYTCTBHSD) B KAPTOUKE IEPCOHBI (IM1aBa 12): HHTepBabl ULy TCS TOJABKO IS IEPCOH
C SIBHBIM YJIEHCTBOM B 30HE.

VYuér npucyrcrBus He 3amensieT nepumeTp AIIb (pasnen 11.8): AIIb moxer 3anpemars nocryn, YPB — tosibko Habmonaer
BpeMsL.

I'masa 12. IIponycka

Pabouas oonacts «I[Ipomycka» — pabodee MecTo Or0po MPOIYCKOB: TIEPCOHBI, UACHTH()HUKATOPHI U BbIZa4a MPOMYCKOB. JIeBbIe
nmaHenu oomact — «IIpormyckay, «CoObITus», «neHTHGUKATOPBD; HA MAHETH HHCTPYMEeHTOB — «I11abIoHBI OCTYIOBY,
«1abmoHbI HICHTUPUKATOPOBY, «J[OMOTHUTENBHBIE OIS IEPCOHATAY, K ABTO-OUYHUCTKAY.

12.1. KnroyeBoii NPUHUMIL: POMYCK — JOKYMEHT

Jas 3nakombix ¢ kiaccndeckumu CKY/L. B knaccuueckoii cucreMe J0CTy ONUCHIBAETCSA KYPOBHEM AOCTYIay,
TIPUCBOCHHBIM KapTe: KapTa U €CTh IPaBo. 31eCh MMPaBO — 3TO MPOMYCK: CAMOCTOSTENEHBINA TOKYMEHT, KOTOPBIT
OTBEYaeT Ha BCE BOIPOCHI O JIOCTyINE pa3oM — koMy (TepcoHa), yem (TpUBSI3aHHBIC MACHTU(HUKATOPHI), KyOd
(0OBEKTHI OCTYIA U TETH), Koeda (CPOK M BpeMsI IOCTYTIA) U ckoabko pa3 (KpatHocTh). Kapra — numis onuH u3
UAEHTU(HUKATOPOB, IPUBSI3AHHBIX K MPOITYCKY; Y TIEPCOHBI MOXKET OBITh HECKOJILKO IPOITYCKOB C Pa3HBIMHU IpaBa-
MU U CPOKaMH OHOBPEMEHHO. POJIb « TUMOBBIX YPOBHEH AOCTyIa» UTPparoT MAGJOHbI JOCTYNOB (pazaen 12.5) —
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3arOTOBKH NPOITYCKOB, a TIPEBAPUTEIILHOE COMIacoBaHue o(hopMIIsieTcst 3asiBKoi (pasnen 12.4) — DOKyMEHTOM,
PE3epPBUPYIONINM HOMED A0 (haKTUIECKOH BBIJATH.

IIponyck B cucTeMe yCTpOEH Kak JOKYMEHT CTPOIrOil OTYETHOCTH:

* HOMep IIPUCBAUBACTCS CEPBEPOM U HUKOI/A HE IEPEUCIIONB3YETCS;

* TI0CJIE BBIIA4YM U3MEHEHHUIO MOIIEXKAT TOIBKO: MIPOUIEHHE CPOKa (1aTa OKOHYaHUS — TOJIBKO IO3KE), TIOTIOTHEHUE Kpart-
HOCTH, IIPUBSI3Ka M OTBSA3KA HICHTU(HUKATOPOB, COMPOBOXKJAIONINN M COCTOSHUE (IPHOCTAaHOBKA U BO3BPAT B ACHCTBHUE);

* IIEpCOHa, JaTa Hayala, BpeMsl JOCTyIa, HA0Op OOBEKTOB M TETOB BBIAAHHOTO MPOIYCKa He MEHSAIOTCSl — €CJIH JTOCTYII
HY’KE€H JIPYroH, BbIAAETCSI HOBBIM MIPOITYCK;

* Kak/10€ JAEeHCTBHUE C MPOIYCKOM (UKCHPYETCS B )KypHaJIe ayanuTa.

12.2. laneas «IIpomyckay
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[Tanens «IIpomycka» npenqHasHadeHa U1 IPOCMOTpa MEPCOH U NPOITyCKOB, TIOMCKA 3alTUCeH, CO3AaHuUs IEPCOH, BBIIAYH IIPO-
ITyCKOB U BBIMOJIHEHUS] MACCOBBIX ONEpaIUH.

PexxumMbl oTo0pakeHust
INepexitouarens «Ilo mepcoHaM» N3MEHSET COCTAB CIIUCKA:

* nepexiroyaresns “TIpormycka” akTUBEH — KaXJ1as CTPOKA COOTBETCTBYET OTJCIbHOMY IIPOITYCKY;
* nepekiroyarenb “TlepcoHbl” aKTUBEH — KasK/1asi CTpOKa COOTBETCTBYET MEPCOHE, BKIIIOUAs IEPCOH O€3 IPOITYCKOB.

B crmcke 0T06pa>1<a}0Tc;1 KOJIOHKH:

* «Homep»;

* «Ilepcona»;

* «IIpomyck»;

* «O0BbeKTHI JOCTYHAY;
* «MpenTuduxaropn»;
* «CocTostHUE».

B xononke «IIpomyck» otoOpaxaercs KpaTkasi HHOPMAIKS O CPOKE U COCTOSHHUM MPOITyCKa, HAIlpUMep:

* JIEUCTBYET 1O ... - emé N au»;
* «3akoHumiIcsa N IHEH Hazany,
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* (IPUOCTAHOBJICHY;
* «OeccpoIHOY;

* «3asBKay;

* «HE BBIJAH».

3Hauok «24/7» 0003HaYaeT NpOoIycK 0e3 OrpaHNYEHHH 110 BpeMeHH JlocTyma. UToObl MPOCMOTPETh TOUYHBIE JIaThl ICHCTBHS U
poQuiTb BpeMEHH JOCTYTIa, HAaBEUTE yKa3aTelb Ha SUCHKYy.

B xononke «CocTossHHe» 0TOOpa)kaeTcsl TEKYILEEe COCTOSHHUE NMEPCOHBI: «AKTHBHAY», «HeakTnBHa», «3a0I0KMpOBaHa» WU
«B uepHOM cricke».

OTolpaikeHne HECKOIBKHUX NMPOMYCKOB

B akTtupHOM peKUMC «[lepcom,l» KOJIOHKa «HOMep» COACPKUT HOMEPA MEPBLIX ABYX IMPOITYCKOB IIEPCOHLI. Ecnu TPOITYCKOB
6OHBH.IG, pAaaAOM OTO6pa)Ka€TC$I 3HAYOK «+N». HaBGI[I/ITe Ha HET0 YKa3aTcjib MbIIIH, Y4TOOBI MMPOCMOTPETHL OCTAJIBHBIC HOMEPA.

Cpok neiicTBUS U OOBEKTHI JOCTYIa B CTPOKE MEPCOHBI OTOOPAXKAIOTCS TI0 OAHOMY IIPOITYCKY, BRIOPAHHOMY TIO CIEAYIOIINM
MIpaBUIIaM:

1. Ecmu ecTpb aeiicTByIOIIME MPOITycKa, TO 0TOOpakaeTcs MPOIYCK ¢ Onvpkaiimen 1aroll OKOHYaHusI.

2. Ecmu neficTBYIOMMX MPOITYCKOB HET, HO €CTh IPOITYCKa, CPOK KOTOPBIX €I He Havacs, TO 0ToOpaskaeTcsl OvKanImi
0 aTe Hayala IPOITyCK.

3. Ecnum Bce mpomycka HCTEKIH, 0TOOpakaeTcs MPOITyCK ¢ Hanbosee Mo3THeH JaToi OKOHYaHHUS.

IIpu oprHaKOBOM NpHOpPHUTETE IEHCTBYIONIMHA MPOIyCK 0TOOpa)kaeTcsl paHblle IPHOCTaHOBICHHOTO. beccpouHslil mpomyck
YUHTBIBACTCS [IOCIIE IIPOITYCKOB C YCTAHOBIEHHOU JATOW OKOHYAHHUS.

3asBKa 0TOOpakaeTcsi KaK OCHOBHOW JIOKYMEHT IEPCOHBI TOJBKO TPH OTCYTCTBHHU BBIJAHHBIX NMPOIYCKOB. [10MHEIN criricok
MIPOITYCKOB IOCTYIICH B KAPTOUKE MEPCOHBI, B cekumsax «IIpomyck» n «Jlom. mpormyck».

Houck u puasrpanus
Jlist otOopa 3amuceit TOCTYITHBI:

* TeKcTOBbI nmouck o Homepy, VO u Ha3BaHUIO;

* (bmIBTp MO CPOKY: «AKTyanbHbIeY, «[IpocpoucHO», «He HacTymimioy;

* (uneTp Mo Ommkaiimeit gate: «CerogHsy, «3aBTpay, «Ha 3T0it Heneney;

* (unBTp 1O OOBEKTY HOCTYTIA;

* (hUIBTp IO BpEMEHH JOCTYIIA;

* (DWIBTP 1O CTATYCy MpOIycKa: «AKTUBHOY, «IIprocTanoBieHO», «Oxunaet», «cTekion, «3asBKay.

YUToOBI MPUMEHHUTH (UIIBTP CO CIIMCKOM 3HAYCHUH, OTKPOUTE CIMCOK, BRIOEPUTE OHO 3HAYCHUE W HAXKMHUTE KHOIIKY MOITBEP-
JKJIEHMSL.

B pexume «Ilo mepconam» JOTOTHUTEIHHO TOCTYITHBI:

* ¢unbTp 10 crarycy Boyiaun: «Beimano (N)», «3bsTo», «He BbmaBanoce»;
* kHomnka «Ilo moJsisivM» A7 TOKCKa MO AOMOIHUTEIbHBIM MOJSIM HEPCOH.

TMoucK 1Mo TOMOTHUTEIBHBIM MOJISIM TTOJIEPXKUBACT 10 TPEX ycnoBuit. Habop ycnoBuit MOXXHO COXpaHUTh B JAlbHEHINIEM KaK
1ra0JI0H IOMCKA.

Co3naHue nepcoH M NPONYCKOB
B HmxHe# yacTy aHenu pacloI0KeHbl KHOMKHU:

1. «HoBbIii mpomyck» — co31a€T MPONMYCK WM 3asBKy. Eciiu B cnmcke BbIOpaHa mepcoHa MO0 e€ MpoIyck, JaHHbIE
TIEPCOHBI ITOACTABIISIFOTCS] aBTOMaTHUECKH.

2. «HoBasi mepcoHa» — co31aéT NepcoHy 0e3 MmpoIycka.

3. «Bb11aTh NPOMYCK Bbl/Ie1€HHO IePCOHEe» — OTKPBIBACTCS OKHO BBIJAYH MTPOITyCKa Il BRIOpaHHOHU mepcoHbl. KHom-
Ka HeJOCTYIIHA, €CJIM IIepCOHa He BBIOpaHa MIIM HAXOIUTCS B YEPHOM CITHCKE.
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[MomHEI TepeveHs MPOITyCKOB MEPCOHEI BCETAa BUCH B €€ KapTouke (cekuuu «IIpormyck» u «Jlom. mporryck», paszgen 12.4).

JocTynmHOCTh KHOIOK Ha IMaHeNd 3aBUCUT OT MOJIHOMOYH oneparopa cucteMbl. Eciu nelficTBre oneparopy 3anpeuieHo, KHOI-
Ka Oyokupyercst (CTaHOBUTCSI HEaKTHBHOU B MHTepdelice), a unrepdeiic otodOpaxaeT nmpuunHy. [Jisi orepaTtopoB ¢ IMOJTHOMO-
YMeM OI'paHWYEHHOH BBIIAuYM, Mpolreaypa oGopMIICHHUS IPOIyCKa Ha OCHOBE Pa3pelIEHHBIX Olleparopy MAOIOHOB J0CTyIIa
(pa3men 12.5).

MaccoBbie orepanvy 1 y1ajieHue

Uto0BI BEIOpATh HECKOJIBKO 3alFCel, BKIIFOUUTE PEKUM MHOKECTBEHHOTO BbIOOpa. JlOCTyIHBIC IeHCTBUS MOSBATCS B TAHEIN
MAaCCOBBIX OIEpaIui.

VnaneHue BBITTOJIHSIETCS:

¢ A OHHOﬁ 3allMCU — U3 KAPTOYKU NEPCOHBI UJIU MPOITYyCKa,
¢ IJIA HCCKOJIBKHUX 3amucei — YCpe3 MaHeJIb MaCCOBBIX onepaunﬁ.

[lepen ynanennem cucTeMa 3alpalinBacT HOATBEPKACHUE U TIOKA3bIBACT MIEPEUCHB 3aTParuBacMbIX 3aITHCei.

12.3. Ilepcona

s 3nakoMmbIx ¢ kiaaccmyeckumu CKVYI. Knaccuaeckas «kapTouka COTpYIHUKa» — (UKCHPOBAHHBIA HAOOP
rpad, OIMHAKOBBIN IS BCeX: TAOCIBHBIM HOMED, OTHAEIN, JOJDKHOCTh. 31eCh Y MEePCOHBI (PMKCHPOBAHBI TOIBKO
6a3oBsie aTpudyThl (PUO, dhotorpadus, COCTOSHIE), @ OCTATBHON COCTAB KAPTOUKU OTPEACIISICTCS MAOTOHOM
noJieii mepconana (pasgen 12.8): opraHusanusi cama OIMCBHIBAET HYXKHBIE ITOJISI — WX Ha3BaHWS, KaTETOPHH U
THUIIBI 3HAUYCHUH (CTPOKaA, LEN0e, JIOTHIECKOE, NEPEUNCICHHE ¢ COOCTBEHHBIM CIMCKOM BapHaHTOB), IPU3HAKA
00513aTeTPHOCTH ¥ YHUKAJIBHOCTH — M COOMpPAaeT N3 HUX IIaOJIOHBI O] pa3Hble KaTeropuy oneil. CoTpynHUKY
— Ta0enbHBIN HOMED U OT/IEN, TOCETUTENI0 — JOKYMEHT U IPUHIMAIOIIAsI CTOPOHA, TOAPSIYNKY — OpTaHU3aLus
U CPOK JIOTOBOpPA; CMEHA I1abJIoHa HE TepsieT 3all0NHEHHbIE BHE €T0 TOJIS.

Iepcona coznaércs B auanore «Hoast nepcona»: ¢pororpadust, «dPUO / nazpanuey, Tun («IlepcoHa» — KOHKPETHBIN YEJI0BEK,
«Ha npenbsiBuTens — 00e3IMUeHHBII HOCUTENb), COCTOSIHHUE.

®otorpadus. [Tone pororpadum (B muamore co3maHus U B KapTOUKE MEPCOHBI) 3aMOMHACTCS AByMs CIOCOOaMI: HIEITIOK
OTKPBIBACT CHEMKY KaMepoil KOMIIbIOTEPa, a (haiiin ¢ u300pakeHHeM MOXKHO IPOCTO MEepeTaluTh Ha moje. CHUMOK aBTOMa-
TUYECKH ykuMaeTcs 10 640480 Touek; eciu npsMOi TOCTYN K KaMepe HEAOCTYIICH, THAJIOT MpejyiaraeT BeIOpatTh (aiin ¢
ycrporicTBa. HaBenenne ykasarens Ha Gororpaduro — B KapTOYKe NEPCOHBI, B KAPTOYKE UACHTH(PHUKATOpA WK TIPH BBIOOPE
TIEPCOHEI B IUaJIOTe BBIIAYH — IUIABHO YBETUYMBAeT €€ (0 TPEX pa3 WK JO TPaHUIl OKHA); YBEJIHMUYCHHAs KOIIUS HCYE3acT,
KaK TOJIBKO yKa3aTellb YXOIUT ¢ MUHHATIOPHI.

Kaprouxka nepcons! (001masi ¢ MpoIycKoM) COCTOUT U3 CEKITUH:

* «Mupopmaums» — cocrosHue («AxktuBHay, «IIpuocranoBneHnay, «B uepHOM cUCKe»), IEPCOHATBHBIE JaHHbIE U 10~
MOJTHUTEIbHbIE MOJIS 110 HA3HAYEHHOMY IIA0IOHY IOJIeH: OpraHu3aIllOHHbBIC JAHHBIC, KOHTAKTHI, CITYKCOHbIC JaHHBIC
u npyrue kareropun. CocTaB MmoJieil HacTpanBaeTCs B CEKIMU «JlOTONMHUTENBHBIC MOJ MIEPCOHAa» MMAaHEed HHCTPY-
MeHTOB (pazmen 12.8).

* «MpenTudurkanus — KapThl IEPCOHBI: T00aBICHNE, U3BATHE, IEPEBBITYCK (pa3aen 12.6).

* «OCco0eHHOCTH A0CTYNa» — MapaMeTphl, BIMSIONUE Ha PEIIeHHs O JOCTYyIIe:

— TMONTBEPKIICHUE HA PSKUMHBIX TOYKAX (IBOWHOW KOHTPOIIB): «TpeOyeT MOATBEpkKACHUS» — MEPCOHA MPOXOIUT
pexxumHyto Touky «Kapra + moarsepkaerne (r1asa 11) ToIbKko mocie mpeabsBiIeHNs KapThl IIOITBEPIKIAIOIICTO;
«MoKeT TIOATBEPKIATh» — IEPCOHA BIIPABE MOATBEPKIATH IPOXO] IPYTHX, B TOM YHCIIE CONPOBOXIATh TOCTEH
(paznen 12.4). [pu3Haky B3aMMOUCKIIIOYAIONINE: TIEpCOHA OO0 caMa HYKJIAeTCsl B MOATBEPKIACHUH, JINOO TOA-
TBEPXKIAET JPYTHX — COXpPaHEHHE KAPTOUYKU C OOOUMH IPU3HAKAMHU OTKIIOHSETCS C OIINOKOH;

— «I1Inn xox nmoarBepxaeHns» — PIN 13 4—12 mudp 11 00beKTOB ¢ pexxnMoM «kapTa + PIN»; mokaspiBaeTcs TOIBKO
mpu3Hak «PIN ycTaHOBIIEH», caM KO POYUTATh HENb3S,

— YCIIOBHSI HEPCOHBI — MMEHOBaHHBIE MTPU3HAKH (IOMYCKH, HHCTPYKTAXKH ), KOTOPBIE IIPOBEPSIFOTCS TIPABIIIAMH 00b-
eKTOB JocTyta (rasa 11);

— «Y4YéT npuCcyTCTBUS» — 30HBI pabouero BpeMeHH, B KOTOPBIX IIEPCOHA yYacTBYeT B YUETE HHTEPBAJIOB (pa3zier
11.11): uHTEpBaIbl NUIIYTCS TOJBKO MPH SBHOM YJICHCTBE; HA JOCTYII 3TO HE BIIUSET.

51



+ «[Ipomyck» — BRIOpaHHEIN MPOMYCK NepcoHsI (pasnen 12.4); mpoune e€ mporycka MoKa3aHbl CBEPHYTHIMH CEKITHAMHA
«Jorm. mpomryck». B 3aromoBke kaXkaoil CeKIMu MpoIycka — IIBETHONH MHAWKATOp cOCTOSHUS («AKTHBHOY, «[Ipnocra-
HOBJICHOY», «Oxumaer», «ctexnon, «3asBka»), B CBEpHYTOM Buje — cBomka «Ne N * mepromy.

* «¥YnajieHue» — CBEPHYTAs CEKIHsI B KOHIIE KAPTOUYKHU: YAJI€HHE IEPCOHBI U3bIMAET €€ MPOITYCKa U OTBSI3bIBAET HJICHTH-
(uKaTopsl, UCTOPUS B KypHaJe coxpansercs. KHoIka ynaneHus moaTBepKaacTcs B paBoi 30He. [ pynmoBoe ynaneHue
MIEPCOH BBIMTOMHICTCS B pEXKAME BRIOOpA Yepe3 MaHeb MaCCOBBIX OTSPAIIH.

Cocrosiane «B uepHOM criMcke» OI0KHpPYEeT NEPCOHY: BblJava IPOIyCKOB €if HeJOCTYyIIHA.

12.4. Beigaua nponycka u 3asiBKH

Kuonxu «HoBbri poryck» 1 «BriaaTs MpoITyck BEIIEIEHHON IEPCOHE» OTKPBIBAIOT OOMIHIA HaJIoT BhIIa4W. B BepxHel uacTn
— Mepexroyarens Tamna qokymenTa: «Ipomyck» | «3asiBka.

IIponyck odopmisercs cpasy: ciaeBa — MEPCOHA (CYLIECTBYOIIAs WM CO3aHHAs TYT XKe) U KapTa; cipaBa — cekius «Jlo-
CTYyID»: IaThl HaYajla ¥ OKOH4YaHus, BpeMs noctyna («bes3 orpannuenus», «HopmansHoey, «CokpanieHHoe», «PacmmpeHHoe»
— MpO(MITH JUTHTENFHOCTH, TiaBa 11), KpaTHOCTH (JINMUT IPOXOJIOB), COMPOBOKIAFOIIHNH (TOCTEBON JJOCTYII), TETH H OOBEKTHI
noctyna. JlaTbl COIIacyIOTCsl aBTOMAaTHUECKHU: €CITH JaTy Hadajla YCTAaHOBHTB ITO3KE IaThl OKOHYAHUS, OKOHYAHNE ONTATHBA-
eTCsI K HOBOMY Hadaiy (OeccpouHOe OKOHYaHHE IIPH 3TOM HE 3aTParuBaeTcs).

Conposoxxparomuii (rocresoii nocrym). Ilone «ConpoBoxkaaronuii (rocTeBOH JOCTYI)» Ha3zHa4daeT MPOIYCKY COTPYIHH-
Ka, OTBEYAIOIIEro 3a noceruteins. Ha Touke, rie y rocTst HET COOCTBEHHOTO JOCTYIIA, CIIEHAPHH TaKOi: TOCTh NPENbsIBISIET
KapTy HEepBBIM — CHCTEMa OTKPHIBAET OKHO OXKH/IAHMS 15 CeKyH[; COPOBOXIAIOIINI PEIBSBISET CBOIO KapTy Ha TOM JKe
CUHMTBIBATENIC — AOCTYM paspemnraercs. [loqTBepxIeHNne 3aCUNTHIBACTCS, TOJIBKO €CIIM B MOMEHT IPEIBSBICHHUS y COMPOBOXK-
JIAFOIETo eCTh Mpr3HaK « MOKeT MOATBEPKAATH M COOCTBEHHBIN NEHCTBYIOMIMH TOCTYN K 3TOMy 00bekTy. CioHCcHpyeTcs
TOJIBKO OTCYTCTBHE IIpaBa: OTKa3bl 10 APYTMM MpHUYUHAM (IIPOCPOUCHHBIN MPOITYCK, 3alpeT MOBTOPHOIO MIPOX0/a, YCIOBUS,
HcyepraHHasl KpaTHOCTb) CONPOBOXKIAIONINI He epeKpbIBaeT. TaM, I/ie y rocTsi COOCTBEHHBIN JOCTYII €CTh, OH ITPOXOJIUT CaM,
6e3 COnpOBOXKIAIOIIETO.

Tern, MapmIpyTsl U KJaacchbl JocTyna. Ter 1aéT mpoIrycKy JOCTYII KO BCEM 0OBEKTaM C COBIAAaromiei MeTkoi (rmasa 11).
MapupyT — UMEHOBaHHBII HA00p MPOXOAHBIX 00BEKTOB: IMIPOIYCK MOTYYaeT JOCTYI KO BCEM TOYKaM MapIIpyTa 6e3 KI1accoB
«Bx01/BbIX01» (pazzaen 11.10); B quasore BbIIa4u MapipyThl BHIOUPAIOTCS B CEKIMU «J[0CTyI» psiioM ¢ TeraMu U 00bEKTaMH.
Ecnu cpenn 00bEKTOB Tera eCTh THUITHI C HAIIPaBJICHUSIMU, 110]] BHIOPaHHBIMHU TeTaMH MosBisieTcs 0iok «Kiace goctymna o rery
(TT0 yMOTUaHMIO — BCE HAIPABICHUSA )»: UIst Tpynibl « TypHUKeTsD» KHOITKaMU «Bxomy» / « BBIX0om» TOCTyII 1o TeTy cysKaeTcst
JI0 OTHOTO HAlpaBJICHHUsS — HalpHUMEp, Pa3oBBIil MPOIyCK «TOIBKO Ha BEIXOI». [IoMHMTE O IpaBuMiiC MPHOPHTETA: OOBEKT,
J00aBICHHBIA B MPOITYyCK SABHO (B cricke «OOBEKTHI AOCTYMA)), HOAYMHSIETCS TOJBKO SIBHOMY YKA3aHHIO — OTPaHHYCHHS
TETOB Ha HETO HE JIEHCTBYIOT.

Ilepcona u kapta B quaJjore. [Toka noje nepcoHsl MycTo, YTEHUE KAPTHI MOJCTABIISAET €€ Biajenblia aBToMaThnuecku. Eciu
IIepPCOHA yKe BRIOpaHa MM BBEACHA, BEIOOP KapThl, MPHHAAIICIKAIICH IPyToi IepCOHe, 03HAYACT M3BSITHE: Y MOJIS KaPTHI I10-
SIBIISICTCA OTMETKA «ByIeT n3psaTa y ...», a pyu COXpaHEHWHN KapTa OTBAZBIBACTCS OT MPEKHETO BIIACIbIIAa U BRIAAETCS TIEPCOHE
TEKYIIIero Mporycka (mepcoHa B auajore mpu 3ToM He MeHsieTcs). CMeHa MepCcoHbI WM KapThl HE cOpachiBaeT BHIOPAHHBIN
11abioH U coctaB cekiun «JlocTym». Ecnu kapra xKECTKO 3aKkpeniieHa 3a KOHKPETHBIM MTPOITYCKOM IPEKHEro Biaelblia, co-
XpaHCHHUE 3aBEPIIUTCS OMIMOKON — CHadana yoepuTe KapTy U3 TOro MpOITyCKa.

BwmecTo pyuHoro 3amnoHeHHs: MOKHO BBIOpaTh «111abmoH nocTymna» — OH 3aM0IHUT NEPHO, BpeMsI, KpaTHOCTh M Habop 10CTy-
ma (pazaen 12.5). [lepBrie mrabnoHB TOKAa3aHBI B BEPXHEH CTPOKE AHUAIOTa KHOKaMH OBICTPOTO BEIOOpa — CTOJIBKO, CKOJIBKO
TOMEIIAETCS 0 IMHUPHHE; OCTAILHBIE COOPaHBI B PACKPBIBAIOIIHIACS CIIUCOK «emIé. . .». [IpaBuio nmeprosa mabimoHa mpeBparia-
€TCsI B KOHKPETHBIC JaThl B MOMEHT BBIOODA, TIOCIIE Yero BCE MOJISl MOXKHO TPABUTh BPYUHYO (KPOME PeKUMa OTPaHUICHHON
BBIJIa4H, I7Ie COCTAB JAOCTYIA 3aJaéTCsl CTPOTO MIa0JI0HOM).

3asiBKa pe3epBHUPYET HOMEP MPOITyCKa U JaHHBIC, HO He NAT TOCTYTIA: YKa3bIBAIOTCS TOJIBKO TIEPHOJ U 00s13aTeIHHEI KOMMEH-
Tapwii; 00bEKTH 1 BpeMs JOCTyIa Ha3HAYAIOTCS IPH BBIMYCKe. 3asgBKa BUIHA B CITUCKE CO CTaTycoM «3asBKay»; B €€ KapTouke
JIOCTYTHBI JEHCTBHUS:

* «BBINYCTHTH MPONMYCK» — OTKPHIBAeT AUAjor «Belmyck npomycka no 3asBke Ne Ny: HazHauaroTcs 00bEKThI U BpeMs
JIOCTYyIIa, 3asiBKa CTAHOBHUTCS JICHCTBYIOLIMM IIPOITYCKOM;
* «OTKJIOHUTBY» — 3asBKa yHaseTcs; AeHcTBUE GUKCUPYETCs B KypHAJIE.

THUMOBOH ClIeHApHiA: CTOMKA PETUCTPAIIMH WIJIM BHEUTHSS CHCTEMa CO3/Ia€T 3asBKY, OI0PO MPOIMYCKOB BBITYCKAET MPOITYCK.
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Kaprouka BbiianHoro npomnycka (cekiust «I[Ipomyck»): cOCTOSHHE TTOKa3aHO [[BETHBIM MHANKATOPOM B 3arOJIOBKE CEKIIUU;
ToJIsT — HOMeEP, Teprol (TPOIeBAETCS TONBKO J1aTa OKOHYAHMsI, B TOM YHCIE 0 OeCCpOdHOT0), KpaTHOCTh («N u3 My —
TIOTIOJIHAETCS TOJIBKO BBEPX ), HIACHTH(UKATOPBI, COMPOBMKAAIOIINI. Bpemst gocTyma, Tern 1 00beKThI TIOKa3bIBAIOTCSI TOIBKO
JUIA 9TE€HHsI — 10 NPUHLIUIY AoKyMeHTa (pasgen 12.1).

Crpoka «Homep» — ccbuika «IIpormyck Ne N»: B ocHOBHO# ceximn «IIporyck» oHa IoKa3bIBaeT CTPOKY MPOITyCKa B PEXXUME
«ITo mpomyckam»; B ceKIUHU «J{oT1. poITyck» — BBIOMPAET 3TOT MPOITYCK, AeTasi ero CEKIMI0 OCHOBHOW. PemaktupoBanue
oJIeH TOKyMEeHTa (JaThl, KPaTHOCTh, HICHTH(HUKATOPHI, COMTPOBOKIAIOIINI) JOCTYITHO TOJIHKO B OCHOBHOM CEKIINH; CEKIHH
«/lo1m. mpomyck» MoKa3bpIBaIOT MPOIYCK AJIS YTSHHUS U IIPEJIaraloT NPHOCTAaHOBKY, YIAIeHUE U TIEPEXOI.

IIpuocTaHoBKa U BO3Bpar B JAEWCTBUE BBINOMHAIOTCA KHONKON «IIpHocTaHOBUTLY / «B0300HOBUTBY» B HIKHEM psdy Jeil-
CTBHH CeKIMM (PAAOM C « YIAIHUTh MIPOITYCK»); 00€ orepauy TpeOyIoT MOJTHOTO YPOBHS MPaB IO IPOIYCKaM U IIPUMEHSIOTCS
cpasy, 0e3 coxpaHeHHs KapTouku. [is emé He HauaBmerocst mpomycka («Ougaer») IpHOCTaHOBKA HEJIOCTYIIHA; y 3asIBKH
BMeCTO He€ — «OTKIIOHUTHY.

W3bsaTHE Tpornycka — €ro yJaJleHHe: KpacHas KHOIKA « YIAJIUTh IPOIyCK» BHU3Y CEKIMU Iporycka (ecTh U B «lIpomyck», u
B «Jlor. poryck»); NoATBepKAEHIE Ha3bIBaeT KOHKPETHBIH TokyMeHT — «IIpomyck Ne N Oynet ynanén (u3bsat)». TpeOyercs
TIOJIHBIN YPOBEHB IIPaB 10 MPOIYyCcKaM. VICTopust MpoIrycka COXpaHseTcst B )KypHalle, HOMEp He MepercIonb3yeTcs. Y 3asBKU
BMECTO yJlaJIeHNs1 — KHOTKa «OTKIOHUTHY. [ pyIImoBoe yaaaeHne IpoITyCKOB BBITTOIHACTCS B PEKMME BEIOOPA Yepes3 MaHelb
MAacCCOBBIX OIepalui.

12.5. IlIa6/10HBI 1OCTYNIOB H OTPAHUYCHHAS BbIa4a
Cexuns «111ad10HBI 7OCTYNOBY TTAaHETN HHCTPYMEHTOB — 3aTOTOBKH MPOIyCcKoB. 111abmoH XpaHuT:

* «lIpaBuno nepuona» — «Ha cerogns», «Ha 3aBTpay, «Ha Henento», «Jlo qaTten: paBuiio NpeBpAILAETCs B KOHKPETHBIE
JIaTbl B MOMEHT BBIJa4H;

* «Bpewms noctyna» u «KparHocTby;

* 0OBEKTHI OCTYTIA U TETH;

* ¢mar «OrpaHu4YeHHasi BbIJ1a4a» — pa3pelICHNE NCTIOIb30BaTh MIA0IO0H OIepaTopaM yPOBHSI «BbIada O MIA0IOHY».

OrpaHndeHHas BblJjadya — PEXHUM ATl CTOSK PETUCTPAaIMU U NMPHEMa MOCETUTENCH: olepaTop ¢ YpOBHEM «Bblada Mo mab-
JoHY» (TaBa 14) MOXXET BBIIaBaTh MPOIYCKa TOJBKO 10 IabaoHaM ¢ 3TUM ¢uaroM. B muanore BbIIauM Tako# omeparop
BEIOMpAET MAOJIOH U3 Pa3peIIEHHBIX, IEPCOHY H CYMISCTBYIOIIYIO KapTy; COCTaB AOCTyIA ITOKa3aH TOJBKO IS YTEHUS U OT-
KJIOHSITHCS OT II1a0JI0HA Helb3sl. YCTAHOBKA U CHsITHE (hiara TpeOyrOT MOJHOTO YPOBHS MpaB Ha MabIoOHbl — HAOOP «TOTO, YTO
JOCTYITHO Ha CTOHKE», KOHTPOIHpPYyeT oduiiep 6€301acHOCTH.

12.6. llanens «AnenTudguKaTopbn

[Manens «MpeHTHUKATOPE» MpEeAHA3HAYEHA U1 Y4€Ta KapT AOCTyIa HE3aBUCHMO OT BBIIAHHBIX NMpomyckoB. MenTnduxa-
TOP UCIIONB3YETCsI IJIs1 PACHIO3HABAHMS CHCTEMOMN TIEPCOHBI, a IIPaBa JA0CTYIIA ONPEACIIAIOTCS CBSI3aHHBIM MIPOITYCKOM.

B criiicke oToOpakaroTcst:

* «Kony;

* «JleiicTByeT c»;
* «JleiicTByeT 1OY;
s «®UO»;

* «CocrosiHUE».

Bo3moxkHEIE cocTOsSHMS I/I,Z[CHTI/I(I)I/IKaTOpaI

* «AKTHBHO» — HUICHTU(PHUKATODP BBIIaH MIEPCOHE U MOXKET UCTIONB30BaThHCS;

* «HeakTnBHO» — HACHTU(HUKATOP CO3/IaH, HO HE BBIIaH MIEPCOHE;

* «IIpuocTaHoOBJIEH0» — HCIIOJIH30BaHHE BPEMEHHO 3alpeIleHO;

* «YTepsiHO» — UICHTH(DUKATOP OTMEUCH KaK YTPAYCHHBIN M OTBSA3aH OT IICPCOHEI,
o «A3BAT» — UACHTU(PHUKATOP BEIBEICH U3 OOpAIICHUS;

* «OkuAaeT» — CPOK NIeHCTBHS eme He HavaJcCs;

* «HcTeki10» — CpOK JIeUCTBHS 3aBEPIUIEH.

Bun npentndukaropa nokaspiBaeTCsl B CIHCKE IOMETKOW, TOCTynmHa (uisTpanys mno Buay. Bua «ABapuiinas» — Kapra
aBapUHHOTO OTKPHIBAHMS: Takas KapTa OTKPBIBAET OOBEKT IPH IOTEPE YCTPOMCTBOM CBSI3U C CEPBEPOM, €CIIM Ha OOBEKTE
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BKITIOUCHO aBapUitHOE OTKpBIBaHWE 1O KapTam (paszen 11.3); Ha oguH 00BEKT AEHCTBYyeT He OoJee TPEX aBapHUHBIX KapT.
ITomerka «ABapuiiHas BBIACIAECTCS KPACHBIM.

Co3nanue naeHTHQUKATOPA

WneHTuduxarop MOXKHO CO3IaTh IBYMS CIIOCOOaMHU.

N3 nanean «Anentudgukaropbn

1. HaxxmuTe KHOIKY «+H».
2. B nuanore «/106aBuTh NIEHTU(DHUKATOPY YKAKUTE:

o «IIabaon»;

* «Kon»;

* «Bum»: «O6p1aHas», « BHYTpeHHANY, «KOHTpONBHA WIN « ABapHifHaNY;
* JlaTy Ha4yaJla ¥ CPOK JEUCTBUS.

3. CoxpaHuTE 3aITUCh.

Co3maHHbIi HASHTH(QHUKATOP TOMydaeT cocTosHIe «HeakTHBHOY 1 HE CBSI3BIBACTCA C IepCOHON. Takoi crocod ncmonp3yercs
JUIS TIpEABapUTEIBHOTO (hopMHUPOBaHUSI 3amaca KapT B OIOPO IPOIYCKOB.

UroOb! mo3/Hee BBIAATH WACHTH(HUKATOP HOBOM IEPCOHE, OTKPOMTE €ro KapTouKy M HaKXMHTE «Bbimars Tekymei» a1bo
BBIOEpHTE €ro NpH 0POPMIICHUH MPOITyCKa.

N3 xapTOYKHN NepCcoOHbI

1. OTkpoiiTe KapTOUKy HEPCOHBIL.

2. B cexmmn «neHTHOUKANND) HAKMUTE KHOTIKY «+».

3. B 6moke «HoBBIH uIeHTHPUKATOP» YKKUTE MAOIOH, KO, BU, JaTy Havyajla ¥ CPOK NESHCTBUSI.
4. Haxmure KHONIKY «COXpPaHUTb».

Wnentnduxarop cozna€res u cpasy cBs3bIBaeTCs ¢ BEIOpaHHOM nepcoHoi. KHonka «CopocuTs» 3akphiBaeT 0J0K 6e3 coxpa-
HEHUSL.
IMuccHs 3alHIEHHONH KAPThI

OMuccHs — 3aluch KoJa B 3alIMIIEHHYIO 30HY KapThl HA HACTOJILHOM CUUTHIBATENE C OJHOBPEMEHHBIM CO3[aHHEM UJICHTH-
¢ukaropa B cucreme. Brimomusiercs Ha APM cunteiBarens (paszaen 14.8) mo mpoduiro kapT u3 oubnmoreku (paznen 14.9);
TpeOyeTcs MOJIHbII ypOBEHb IpaB Ha MPOIyCKa.
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3Muccus 3aLUMLLEHHOMN KapTbl

CHavana HasHausTe paGovee MecTo B paspene «5e3onacHoCTL» —
3NVICh KApTBI BO3MOX(HA TONLKO Ha HACTObHOM CuMTbiIBaTene.
aToro 6paysepa.

Npoduns sanucu
BuGepute npoduns
Tun vowepa
© 1o UID kapre (ax Gasossi npogune)
Bpysyio

Ko

MoaseciTe Kapry k cunTbisateno

Watnow wenTuoukatopa

Bes wabnona

Bun

O6brsnas v -

B nmanemn «neHTH(UKATOPBD) HAKMHUTE KHOTIKY « IMHUCCHS 3AIMIIEHHON KapTh».

. Bribepure «Ilpoduas 3anucu» — npoduns texuonorud MIFARE nnun DESFire n3 oubnuorexu.

3. Bribepure «Tunm Homepa»: «Ilo UID kaptel (kak 6a30BbIi IpoQuiis)» — KoxoM uaeHTudukaropa craHoutcs UID
KapThl; «Bpy4HY0» — KO 3aMiChIBACTCS B 3AIUIIEHHYIO 30HY KapThL.

4. 3apaiire napameTpsl HACHTH(UKATOpa — IIA0JI0H, BUM, ATy Hadaja ¥ CPOK JIEHCTBHS, Kak B 1uajore «/1o6aBuTh uiaeH-
TH(HUKATOPY.

5. IlogHecuTe KapTy K HACTOJIBHOMY CUHTBIBATEIIO U HAKMHUTE «3amucaTh KapTy». [lepkurte KapTy Ha CUUTHIBATENE JI0

3aBEPILIECHNU — XOJ] ONlepalliy II0Ka3bIBaeTCs JICHTOH COOOIEHUH Auaora.

N =

s xapt DESFire nocrynust kaomnka «IIpoBeputh kapTy» — npoba coctostHus KapThl 0e3 3anucu — U «OTdopmaTupo-
BaTh KapTy» — IOJHBIA cOPOC KapTHI K 3aBOICKOMY COCTOSIHHIO C ITOATBEP)KICHUEM (CTHPAIOTCS BCE NPHUIIOKEHUS U KITIOUH,
neiictBue HeoOparumo). Ecnu mpoba mokaspiBaeT He3aBepIIEHHYIO SMICCHIO, 3aIACh TIOTPeOyeT SBHOTO TIOATBEPKICHHS 3a-
XBaTa NPUIOKEHHSI OTMETKON B JHajIOTe.

Owmuccust Tpedyer: APM Ha cBsi3u, Opay3epy HazHaueHO pabouee mecto APM (pasmen 14.8), kiroun mpoQuiist 3aBe/ICHbI B
XPpaHWIHUIIE CEKpeToB (pa3znen 14.5) — uHade Auanor COOOIIUT, YTO KIIFOYH HE HAMICHBI.

JeficTBUS ¢ MICEHTHPHUKATOPOM
B kapTouke nneHTH(HUKATOpa JOCTYIHBI CICAYIOIIE ACHCTBUS:

* «3abparp» — 0TBs3aTh HICHTH(UKATOP OT MEPCOHbI;

* «Bb11aTh TeKylIei» — CBA3aTh UACHTU(UKATOP ¢ IEPCOHOM, BEIOpaHHOH B maHenu «IIpomyckay;
* «3a0J0KMPOBATHY» — 3aNPETUTH UCIIOJIb30BAHUE UACHTU(DHUKATOPA;

* «Pa30J0KMPOBATH» — BOCCTAHOBUTH BO3MOKHOCTD HCIIOIb30BAHMS;

* «IlepeBBIMYCTHTH» — 3aMEHHUTH HICHTH(OUKATOP HOBBIM C COXpPAaHEHHEM HEOOXOIMMBIX CBSI3EH;

* «YIaauTh UAEHTUPUKATOP» — YAAIUTH 3aIUCh NOCIIE NONTBEPKICHHS OTIEPALIUH.

I[OCTyrIHOCTB JIEUCTBUH 3aBUCHUT OT TEKYIIETO COCTOSTHUSA I/I,I[eHTI/I(i)I/IKaTOPa U TIOJTHOMOYHI oreparopa.

IepeBpinyck uaeHTuGuUKaATOpa
Onepanust «IlepeBBIMYCTHTBY UCIIONB3YETCS ISl 3aMEHBI KapThl 0e3 N3MEHEHHS POITYCKOB MEPCOHEI.

1. OTkpoiiTe KapTOUKy MICHTU(PHUKATOpA WIIH KapTOUKy HEPCOHBI.
2. B cexmun «nentudukanmsay HaxMmuTe KHONKY «IlepeBbImycTHTDY.
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3. VYKkaxuTe HOBBII KOJ BPyYHYIO WIIM CYUTANUTE €r0 KOHTPOJIBHBIM CUUTHIBATENIEM.
4. TIposepsre oTMETKY «ByaeT 0TBsI3aH» y IPEXKHEro Kozia HACHTH(HUKATOPA.
5. Haxwmwure kHONKY «COXpPaHUTD.

Bo BpEMs NIEPEBLIITYCKa I/I,HGHTI/I(I)I/IKE[TOpa OCTaJIbHBbIC NTOJIA CEKIHUU HEAOCTYITHBI.
Ilocne COXpPAaHCHUSA:

* TIPESKHUN HACHTH(UKATOP HOTydaeT cOCTOsSTHUE «M3bAT» U OTBA3BIBAETCS OT IIEPCOHBI;
* co3naéres UACHTH(PUKATOP C HOBBIM KOJIOM;

* COXPaHSIOTCS BUJ UIEHTU(QHUKATOPA U €0 CBSI3H C IEPCOHOM U IPOIyCKaMHu;

* B IKYpHAJIE PETUCTPUPYIOTCS CBSI3aHHBIC COOBITHS U3BSTHS U BBLIAUH.

Hosrrit unenTrdrKaTOp MoIyyaeT Takoi ke CPOK MeHCTBUs, KaKoi OBUT YCTaHOBIICH IS TIPEKHETO, HO J1aTa Havaja OTCUH-
TBIBAETCS OT JaThI IepeBHITycka. beccpounslii uaeHTH(GUKATOP OCTAETCS OECCPOTHBIM.

IlepeBblgaya Ha HOBYIO KapTy

[NepeBbiiaua 3anKchIBaeT JyONMKAT CYIIECTBYIOLIErO Koia MISHTH(UKATOpa Ha HOBYIO 3alMIIEHHYIO KapTy — KapToTeka
IIPY OTOM HE MEeHseTCs (B OTIIMYNE OT MEPEBBINYCKa, KOTOPBIH 3aBOIUT UJICHTU(PHUKATOP ¢ HOBBIM KojioM). KHorka «IlepeBbI-
aaqa» B nmaHenu «MpeHTnduxaTopsn akTHBHA IIPU OTKPHITON KapTouke HAeHTH(UKaTopa U TpeOyeT MOIHOTo YPOBHS MpaB
Ha IIPOITyCcKa.

1. OTtkpoiiTe KapTouKy uaeHTHPHKaropa u HakMuTe «IlepeBbiauay.

2. Bribepure «IIpodunab 3anucu» — 1eneBoi npoQriIs HOBOH KapTHl.

3. Ione «Mcxonnblii Mpo¢uIb KAPTHI»: €CIM KapTa yKe Ha 1IeIeBOM Ipoduie, ocTaBbTe BapuaHT «Kapra yxe Ha 1emne-
BOM TpoduIie — KITIOYX HE MEHSTBY; IUISI HOBOH, TPAHCIIOPTHOW KapThl BEIOEPUTE TPAHCIIOPTHBIN MPO(UIB — CEKTOP
OyZleT WHUIMAIM3HUPOBAaH aBTOMATHIECKH; €CITH KapTa Ha KIF0Yax JPyroro mpoguisi, BEIOEPUTE ero — KIIF0Ud OyayT
cMeHeHbI Ha 1ienieBbie (111 DESFire unenTruduKarop npuiioxeHus 00s3aH COBNAAATH).

4. TlomHecuTte KapTy K HACTOINBHOMY CUMTBIBATEIIIO M HAXMHUTE «3anmucaTb KapTy». [lepkute KapTy Ha CIMTHIBATENE 10
3aBepIICHHSI.

NHuuuaam3anus KapTbl

Wuannmanuzanust nepeBoaut kapty MIFARE c Tekymux (TpaHCIIOPTHBIX, 3aBOICKMX MM YY’>KHX) KITIOUSH Ha KITFOUH PO
n3 OubnmoTekn — Ge3 co3aaHus UICHTUPHUKATOpa. DTO IMOArOTOBKA HOBBIX KapT K SMHUCCHHU U NEPEBOJ YK€ BBIMYIIEHHBIX
KapT Ha HOBEIE KiTtoun (re-key). Knomka « MHunmaau3anus» B naHenn « nenTudukatopen Tpedyer mpapa « HUTHaTH3ams
kapT» (pazgen 14.2) u Ha3HaueHHOTO pabouero mecta APM (pa3znmen 14.8).

1. Haxmure « ITHHIIHATIN3 AU,

2. Bribepure «Mcexoqublii npoduis (TeKylne KJIIOYH KapThl)» — A5l HOBOW KapThl 3TO TPAaHCHOPTHBIA IPO(HUIIB.

3. Bribepure «llesieBoii mpoduiab (HOBbIE KIIIOYH CEKTOPA)».

4. Jns ueneBoro mpoduis ¢ mopaepkkoir MIFARE Plus Brioepure «IleseBoii yposenb Plus»: «SL3 (AES) — neneBoit
pexum, 6e3 Classic-coBmectumocTm» oo «SL1 — pesxxum Classic, 7oxon B SL3 Bo3mMokeH no3xke». [lepconanuzanus
TpeOyeT admin-kiroueii Plus B mpoduie (pazmen 14.9).

5. IopHecure KapTy; Py HEOOXOMMOCTH BBITIOJIHUTE NPOOY COCTOSIHUS KHOIKOH «IIpoBepuTH KapTy».

6. IloaTBepruTe OTMETKON NMOHMMAaHHUE pHCKa U HaxkMuTe «HMIMaIu3upoBaThy. [lep)XuTe KapTy Ha CUUTHIBATENE JI0
3aBepIICHHS.

Buaunmanue. Mannmanuzanus u nepexons! yposHeit Plus HeoOpaTuMBeL: epemnBKa MEHsIET KIIFOUU CEKTopa, Iepe-
xoz B SL3 naBcerna cunmaet coBmectumocth ¢ MIFARE Classic, a yposenb Plus MoxxHO TonbKo noBbIIaTs. Eciin
KapTa YHAET CO CUUTHIBATENS B MOMEHT 3alllCH, CEKTOP OCTAHETCS Ha HEM3BECTHBIX KITIOUAaX — BOCCTAHOBIICHHE
BHE CHCTEMBI HEBO3MOXKHO.

Orpax—mqenuﬂ KU3HCHHOI'0 IINKJIA

» Kon cymecTtByromero uaeHTH(GHUKAaTOpa N3MEHNUTD Henb3s. i 3aMeHbI Kofa UcIonb3yiTe omeparnuo «IlepeBblmy-
CTUTBY.

 Peructp OykB B KOZIe HE Ba)KEH: IIPH COXPAHEHUH KO NMPHBOIMTCS K HHKHEMY PETHCTPY, IIPU MPEIbSBICHUN KapThl
PETUCTpP HE YUUTHIBAETCS.

56



* Cocrosiane «M3bsAT» HeoOpaTMo. Takoi uaeHTH(HUKATOP HENb3S MOBTOPHO aKTHBHPOBATH, BHIAATH WIIM TIEPEBBIINY-
CTHTb.

° KOJI[ HU3BATOTO I/UIQHTI/I(I)I/IKaTOpa ocTaércs 3aHATBIM, a CBA3aHHasA C HUM UCTOPHUA COXPAHACTCA.

* VneHTudUKaTOp B COCTOSIHUM «YTepsIHO» aBTOMAaTHYECKH OTBSI3bIBAETCS! OT MEPCOHBL. BhIIaTh €ro HOBTOPHO MOXKHO
TOJIBKO ITOCJIE U3MEHEHUS COCTOSHHUSA.

* CoctosiHus «YTepsiHo» 1 « A3BbAT» UMEIOT pa3HOE HA3HAUCHHE: IEPBOE YCTAHABIMBAETCS MIPH YTPaTe KapThl, BTOPOE
— IIpH €€ MEPEBBITYCKE.

1a6/10HbI HIEHTU(HUKATOPOB

[[TabmoHB! HacTpauBaroTcs B ceKinn «111ab10HbI HACHTH(UKATOPOBY» MaHEH HHCTPyMeHTOB. 111ab10H onpenenseT BUA HIeH-
TU(UKATOpa U IPaBUIIO pacyéra cpoka AeHCTBUS:

* «beccpouHoy;

* «Ha 3 mecsmay;
* «Ha 6 mecsiieB»;
¢ «Harogy»;

* «Jlo maTeo».

Z[J'ISI NEPUOA0OB CPOK OTCUHUTBIBACTCA OT AAaThl CO3AaHUs I/I}.'[CHTI/I(I)I/IKaTopa. B BapUaHTE «I[O JAaTbD» UCIIOJIB3YETCS YCTAHOBJICH-
Has B 11a0JIoOHe JaTa OKOHYaHUs.

12.7. IHaneans «CoOBITH

[TaHens moOKa3bIBaeT ayAUT MEPCOH, UACHTH()HUKATOPOB ¥ MPOITYCKOB BMECTE C COOBITHAMH JOCTYIA: BHIHO U «KTO M3MEHHUII
TIPOIYCK», U «KaK OH cpaboTai Ha Toukey. [lepeximouatens « BeiOpaHHBIe» Cy)KaeT JICHTY 10 BEIOpaHHOH 3aIicH — MPOIYCKa,
TIEPCOHBI WJIH OTKPBITOTO MACHTU(UKATOPA: e€ aymuT U e€ poXoAbl B OMHOM JieHTe. [IpuéMbl paboTHI ¢ JICHTOW ONHCaHbI B
rnagse 8.

12.8. lonotHUTE ILHBIE T10JIS1 TEPCOHAJIA
CCKLII/IH «I[OHOJ'IHI/ITCHBHBIC IIOJIA MEPCOHAIA) MAHECTIN MHCTPYMEHTOB HACTPAMBACT COCTAB KAPTOUYKHU MEPCOHBI:

* «Tunbl AONOTHUTEJIBLHBIX NOJeiD — onpeseneHus nonei: Ha3BaHue, kareropus («IlepconanbHble qaHHBIE», «Opra-
HU3aLMOHHbIE TaHHbIe», «KoHTakTh», «CiyxeOHble naHHbIey, «CTarycy, «IIpoueey), Tun 3HaueHus («Ctpokay, «Lle-
noey, «Jlorndeckoe», «Ilepedncinenne»), MPU3HAKU «00A3aTEIBHOE» M «YHUKAIBHOE;

+ «Illad10HBI MOJIEH MEepCOHANTa» — YHIOPSIOYCHHBIC HAOOPHI MOJICH; ITa0JIOH Ha3HAaYaeTcs IepcoHe B KapTouke. [Tos,
3aII0JIHCHHBIC BHE TEKYILETO Ia0I0HA, COXPAHSIIOTCS U TIOKAa3bIBAIOTCSI OTAEIBHBIM OJIOKOM.

[To nomoIHUTENBEHBIM MOJIIM paboTaeT mouck «Ilo moysim» B criimcke nepcoH (pasaen 12.2).

J1s1 3HakoMBIX ¢ K1accmyeckumu CKY/L. JlononHUTENBHEIE OIS — 3TO HE «CBOOOIHBIE rpadbl IpUMEYaHUH»,
a THNM3UPOBAHHBIN CIPaBOYHHUK yYPOBHS CHUCTEMBI: moje «OTaem» OfHO Ha BCIO CHCTEMY, & HE CBOSI CTPOKa B
Kaxaou kaptouke. Tun «Ilepeunciienrey co CMCKOM BapHaHTOB 3alllUIACT NaHHbIE 0T pa3zHobos («UT», «I1T»,
HT.») U AeTaeT MOoJI MPUTOAHBIMU TSl TOYHOTO MoucKa «Ilo momsiM» | A ONMO3HaHUS MEpCOH MPH UMIOpPTE
(paznen 12.9). [Ipu3Hak «yHUKaJIbHOE» PEBpAILAET MOJIE B KIIF0Y — HapUMep, TaOeNbHBIH HOMEp, 110 KOTOPOMY
MepCOHAN CUHXPOHU3UPYETCS ¢ KaAPOBOH CHCTEMOM.

12.9. UmmopTt nepconaJsa us gaiiia

Knorka «Vmnopt nepconaina u3 ¢aiina» B nanenu «IIpormyckay oTKpbsIBaeT MacTep 3arpy3Kku crucka Jioje us gaitia CSV —
C1Ioco0 3aBecTH WM OOHOBHUTH EPCOHAI MaCCOBO: TIPH BBOJIC CHCTEMBI B OKCILTYaTAaINIO, IPH PETYIISIPHON CHHXPOHHU3ALUH C
KaJpOBOH BBITPY3KOH, IPH MEpeHoce U3 Apyroil cucteMbl. IMIopt co3naér u 0OHOBIAET MEPCOH, UX JOTOTHUTEIbHBIE TTOJIS
U KapThl; IPOITYCKa UMIIOPT HE BHIIAET — OHU O(DOPMIISIOTCS IITATHON BhIauei (B TOM YHCIIE MaCCOBOM, IO MAOIOHY).
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WmnopT nepcoHana us daina

LWa6noH umnopra LWa6noH nepcokbl (AoNONHUTENbHDIE NONS)
Bes wabnowa He HasHauaTh
(CpoK peiicTamA HOBBIX KapT Ve fo6aBneHHbIe COTPYAHUKM
Kak & KapTovike nepconb (6 mecsies) Kaxaas CTpoka — HoBas nepcona
Y3HaBaTh COTPYAHUKOB N0 KAPTAM W OGHOBNATH WX AaHHbIE
118 COTpYNKDS, 33BEAEHHBIX 33P3HEE C KAPTaNM, WIH NPH NepeNOCE U3

~ApYroit CUCTeMsi. ECN KaPTa Y@ NpUBASaHa — AaHHsie OGHOBATCS, a He
nonagyT s own6Kw.

i BAPUGHTOB HOBBIMM
ECnu 8 daline SCTPETUTCS SHadeHHe, KOTOOFO HET 8 CUCKE BaPHAHTOB 11079, OHO BYAET f106aBNEHO B CTUCOK. BBIKNIONEHO — Takas CTPOKa NONZET 8 OWUGKH.

®aiin: import_test_persons.csv - cTpoK: 10 (saronosox pacnosas) BuiGpaTL APyro daiin

ammnus s Orvectso fon. none fon. none fon. none

Damunua Vna Oruecrao
Tabue  Uucno  Homwr  Texct Pan Hucno

Ta6 Homep Ronxwocrs Pank
Vsanos némp Cepreesuy 1001 Whxerep 3
CmupHosa Ana BuKTOpOBHA 1002 Byxrantep

Kyakeuos Bmutpuit AnlexcanapoBh 1003 OxpanHmK

2
1
Monosa Enena Vropesta 1004 Menenxep 2
3

Bacunbes. Anppeii Hykonaesuy 1005 3nexTpuk
Moxasawsi nepssie 8 cTpok u3 10.

Ha3sanue wabnoka wMnopta Coxpanys watnon

Otmena Wmnopruposats

IIpuBsska Koao0HOK. MacTtep moka3siBaeT Gpaii TaOMUIeH MPEeaIIpOoCMOTpa; Hal KaXK 101 KOJIOHKOH BeIOMpaeTcs e ponb: «He
nmnoptupoBatey, «PHO nemnxom», «Dammmusny, «Mma», «OtaectBo», «Kaptery, «lom. money». g xononku «Jlom. momey
YKa3bIBAIOTCS HA3BAHUE TIOJIS ¥ TUIT 3HAYCHUS; IJIsI TICPCUKMCIICHUI CIIMCOK BAPHAHTOB COOMpPAETCs U3 JaHHBIX (aiina. Tumosbie
oM MacTep MpejyiaraeT caM IO 3aroJIOBKaM KOJIOHOK; HECKOJIBKO CTPOK OJHOM MEepCOHBI (HApUMep, IO CTPOKE Ha KapTy)
00BETUHSAIOTCS aBTOMATHYECKH.

Hacrpoiiku. [Tomumo ponel KOJOHOK 3aJat0TCsl:

* «l11ab1oH nepCcoHBI (IOMOIHUTEIbHBIE MOJIA)» — KaKol MIa0IOH Mojieil Ha3HaYUTh CO3JaBacMbIM IIEPCOHAM;

* «CpoK elCTBUS HOBBIX KapT» — IMIa0JI0oH naeHTHUKaTopa i KapT u3 daiina («Kak B kapTouke nepcoHs! (6 MecsIeB)»
10 YMOJIYaHHIO);

* «Yxe 1o0aBIeHHBIE COTPYIHUKI» — KIII0d JOOOHOBNEeHNUS: «Kaxaas cTpoka — HOBast epcoHa» 00 «Y3HaBaTh MO

TOJIO ,,...“ ¥ OOHOBIISITE) — BHEIIHHH HIeHTU(HKATOp (YHHKAJIBHOE JOIL I10Jie, HapuMep TaOelbHbIiH HOMEp), 10

KOTOPOMY HalJIeHHbIE IEPCOHBI OOHOBIIAIOTCS, a HE AyOnupytoTcs: y HuX o0HOBIAt0TC OVIO 1 momns, no0aBisaoTcs

HEJIOCTAOIIe KapThl;

«Y3HaBaTh COTPYIHHMKOB IO KapTaM W OOHOBJSTH MX JaHHBIE» — JOIOJHUTEIBHBIA KIIOU JUIS JIIOJEH, 3aBeIEHHBIX

3apaHee ¢ KapTaMu, HJIH IIPH IIEPEeHOCE U3 IPyToii CHCTEMBI: €CIIU KapTa n3 (haiiya yke npuBsi3aHa K COTPYIHHKY, CTPOKa

OOHOBHT €r0 JTaHHBIC;

«/lOTOIHATB CIIUCKH BApHAHTOB HOBBIMH 3HAYEHHUSAMM» — pa3pelIeHHe PaCIMPATh IePEIHUCICHNS 3HAYeHUAMH U3 (aii-

Ja (MHaue CTPOKA C HEU3BECTHBIM 3HAYCHHUEM TONaJAET B OLINOKN).

PesyabraT mmmopra. Kaxnas crpoka Qaiina oOpabareiBaeTcst He3aBUCHUMO. OmmbKa B OJJHON CTpOKe — HallpuMep, 3aHs-
THIH KOJ KapThl, KOHQIMKT YHUKAJIBHOTO TIOJISI WIIM HEIOIyCTUMOE 3Ha4eHHE IEePEUNCIICHNS] — HE OCTAHABIMBACT UMIIOPT
OCTaNBHBIX JaHHBIX. [locie 3aBepireHus MacTep oToOpaXkaeT CBOAKY C KOJHMYECTBOM CO3IaHHBIX, OOHOBIEHHBIX, TIPOITYIICH-
HBIX ¥ OITMOOYHBIX 3aIIUCEH, a TAKKe ITOICHEHHE IS KaXKI0M CTPOKH ¢ OIIUOKON. B sKypHaie HMIIOpT perucTpupyercs OTHIM
CBOJIHBIM COOBITHEM C ITOKa3aTesIMU UCXOIHOTO KOJIMUECBa BBOAUMBIX JIaHHBIX U X (DMHAJBHBIX 3HAYCHUH NIPU UMIIOpTE.

Iaéaonsl mmnopra. CoOpaHHYIO pacKiIagKy — pOJIM KOJIOHOK, pexxum PUO, oy 1000HOBIEHNS, A0IOHB U (iaru
— MOXXKHO COXPAaHHTh KaK MMCHOBAHHBIH IIA0JIOH MMIOPTA W NIPU CIEAYIOMEH BHITPy3Ke IMPHUMEHHTH OIHUM BBIOOPOM B
none «1lJabnon nmmoptay. 111abmoHs! 00IIHe ISt BCEX ONEPATOPOB; PETYISIPHAs €KEMECIIHAs CHHXPOHH3AIHA C KaJpOBOI
CHCTEMOM CBOIUTCS K «BBIOPATH (haii — BBIOpATh 1A0IOH — NPUMEHHTHY.

[IpaBa: uMnopt TpedyeT IpaBa co3aHus NEPCOH; KOIOHKH «KapThp) — IpaBa BbIAa4u UACHTU(HKATOPOB; PEKHUMBI JJ0OOHOB-
JICHUS] — TIOJTHOTO YPOBHS IIPaB Ha NEPCOHBI; CO3/IaHNE U paclIMpeHue NoJeii — npaB Ha mabnonsl. HepocTymHble pexumsbl
MacTep OJIOKHPYET € MTOSICHEHHUEM.
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12.10. ABTO-0UHCTKA
CCKHI/IH ((ABTO-O‘-H/ICTKa» ITaHCJIIN I/IHCprMeHTOB — aBTOMaTquCKHﬁ )KI/IBHCHHI)II\/’I IMUKJI JAHHBbIX:

* «Ymanare IpoCPOUYECHHBIE MPOIyCKa» + «XpaHUTH MOCIIe OKOHYAHUSA (JIHH)» — MPOCPOUCHHBIE MPOIYycKa (BKIIIOYas
3asBKH) YIAJISIOTCS TIOCIIE CPOKA XPAHECHNS;

* «YOansTe nepcoH 6e3 nporryckoB» + «Cpok HEaKTHBHOCTH MEPCOH (JIHH)» — IEPCOHBI, Y KOTOPBIX AaBHO HET ACHCTBY-
IOIINX TPOITYCKOB, YIAISIOTCA BMECTE C HACHTH(UKATOPAMH.

[epcoHbl B 4EPHOM CIMCKE aBTO-OYMCTKOW He yhaisirorcsi. Kaxoe aBromariueckoe yaajieHue Gukcupyercs B )XypHaie oT-
JIeTIbHBIMU COOBITHSAMU; UCTOPHS YIAJIEHHBIX 3alMcel ocTaéres yurtaeMoi (riasa 13).

I'maBa 13. KypHaubl

Pabouas obmacts «KypHasbn — pabouee MeCcTO ayTuTopa U onepaTopa 6€30MacHOCTH: UCTOPUUYECKUN aHATIN3 COOBITHH, pac-
CJICIOBAHMsI, TPEBOTH, apXUBALUSI M KOHTPOJIb LIEIOCTHOCTH JKypHana. J[is »xuBoro HaOMIONSHUS 32 CBOCH 30HOM B KaXKIOH
paboueii obnactu ectb nanens «CoobITHs (T1aBa 8); «KypHansp — paboyas o01aacTb 17151 pabOTHI € TIOJTHOM HCTOPHEH.

13.1. YcrpoiicTBO KypHaia

KypHan — enuHas eHTa COOBITHI BCEil CUCTEMBI, yCTPOEHHAs 110 MPUHIINITY TOJIBKO J100aBJICHNE»: COXPAaHEHHbIE 3aIIHCH
HE M3MCHSIOTCS U HE YIANMIoTCs (KpoMe IITaTHON apXuBaruH, pasznesn 13.6). Kaxmnoe codbitie Kiaccu(uIMpoBaHo 1Mo TpéM
ocsAM:

+ kareropus — «Jloctym» (pemeHns u SMU304bI JOCTyNA), «AyIuT» (M3MEHEHHS TaHHBIX M HACTPOEK OMepaTopaMu u
cepBucami), «TexcocTosgHue» (COCTOsIHUE 000PYIOBaHUS U CEPBHCOB);

+ nomen — «Ilepconain u npomycka», «O0beKTHI gocTyna», «O0opynoBaHue», «bezonacHOCTEY, «YUYET NPUCYTCTBUSY;

* BaskHOCTh — «CnpaBouHO», «BHIUMaHue», «IIpenynpexaenue», « Kpuruanoy.

Kaxxmas n3MeHsromas omepanus B CHCTEME 00s3aHa OCTaBUTh COOBITHE ay[JUTa — 3TO IPABIIIO IPOAYKTA. Y COOBITHI ayauTa
COXpaHSIETCs MEePEYCHb U3MEHEHHH «OBLIO/CTANIO»; Y COOBITHI HOCTYa — YYaCTHUKH U IPUYHNHA PCIICHHS.

CoObITHs, TPOU3OLIENINE HAa YCTPONUCTBE MIPU MOTEPE CBS3U C CEPBEPOM — HaIpUMep, cpabaThIBaHUS aBapUHHOIO OTKPHI-
Bauwus (paszmesn 11.3), — He TepsroTCs: YCTPOHCTBO XPAaHUT COOCTBEHHBIH O(IaiiH-KypHaJI, ¥ TI0CJIE BOCCTAHOBIICHHS CBSI3U
CHCTEMa UMIIOPTHPYET 3TH COOBITUS B OOIIYIO JICHTY C NX ()aKTHIECKUM BPEMEHEM U C 3aIIUTON OT MyOuei.

EnnHCTBEHHBIN N3MEHSIEMBIN CII0I TOBEpX 3ammceii — omneparopckue MeTKH (pa3zaern 13.3); ux mobaBiieHHe U CHATHE CaMO
¢bukcupyeTcs B )KypHaie. MeTKH mpeiHa3HaueHbl ISl yI0OHOTO MOUCKAa MAPKUPOBAHHBIX COOBITHIA.

CchlIkH Ha ynajaéHHble 00beKThI. VIMEHOBaHNE IEPCOH COXPAHSIOTCS HA MOMEHT COOBITHSI, @ YUCIIOBBIC HICHTU(DUKATOPHI
(cuctemusie ID) cymHOCTEH HUKOTA HE TIEPEHCIIONB3YIOTCS — IIOATOMY UCTOPHUS OCTAETCS JOCTOBEPHOW M YHTASMOH IT0-
clie MoObIX yAaeHUH B CHCTeMe. 3HAYOK YAAJEHHOTO YYaCcTHHKA ITOKa3bIBaeTCs B MHTEpdeiice MPUIITYIIEHHBIM OCHOBHBIM
IIBETOM, C TIOMETKOH «(yman€H)» B MOACKa3Ke; Mepexo]] K 00beKTy HeJJOCTYIIeH, HO (PUIIBTpaIus HCTOPUHU IO HeMY paboTaer.
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13.2. Ilanens «7/KypHajbD»: MOUCK 110 HCTOPHH

WMnopT nepcoHana us daitna

TleperauiuTe $aiin co CUCKOM COTPYAHMKOB CIoAA e eaiin
(CSV Wnw TeKCTOBbI baiin. Mlepsas CTPOKa MOXET CORGPX@TS Ha3BaHWA KONIOHOK — MACTEp Pas6epETCA cam.

OTmeHa Wwmnoptuposats

Bepxuss crpoka nanesnm — nepekiodarens kareropuit: «Beey | «Joctym» | « Aymur» | «Texcoctosaue». Hmke — GuimbTphL:

* mepuoa — mois «Jlata: ¢ — moy» (BKITIOUMTENHHO); KpacHask KHOIIKA «*» cOpachIBacT qUAIa3oH JaT;

* «/lomen», «Ba:xkHocTb», «Pesyabrar» («PaspemieHo», «3amperieHo», «3aperucTpupoBaHoy, «YcremHoy, «Cooi»,
«3adukcupoBaHoy), « THI» — MHOKECTBCHHBIH BRIOOP; CITUCOK THIIOB CY)KAeTCsl BRIOPAHHON KaTEropuei U TOMEHOM;

* «Ilouck» — MOJACTPOKA B OMTUCAHUU COOBITHS U MOJIKUCAX YIACTHUKOB;

* «MeTka» — 0TOOp COOBITHIA C yKa3aHHOM ONEepaToOpPCKON METKOM.

Kononkn crucka: «/laray, «Bpems», «BaxaocTs», «CoOBITHEY, «Pe3ynsrary, «YuacTHHKMY, «HUIMaTOpY». McTopus moa-
rpy’KaeTcs o Mepe MpoKpyTKH; cuérurk «Ilokazano: N u3z My orpaxaet 00bEM BHIOOPKH.

Oo0bexTHas uctopus. lllenuok 1Mo 3HaYKy y4acTHUKa 100aBiseT GUIbTp Mo 0OBbEKTY — JIGHTa Cy)aeTcs A0 BCeX COObI-
THH, IJle y4acTBOBAJ 3TOT OOBEKT (BKJIIOYas ylalE€HHbIE). AKTUBHbIE 0ObEKTHbIE (PUIBTPBI MOKA3aHbI CTPOKOH «OObeKTHas
UCTOPHA:» ¢ KHONMKOH «COpOCHTH». DTO OCHOBHOH MPUEM pacCIeTOBAHUS: «BCE, UTO MPOMCXOAMIO C 3TOH ABEPBIO / ATUM
IPOITYCKOM / 3THM OIIEPaTopOM».

Yuér npucyrerBusi. CoOBITHA JOMEHA «YUET NPUCYTCTBHA» (PUKCUPYIOT 3aKpHITHE HHTEpBaJa IPUCYTCTBUS: IIEPCOHA, 30-
Ha, JJIUTEJILHOCTb, IIPUYMHA 3aKpBITHS (TTPOXO0J, TaliMayT, OIIepaTOpCKui cOpoc, 3aBepiieHune ceccun mkada). st BeIOOpKH
3a7aliTe JOMEH «YUET MPUCYTCTBUS» U IPH HEOOXOIMMOCTH TUII «IHTEepBa NPUCYTCTBHS 3aKPBIT.

Ilepexon k yyacTHUKY U Bo3Bpat. [loMuMo GuibTpa, 3Ha90K yIaCTHHKA — H B CITUCKE, M B CEKIIMU « Y YaCTHUKI» KapTOUKU
coObITHsI — cHaOKEH cTpeinkoil nepexona «OTKPBITh OOBEKT»: OHA OTKPBHIBAET CaMy CYLIHOCTh B e€ paboueil obmactu —
HIepPCOHY, IPOIycK U uaeHTuuxarop B «IIpomyckax», 00bekT foctyna B «O0beKTax JOCTya», yCTPOUCTBO, IMHUIO U CEPBEP
B «Hactpotike / O0ciryxuBanumny. [l]equok mo ocTanbHON YacTH 3HAYKA MO-NMPekHeMy Jo0aBisiet Gpuistp. Iloce nepexona B
3aroJIOBKE OCHOBHOM NaHEIN OTKPhIBIIEHCS paboueii 00:1acTH NOSABISAETCS KHOIKA BO3BpaTa — OHa Bo3BpamniaeT B «KypHambn»
K TOMY e BIOpaHHOMY co0bITHIO (pa3nen 8.10). Y ynanéHHbIX y4aCTHUKOB CTPEIIKH HET: IIEPEX0z BEN ObI B IyCTYIO KapTOUKY,
HO (pUIIBTP UCTOPHH 110 HAM padoTaer.

JkenopT BoIGopkH B CSV

KHorka «9kcnopT» cieBa BHU3Y naHenu BhIrpyxkaer B CSV-daiin Texyliyro BEIOOPKY — Bce COOBbITHS, 0TOOpaHHbIE (HIIb-
TpaMH MAHEJH, a He TOJBKO MOATPYKCHHBIC Ha 3KpaHe. B pexume mpocMotpa apxusa (pasaen 13.7) KHOMKAa HEITOCTYITHA!
BEITPYKaeTCsI TOJIBKO XKHBast 0a3a.
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Huanor «Oxcmopt xypHaia B CSV» nmokaseiBaeT 006EM BEIOOPKH U IeiicTBYoIMA GrisTp. HacTpanBaroTcs KOJOHKH U Gop-
Mar:

* Da30BbIe KOJIOHKH BKJIOUaroTcs Beerna: «Jlara/Bpemst», «Tumy, «Kareropus», «BakHOCTY, «Pe3ynbrary, « AKTOp»,
«CBonkay;

YYACTHUKH — TI0 KOJIOHKE Ha THIT yYacTHUKA (IIEPCOHA, MPOIYCK, OOBEKT JOCTyIa, YCTPOHCTBO | T. 1.); Ipeara-
FOTCS TOJIBKO THITBI, OKUAAEMBIC TIOJ] TeKYIIHIA (QHUIBTp, TI0 YMOIYaHUIO BKITFOUEHBI Bce — KHOMKU «Bcey u « CHATHY
YIIPABJISIOT BCEM CIIMCKOM;

KOHTEKCTHBIE MOJIsI — I10 KOJIOHKE Ha I0JIe, CTPYIIHPOBaHbI 1Mo TeMaM («JlocTym», « AyTeHTHPHUKALKA U Ap.); TI0
YMOJYAHUIO BBIKITIOUEHBI, Y COOBITHS O€3 3TOTO Mo s4YeiiKka mycTa;

pazaennTens — «Touka ¢ 3amaToi (;)» i «3ansras (,)»;

3HaueHust — «Kak B )xypHaie» (pyccKue IMOIIICH, KaK B JIeHTe) WIH «ChIpble 3HAYeHUs (KOIBI, KaK XpaHsTcs B Oase,
— JUTS MAaIlTMHHOM 00Pa0OTKH).

Knorka «Cxkauars CSVy BeIrpyxaert ¢aiii journal-export-rr I MMA0-Y4YMMCC. csv B kogupoBke UTF-8 — kupminna xop-
PEKTHO OTKpBIBAeTCs B TAONMYHBIX pelakTopax. J[Ba orpaHiHueHus MOKa3bIBAIOTCS MPEAYNPEKACHUAMH MIPSIMO B THAJIOTE:

* (GUIBTP IO METKAaM B BEITPY3KY He IoraiaeT — (aiia CorepKuT coObITHS 0e3 y4éTa METOK;
* BEITpykatoTcs He 6onee 50 000 coOBITHIT; IPH YCEUSHNH MOCENHSSA CTpoKa (haiiia — MapKep ¢ MTOTHBIM YHCIIOM COOBI-
TUH 10 QUIBTPY M COBETOM CY3HUTh (PUIBTP VIS TIOTHOH BBITPY3KH.

Kaxxnas BeIrpy3ka GUKCHpYeTCs B )KypHale COOBITHEM ayuTa « BHITIOJIHEH SKCIIOPT COOBITHI JKYPHAJIa» CO CBOJKOM (QHIIBTpa
1 YUCIIOM BBITPY)KEHHBIX CTPOK — BU/IHO, KTO U YTO BBHITPY’Kall.

13.3. Kaprouka coObITHS

YTOoOBI OTKPHITH KapTOUYKY COOBITHS, BEIOEPUTE €ro CTPOKY B xKypHasie. CeKIMH KapTOUYKH MOXXHO CBOPa4YMBaTh M pa3Bopavu-
BaTh Ha)kKaTHEM Ha 3arosioBok. Crucrema 3arioMuHaeT Habop OTKPBITHIX CEKIMIT Ha TEKyIeM paboyeM MecTe ¥ NPUMEHSET ero
TIPU IPOCMOTPE APYTUX COOBITHH.

B 3aBrCHUMOCTH OT THIIA COOBITHS KapTO4Ka COACPKUT CICAYIOMINE CCKITUMN:

* «CBoiicTBa» — TUI COOBITHS, JlaTa M BPeMsi, KaTeropysi, BA)KHOCTb, pPe3yJIbTaT U MHUIMATOP. B 3arosioBke cexiun
oToOpaskaeTcsi Ha3BaHUE THIA COOBITHS.

* «YYacTHUKH» — POJIN U CBSI3aHHBIE CYHIHOCTH: OOBEKT JOCTYIIa, IIEPCOHA, IPOIYCK, HACHTU(HUKATOP, YCTPOHUCTBO,
JIMHUS, CepBEp WM omepaTop. HakxmuTe 3Ha90K y4acTHHKA, YTOOBI OT()MIBTPOBATH JKYPHAI MO 3TOH CYIIHOCTH, JINOO
CTPEINIKy Ha 3HaYKe, YTOOBI OTKPHITH €€ KapTOUKY.

* «M3menenus» — tabnuna «Iogae / bouio / Ctano» ¢ usMeHEHHBIMU 3HaUeHUAMU. OTOOpaXKaeTCs 1Sl COOBITUI ayIuTa.

* «CBs13m» — 100aBJICHHBIE U YIAIIEHHBIE CBSI3M MEX]y CyLIIHOCTSIMH, HAllpuMep U3MEHEHUs COCTaBa 00bEKTOB A0CTYIIa
B IIPOITYCKE.

+ «KoHTeKCT» — JOMOTHHUTENbHBIC MTapaMeTPhl COOBITHS: PEKUM HICHTH(UKAINH, HAIpaBIICHHE MPOXOAa, MPUIHHA
MIPUHSTOTO PEUIEHHs U Opyrue cBeieHHs. KOMIOHEHTHI 00beKTa AOCTyna 0TOOpakaloTcs 0 Ha3HAYEHHBIM MMEHAaM,
HarpuMep «CynTeIBaTEIb BXOI» UIIN «Kuomnka BBIXOa».

* «MeTKHW» — METKH OIlepaTopa CUCTEMBI, UCIIOIb3YEMBbIE ISl TPYIIIMPOBKH COOBITHH NpH pacciienoBaHuu. YToOb! no-
6aBUTH METKy, BBeauTe e€ B nosie «HoBasi MeTka». UToOBI yauTh METKY, HOKMHUTE KHOIKY ylaJleHHs Ha ¢€ 3HauKe.
MeTKH JOCTYITHBI BCEM OIlepaTopaMm, a nx A00aBlIeHNE U YAaJICHHE PETHCTPUPYIOTCS B XKy pHAJIE.

+ «TpeBora» — coCTOSHHE TPEBOKHOTO COOBITHSA. J{J1s1 aKTHBHOM TPEBOTH OTOOpaKaIOTCS CTaTyC KAKTHBHA — TpedyeT
NPUHATHA» U KHOTIKA «[IpuHATH TpeBory». [locne npuHATHA 0TOOpaXKalOTCs ONepaTop, 1aTa, BpeMs 1 KOMMEHTApHH.

* «CayxeOHble JaHHBIE» — UICHTU(PHUKATOP COOBITHS, CEPBEP, CEPBUC-UCTOUHHUK U KOPPEISLUOHHBIE UICHTU(PHKATOPHI.
ITo ymom4aHuto cexuus CBEPHyTA.

Ipu mpocMoTpe coOBITHS B APYroi paboueii 06mact HaXMUTE KHONKY «OTKPBITH B ZKypHanax», 4To0bI OTKPBITh 3TO JKe
coOpITHE B pabodeit obmactu «KypHaisDy W IPOJOIDKUTE PACCICIOBaHHE.

13.4. TpeBorn

TpeBora — coOsITHE, Tpebyromiee peaknuu oneparopa. K rpeBoram oTHOCATCS, HanpUMep, HapyIIeHHue JOCTyTa, cpabaTbiBa-
HHE IaTIMKa BCKPBITUS yCTPONUCTBA, HAPYIIEHHE LIENTOCTHOCTHU Ky PHaJIa, OINOKa MOTy4YEHHs CEKPETa U JOCTYII IO/ IPUHYX-
nenueM. [1oJHbIN nepedeHb ONpeeNsieTCs peeCTPOM COOBITHI CHCTEMBI.
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HNupuxarop TpeBor

Ecnu B cucteme ecTh akTUBHBIC HEPUHSTHIE TPEBOTH, Ha KHOTIKE paboueit odnactu «XKypHanbp oTobpakaeTcs 3Ha40K KOJIO-
KOJIBYMKA CO CYETYMKOM KOJIMYECTBA TEKYIUX TpeBor. I1osBIeHNEe HOBOI TPEBOT'H COIIPOBOXKIACTCS 3ByKOBBIM CUI'HAJIOM.

Haxxmure 3Ha90K KOJIOKOJIbYHKA, YTOOBI OTKPBITH TAHCJIb ((TpeBOl"I/I» W3 JII000MH pa6oqel71 obacTu.

IManens «TpeBorn»

B nmanenn 0T06pa>1<a}0Tc;1 TOJIBKO aKTUBHBIC HCIIPUHATHIC TPCBOI'A. B 3aromoBke YKa3bIBaCTCsA UX 06]].[66 KOJIMYECTBO, a B CITMC-
K€ NOCTYITHBI KOJIOHKH!

* «/laray;

* «Bpemsa»;

¢ «BaxkHOCTDBY;
¢ «CoObITHEY;

* «YYaCTHUKHY.

Bribepure cTpoKy, 4TOOBI OTKPBITH KAPTOUKY MPUHATHS TpeBord. CTpenka Ha 3Ha4Ke y4acTHHKA OTKPBIBACT CBA3aHHYIO CYIL-
HOCTb B COOTBETCTBYOLIEH paboueii obnacTu.

13.5. KOHTpOJIb HEeJOCTHOCTH KYPHAJIA CHCTEMbI

3anucH xKypHaja CUCTEMbI OObEIUHECHBI B XeII-1[eMouKy. Kaxkaast 3aruch COASPIKUT KPUNTOTpahuIecKyro CBEPTKY COOCTBEH-
HBIX JaHHBIX ¥ CBEPTKY MPEABIIYIICH 3aicH. DTO O3BOJISICT TAPAHTHPOBAHHO OOHAPYKUTH H3MEHEHHE COJICPKIMOTO, BCTaB-
Ky WIH ylIaJleHUe 3alucei.

XKypHan nepronuuecKku pazaenseTcs Ha “3anedaTaHHble’” ceTMEHThI. KOHTpOIbHbIE 3HAYEHHS CETMEHTOB JOTIOIHUTEIBHO CO-
XpaHsoTCA B 0a3ze KOHQHUTypaluu CHCTEMBI, Onaromaps 4eMy M3MEHEHHe, BCTaBKa, yAaJCHUE 3alMCH U JaXke Mepe3anuch
KOHEYHOM 4acTH >KypHaJa LEIMKOM 00HapyKUBAIOTCS IIPOBEPKOIA.

Cnoco0bI NpoBepKH
LenmocTHOCTD XypHasa IpOBEPsETCS:

* aBTOMATHYECKH — MPH 3aMyCKe CepBepa CHCTEMbI U BO BPeMsi €ro padoThI;
* BpyuHYyI0O — B cekinu «L{e10cTHOCTD JKypHAaIa» NaHeIn HHCTPYMEHTOB;
* P OTKPBITUH (aiioB apxusa (paznen 13.6).

B CCKIIUn «]_ICJIOCTHOCTI) JKypHaJJIa» 0T06pa>1<aeTc;1 CBOJIHaA I/IH(l)OpMaIlI/IﬂZ

* KOJIMYECTBO COOBITHH B XKypHAJIC,
* KOJIMYECTBO “‘3ame4aTaHHbIX”’ CETMEHTOB.

Uto0BI 3aIyCTUTh PYUHYIO IPOBEpKyY, HAkmuTe «IIpoBeputh». CucTtemMa mpoBepHT “He3aneyaTaHHyI0  4acTh KypHajla — OT
MIOCJIEIHETO “3alle4aTaHHOr0” CETMEHTA /10 MOCIIEAHET0 3apETUCTPHUPOBAHHOTO COOBITHS.

[pu ycnemHoM ipoBepke 0TOOpaXkaeTcst COOOIICHHE:

«HenocTHocTh nmoaTBep:xaeHa: coobITua NeA—NeB (N mit.)».

[Ipu oGHapy)eHUHN HAapyIICHUs CHCTEMa YKa3bIBACeT €0 THUII U IEPBYIO MOBPEXKAEHHYIO 3aIIHCh.
Bo3moxxHble HapylIeHUs:

* M3MEHEHHUE COICPIKMMOTO COOBITHS;

* pa3pbIB XEII-LEeNOYKN BCIISICTBHE BCTABKU WM yNAJICHUS 3aIIUCH;

* MOBPEXICHUE “‘3alleUaTaHHOI0” CerMEHTa;

* HECOOTBETCTBUE KOHTPOJIbHBIX 3HAYEHUH CErMEHTa JIAHHBIM, COXPaHEHHBIM B 0a3e KOH(DUTypaLuH.

[Ipn oOHapyxeHHN HApYyLIEHHS CHCTEMA!

* co3naér TpeBory «HapylieHune 1eJJ0CTHOCTH 5KypPHAIa»;
* PETHCTPHPYET COOBITHE O PE3yNBTAaTe MPOBEPKH;
* TPOJIOJIKAET COXPAHATH HOBBIE COOBITHS B )KypHAJIE.
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13.6. ApxuBanus

ApxuBanys MepeHOCHT CTapble CETMEHTHI JKypHana B (ailyibl 1 0CBOOOXKIAET KUBYIO 0a3y, HE pa3phiBas xem-nenouxy. Ha-
CTpauBaeTCs B CEKLIUU «APXHBALUS» [TaHEIN HHCTPYMEHTOB!

* «ABTOAPXUBALUD — BKIIOYCHUE PETYIIPHOTO 3ammycka; «JacToTay (JHH WK Mecsibl) 1 «BpeMs crapray;

* «[lamka apxuBay — Karajor (aiiioB Ha cepBepe;

+ «[Tapomp» — mpu BeIOOpe mapoins (cekper u3 xpanwmma «besonacHocTny) daitnsr mmdpyrores; 6e3 mapons («bes
i poOBaHKs») BHITPYKAIOTCS OTKPBITHIMU. [1aponb apXuBa MOXKHO HMCIOJIB30BaTh M AJIsl PE3EPBHON KOIIMU — OIIUH
ceKkper s 00oux Mexanu3moB (paszaen 10.8).

Knonka «ApXuBUpOBaTh ceiyacy 3alyCKaeT BHITPY3KY BPYUHYIO. APXUBHPYIOTCSI TOIBKO 3all€4aTaHHBIE CETMEHTBI; MOCHe
YCTICIITHOH BBITPY3KH UX 3aIlUCH YAAJSIOTCS U3 )KUBOH 0a3bl CTPOTO 10 MOpsAKy. CErMeHT ¢ HENPHUHSTOW TPEBOTOH BBITPYXKa-
€Tcsl, HO He yAaIsIeTCs], IOKa TPEBOTa He MPHUHSTA. VITOT OKa3pIBacTCst COOOMIEHNEM («IKCIIOPTHPOBAHO CETMEHTOB X, YIAJICHO
u3 0a3bl Y») U QUKCHPYETCst COOBITUSIMU JKypHaIa.

Kaxnprit daiin apxrBa coaepKUT OTKPBITOE OIIaBlIeHUE (IMAa30H COOBITUI M KOHTPOJIbHBIE KOPHH) U TIOJIHBIE 3aITUCH Cer-
MEHTa; IM(pOBaHUE HE CKPHIBACT OIVIABJICHHE, TOPTOMY MHBEHTAPH3AIM IAllKK apXHBa BO3MOXKHA O€3 TTapoJts.

13.7. IlpocmoTp apXxuBOB
Cexnyst «ApPXHB» IIaHEIN HHCTPYMEHTOB OTKPBIBAET apXUBHBIC (haiiIbl Ha YTCHHE!

1. B cnmcke QaitnoB (anamazoH AaT, YMCIO COOBITHH, pa3Mep, MpU3HaK MHU(POBaHUSI) OTMETHTE ONMH MM HECKOIBKO
CMEeKHBIX cerMeHTOB. [I1s1 3ammppoBaHHbIX (aiyioB cUCTEMa MTOACTABUT NMApoJIb U3 HACTPOEK apXHBa, ECIIN OH 33/1aH;
nHade nosiBUTcs 010K «Ilaponb apxuBa» — TOT ke uHTEpdeiic, YTo NMpHU BOCCTAHOBICHUH PE3EPBHON KOMHUHU (pa3zaen
10.8). daiis, noMy4YeHHBIIT U3BHE, MOXXHO OTKPBITh KHOIKOW «3arpy3uthb (aii...».

2. Haxwmure «OTKpbITh apxuBy». CHcTeMa MPOBEPHUT LEIIOCTHOCTH (haidiIoB U CTHIKOB CEPUH M PA3BEPHET BPEMEHHYIO 0azy
JUISL YTCHUSL.

HHCTpyMEHT TIepeKITiodacTcs B apXUBHBIA PEKUM: Ta )K€ JICHTa, (PHIBTPHI U KApTOYKH, CBEpXYy — HHAUKaTop «APXHB» ¢
JIMaNla30HOM M PE3yNbTaTOM IPOBEPKH LEJIOCTHOCTH: I[EIOCTHOCTh HMOATBEPKACHA OO0 HapylIeHa, C YHCIOM HapyIlIeHHH
(HapyIIeHus He OJIOKHPYIOT MPOCMOTP). B apXMBHOM peskrMe HEOCTYITHBI TPEBOTH M M3MEHEHHE METOK — METKHU M3 apXUBa
MOKa3bIBAIOTCS Kak ucropuueckue. Knonka « BepHyThes K ®KHUBOMY KypHaATY» 3aKphIBA€T CECCUIO IPOCMOTPA.

13.8. OTuéTnI

Cexnus «IlocTpoeHue 0T4€TOB)» NaHEIH HHCTPYMEHTOB CTPOUT OTUYETHI IO JaHHBIM XKypHaia. B Texymiel Bepcuu Hoaaepxu-
BAaeTCsl OAMH BHJ OTYETa — OTYET MO Y4EéTY MPUCYTCTBHSA: BpeMs IpeObIBaHMS IEPCOH B 30HE BBIOpaHHOTO Oeika yuéra
(pa3men 11.11) 3a mepuon. McTournk maHHBIX — COOBITHA «HTEpBaM MPUCYTCTBHS 3aKPBIT» JOMEHA «YUET MPHCYTCTBUSI
(pasmen 13.2); OTKpPHITBIE HHTEPBAJIBI B OTYET HE IMOMAATOT.

OmnpenesieHust 0TYETOB
OT4€THI XpaHATCA B CEKIIMU CITUCKOM MMEHOBAHHBIX ompeneneHnii. OnpeneneHue 3a1aéT:

* Ha3BaHHE OTYETA;

* OermK yuéTa IpUCYTCTBHS,

+ nepuon: «Ceromasy, «Buepay, «ITa Henens», «[Ipomuas Hemens, « ITOT Mecsny, « [[poIuTbIif MecsID) FITH IPOU3BOIIb-
HBIM JUana3oH JaT;

* BBIOPAHHBIX MEPCOH (TI0 YMOIYAHUIO — BCE) M (DUIIBTP 10 JTOTOIHUTEIBHBIM MTOJISIM [IEPCOH;

* JIOTIOJIHUTENBHBIE MOJISI IEPCOH, BKIIOUAEMBbIE B OTUET OTNEIbHBIMU KOJIOHKAMU;

* pazgenutenib CSV: «;» U «,».

Omnpenenenne coxpansercss KHONKOH «CoxpaHUTh»; KHONKAa «COXPaHUTh M ITOCTPOHUTHY COXPAHSET OMpENEICHUE U Cpasy
CTPOUT OTHET.
IocTpoenue oTuéra

[Ipu 3amycke mocTpoeHus 6eH K, IEPHOL M IEPCOHY MOXKHO ITEpeornpeesuTh B Oioke «IlapaMeTpsl 3ammycka» — coXpaHEHHOE
olpeieNieHNe NPH ATOM He MEHseTCs. Tak OJUH U TOT k€ OTUYET CTPOUTCS «3a MPOLUIBIA MecAID» WU «I10 OJHOI mepcoHe»
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6e3 MIpaBKH OIIPEACIICHUS. HepI/IOZ[BI PACCUHUTBIBAIOTCA IO BPEMCHU CCPBEPA B MOMCHT NOCTPOCHUS; HEACISL HAYMHACTCA C
TIOHCACIIbHUKA.

Ctpoka oTuéTa — MTOT 0 Mape «aara + MmepcoHay:

* «IlepBblil BXOM» — BpeMs IEPBOTO BXOJa B 30HY 3a JICHb;

* «[Tocnennuii BBIXOm» — BpeMs TIOCJIIHETO BBIXO/Ia MO TOCTOBEPHBIM HHTEPBAJIaM;

* «Bpewms B 30HE» — CyMMa IITUTENFHOCTEH TOCTOBEPHBIX HHTEPBAJIOB 3a ACHD, @ HE Pa3HHUIA MEXIY EPBBIM BXOIOM U
MTOCIIETHUM BBIXO/IOM: TIEPEPHIBBI BHE 30HBI B CyMMY HE BXOJISAT;

* «HemocToBepHO» — YUCIIO HHTEPBAJIOB, 3aKPHITHIX O TaiiMayTy (pa3zaen 11.11); Takue uHTEpBaJIBI B CyMMY BPEMEHHU
HE BXOJAT, KOJIOHKA ITyCTa, €CJIU UX HeT.

I/IHTepBaH OTHOCHUTCH K JAaTC BXOJa U IO NOJYHOYH HE pa3pe3acTCA: HOYHAsd CMCHA LCJIMKOM MONaAacT B ICHb HA4YaJja.

®daiiag oTuéTa

Pesynprar nocrpoerns — ¢aiin CSV B xomuposke UTF-8 ¢ BOM (kupmnnna KOppeKTHO OTKPBHIBACTCA B TAOMUYHBIX pe-
JAKTOPax), C Pa3AeNIUTENIeM U3 ONpeAeIeHUs. XPaHUTCSI TONBKO MOCIIEIHUN OCTPOSHHBIN (haiiin KaxxJ0ro or4€Ta: HOBOE HO-
CTpOEHHE 3aMeHsIeT npeapynuid ¢aiin. Eciu 3a BRIOpaHHBIN NepHo/] JaHHBIX HET, MpeAbIAYIIni (aiin coxpansercs. KHonka
«Ckauarby BBITpYKaeT (ailir; KHoTKa « YaanuTs Qaitny ynanser daiin, He yaaisis onpeaeieHue.

Co3nanue, U3MEHEHNE 1 yIAJICHNE ONPEENICHNH, a TakXkKe KaKI0€ MOCTPOCHUE (PUKCHPYIOTCSI COOBITHAME ayauTa: (akT BBI-
mycka (haiina co cBeAeHHSIMH 0 paboueM BPEMEHH NIEPCOH BHUICH B XKypPHAJIC HE3aBHCUMO OT TOTO, KTO CKadaJl (air.

I'naBa 14. Be3onmacHoCTh

Pabouast ob6macTp «be3onacHOCTEY — ynpaBieHne JOCTYIIOM K CaMOM CHCTeMe: yUETHBIE 3alIHCH OIIepaToOpOB, POIH M IOJIHO-
MOYHS, aKTUBHBIE CECCHH, XPAHUIHUIIE CEKPETOB, HACTPOUKN OE30IaCHOCTH M ayAMT IUIaT(OPMBL. 37€Ch e HACTPANBACTCs
KOHTYP paboThI ¢ KapTaMu: HaCTONbHBIE cunThiBaTen (APM) u 6nbnmoTexa mpodueii kapt. JIeBbie manenu oomactu — «Omne-
paropsd» (¢ nepekmodareneM «Oneparopsl / APMy), «CobbiTust», «Ceccur»; Ha MaHeId HHCTPYMEHTOB — CeKIuu «Pomny,
«Cexkpetsl», «Hacrpoiiku 6e3onacHoctiy, «[Ipodunm xap.

14.1. Moaean MOJTHOMOYHIA

[TorHOMOUNS OnepaTopa ONpPEeAEISIIOTCS ero PoJIbIo (M MHIUBHyaIbHBIMU IIPaBaMU OBEPX POJIH, €CIIU OHH 334aHbl). [IpaBo
— 3TO YPOBEHbB JJOCTYIa K 00JIaCTH OTHOTO U3 IIATH JJOMEHOB CHCTEMBI:

Jomen YTo 0XBaTHIBACT

«ObopynoBanue» JluHum, ycTpoiCTBa, CHCTEMHBIE ONIEpallui 00CITy )KUBaHUS
«OOBEKTHI TOCTYIa» OOBEKTEHI, IPaBUIIA, TEKYIIUI JOCTYII

«IIepcoHbI 1 IPOITYCKaY [lepconbl, nACHTHPHUKATOPEI, POITYCKA, MIa0IOHBI
«be3omacHOCTB» Omnepartopsl, poJIH, CEKPETH, ayIUT ITaT(OPMEI

«Kypnam» JKypHait coObITHH, TPEBOTH, TIEIIOCTHOCTD, APXUBBI

YpOBHH KyMYJSITUBHBI — KaXIbIi CIIETYIOINI BKITIOYaeT npeapiaynme: «Uteane» — «Jlobasnenne» — «llonnbiity. B obna-
CTH TIPOIYCKOB €CTh IPOMEXYTOUHBIH ypoBeHb «Bbinaya no madioHy» — HpaBo BbIABATH MTPOITYCKa CTPOTO 1O MabIoHaM,
Ppa3peIéHHbIM [yl OrpaHUYeHHON BbIaun (T1aBa 12).

AnTH-3cKananus. Oneparop He MOXET BbIIATh IPYTHM OOJIbIIE IpaB, YeM UMEET caM: IIPU peJaKTUPOBAHUN POJIeH YPOBHHU
BBIIIIE COOCTBEHHBIX HEAOCTYIHBI (TT0ICKa3Ka «Bplie Bariero ypoBHs mpaB B 3TOH 00JIaCTH»), CEpBEP KOHTPOIUPYET TO JKE
paBuiI0. POtk « A IMHHHCTpATOp» HEM3MEHsIeMa 1 HeyaallsieMa; Ha3Ha4daTh €€ M N3MEHATh YIETHBIE 3aIiCH aIMUHUCTPATOPOB
MOXET TOJIBKO aIMHHUCTPATOP.

HHTCp(beI:IC OTpaKacT MOJHOMOYHNA aBTOMATHYICCKU: pa60qne obnactu 6e3 npaBa YTCHUS CKPLITHI U3 BerHeﬁ CTPOKHU, HENO-
CTYITHBIC KHOIIKN 6J'IOKI/IpyIOTC$I C IIOSICHCHUEM ((HG,I[OCTEITO‘IHO paB».
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14.2. Ilanens «Oneparopbi»

WMnopT nepcoHana us ¢aina

AN CO CIUCKOM COTPYAHMKOB CIoAa e
9aiin. Mlepsas CTPoKa MOXET CoRepXaT Ha3BaHIA KOMOHOK rca ca

OTmena Wmnopruposats

Criucok y4€THbIX 3anuceil: konoHkH «Msy, «Jloruny», «Pomb», «Craryc» («AxtuBen» / « OTKIIOUEH»); CBEPXY — ITOUCK U
(UIIBTPBI 110 POJU U cTaTyCy (BBITAJAIOIINE CIUCKHU ¢ (IaKKaMH, MO>KHO BEIOPATh HECKOJIBKO 3HAUYCHHUH; BEIOOD IPHMEHSCT-
Cs1 KHOIIKOM MONTBEPKIEHHS, KaK B (HIbTpax nmaHenu «/loctyn»). BHu3y naHenn — eAMHCTBEHHAs KHOIKA «1»; MaCCOBBIX
onepanuii y oneparopoB HeT. [lepexntouarens «Onepatopsl / APM» B 3arojoBKe aHENIH IEPEBOIUT €€ B PEXKUM YIPABICHUSL
HACTOJIHBIMH CUHTBIBATEISIMH KapT (pasnein 14.8).

Cosznanne. Knonka «+» («lobaBuTh omneparopa») oTKpsiBaeT quajior « Hosslit oneparopy: «Jlorumy», « Ms» (110 yMOIT9aHHIO
coBmagaer ¢ JoruHoMm), «Poib» u «Ilaponey. TpeboBaHHS K MapoONI0 ONPEASNAIOTCS HACTPOHKaMH 0e30IacHOCTH (pasnel
14.6).

Kaptouka oneparopa. IlepBas cexius — CBOMCTBA: JIOTUH (HE U3MEHSETCS), UM, POJib, CTaTyC U CMEHA Mapoiis (TeKyliee
3HAYEHUE HE TO0Ka3bIBAETCS; ITyCTOE I10JIe 03HAYACT «HE MEHSTHY»). [1apoib, ycTaHOBIEHHBIN Oneparopy ApYrHM OIeparo-
POM, CUMTaeTCsl Ha3HAYESHHBIM: IIPU BKJIIOYEHHOM TPEOOBaHNHM CMEHBI Ha3HAUCHHOTO napodst (paszxesn 14.6) Bnanenen o0si3an
3aMEHHTb €r0 IpH clenylomeM Bxoae. Bropas cexuus — «O¢deKTHBHbIE IpaBay»: UTOroBas MaTPHLA OJIHOMOYHH, CKIIa/IbI-
BAIOLIASICA U3 POIIM M MHIMBUAYAIBHBIX IPaB. YPOBEHb, KOTOPBIH Ja&T poib, OTMEYEH B KaXKAOH CTPOKE 3BE3MOUKOM ClieBa
OT HOJIKMCH — 3TO YHACJIeIOBAHHOE 3HAYEHUE U OJJHOBPEMEHHO MUHHUMYM: YPOBHH HH)KE POJIEBOTO HEJOCTYITHBI JUIs BBIOO-
pa (monckaska «Hwmke ypoBHS ponu»), HHAMBHUIyalbHas HACTPOHKA MOXKET TOJBKO IOBBIILIATh ypOBEHb. BrIOOp ypoBHS co
3BE37I0YKOI BO3BpaIaeT 00IacTb K pOJIEBOMY 3HAUEHHUIO (CHUMAeT WHIMBH/yaJIbHOE TIOBBIIICHNE); CEPBEP XPAaHUT UHUBHU-
IlyaJIbHO TOJIBKO ITPaBa BBILIE POJIH, IO3TOMY HOCIEAyIONIee H3MEHEHHE POJIH Cpasy oTpakaeTcs Ha 3 (eKTHBHEIX IpaBax.

OTxiroueHue H ygajeHue. BpemenHoe orcTpaHeHue oneparopa — craryc « OTKIro4eH». YajleHUe BBIMONHACTCS U3 Kap-
TOYKH: CBEPHYTas CEKLUsA «YIaleHHue» B €€ KOHIE MOSCHAET MOCIEICTBUS — CECCHUU OIEpaTopa 3aBEepIIAIOTCs, HCTOPHUs B
JKypHaJIe COXpaHsAeTCs; KHOIKa ylaJeHHs MOATBEpKAaeTcs B MpaBoii 30He. OrpaHUYeHus: COOCTBEHHYIO YUETHYIO 3aIHCh
YIOAIUTh HENb3s (KHOIMKA 3a0JIOKHPOBaHA C ITOSCHEHHEM, CEPBEpP TaKKe OTKIOHMT 3aIlpoc), M HENb3s yNAIUTh MOCIEAHETO
orieparopa ¢ IMOTHBIMHU IPaBaMH Ha yNPABJICHHUE ONEPAaTOPaMU — CHUCTEMa HE MO3BOJHT OCTAaThCs 0€3 aMHHUCTPUPOBAHUS
YYETHBIX 3aIUCEN.

Bce u3menenus (bI/IKCI/IpyIOTCﬂ B ayAuTe: CO3JaHNUEC, UBMCHCHUE, YIAJICHUC ONIEPATOPOB, U3BMCHCHUS MIPpaB.
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14.3. Poau

WUMnopT nepcoHana us ¢aina

BuibpaTs daiin

OtmeHa Wmnoptuposats

Cexkuust «Ponm» maHenm MHCTPYMEHTOB — ITPOQUIIN TIpaB: MaTpUIa «00JIaCTh X YPOBEHB) MO IATH JOMEHaM.

[IpenycranoBneHHbIe oK (TIOMEYECHBI KaK «BCTPOCHHA»):

Ponb Haznauenne

«AIIMIHHCTPATOP» [onHerit MOCTYI: pa3BEPTHIBaHNE, BOCCTAHOBJICHNUE, ITI00aIbHBIC H3MEHEHHUS

«Oduuep Orneparopsl, poiiu, CEKPEThI, HEPCOHBI U MPOITYCKa, ONIEPaTUBHOE YIIPABICHUE 00bEKTaMH, TPEBOTH
0€e30MmacHOCTH U ayJuT

«BIopo MpoIycKoB» ITosHBIM LUK IEPCOH U MPOIYCKOB: BblJIaua, MPOJJIEHNE, U3bSITHE

«Pecermmny Brimaua mpoIryckoB CTpOTo MO pa3peméHHbIM M1ablIoHaM, CO3/IaHIE MEPCOHBI-IOCETUTEIS
«AynuTtop» Urenue xKypHalsla, apxX1UBOB U ayJJUTa BCEX JIOMEHOB; IPOBEPKA LIEIOCTHOCTH

«Hanamgauky» IMTyckoHaaka 000pynoBaHus 1 OOBEKTOB JOCTYIIa

CoOCTBeHHbIE POJIM CO3al0TCs KHOMKOM «Co3aaTh poib» (Ha3BaHUE, ONMKMCAaHHE, MAaTPHULA YPOBHEH) U PEAaKTHPYIOTCS 110
TOH Ke CXeMe; B CITHCKE BUIHO YHCIIO OMEPAaTOPOB C KAKIOU pONbi0. BCTpoeHHbIE poiu HEe YAAISIOTCS; POIb, HA3HAYEHHYIO
oreparopam, yAaduTh HElb3s.

14.4. I1anean «Ceccumn»

JKuBoit crimcok akTHBHBIX ceccuil oreparopoB: «Omneparop» (cBosi ceccust momeueHa «(BbI)»), «IP», «bpaysep», «AKTHB-
HOCTB»; CITUCOK OOHOBIISICTCSI aBTOMAaTHYECKH, CIETUHK MOKA3BIBACT «ceccuii: Ny.

Ceccus ISHCTBYET 10 CKOJIB3SMEMY OKHY HEaKTHBHOCTH: KXIBIH 3alpoc oreparopa MpoajieBaeT e€, pu IpocToe JOJIbIIe
YCTaHOBJICHHOTO BPEMEHH HEaKTUBHOCTH (paszen 14.6) ceccus uCTeKaeT, U TpeGyeTcs OBTOPHBII BX0. AAMHHUCTPATOp MO-
KT IPUHYUTEIBHO 3aBEPIIUTh TyKYIO CECCHIO KHOIKOM «3aBEPIINTh CECCHI0» — OT3BIB (PUKCHUPYETCSI B ayAUTE COOBITHEM
«OTo3BaHa ceccus OIepaTopay; CECCHU aAMUHUCTPATOPOB 3aBEPIIACT TOIBKO aJMUHUCTPATOP.

14.5. Cekpetnl

Cekuust «CeKkpeTbl» naHeId HHCTPYMEHTOB — 3aIIMIIEHHOE XPAHMIIHIIE 3HAYSHUH, KOTOPBIE CHCTEMa HCIIOJIb3YeT, HO HUKO-
IJla He IOKA3bIBACT: MApOh PE3EPBHOI KOIHU, ITAPONTb apXuBa )KypHaia, kioun OSDP Secure Channel, xiiroun kapt, cepTu-
¢uxarst HTTPS.
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VY cekpera ecTs Ha3BaHHE, Ha3HaUeHUE (HanpuMmep, «Backupy, «OSDP SCBK», «HTTPS/TLSy») u Tam Matepuana («Ilapoisy,
«CuMMeTpUIHBIH KITtoD», «CepTudukar u 1pyrue). 3HaueHIe BBOAUTCS OAWH Pa3 IIPH CO3IaHNH HITH 3aMEHe: TT0CIIe COXpaHe-
HUS OHO IIH(pyeTcs U He 0ToOpaXkaeTcs HU B OTHOM SKpaHe — CMEHUTH 3HAUCHHE MOJKHO, IPOYUTATh Hemb3s. [loTpedurenn
(pe3epBHoe konrpoBanue, HTTPS, muanu OSDP) oOparatoTcs K CeKpeTy 10 CChUIKE.

Coznanue, I3MEHEHHUE U yaJIeHHe CEKPETOB (PMKCUPYIOTCS B ayauTe — 03 3HaUCHHH.

14.6. HacTpoiiku 6e30nacHOCTH

CCKHI/IH ((HaCTpOﬁKH 0e30IacHOCTHY IMaHeIn HHCTPYMCHTOB — 06H16CI/ICTCMHLI€ napaMeTpbl BXoAa U ceccuit:

3HaucHne

10 yMOJT4a-
[Mapametp HUIO Onucanue
«BpeMst HeaKTHBHOCTH 720 Ceccus HcTeKaeT Mmocie yKa3aHHOTO BpEeMEHH 0e3 3alpoCcoB; aKTUBHOCTh
ceccud (MHH)» npoziieBaet e€. JlonycTuMo oT 1 MUHYTBI 10 7 CyTOK
«Pa3pemienue mycroro Her JomyckaeT onepatopoB 6e3 maposis (11 CTEHJIOB; B OKCILTyaTaIliy He
1apossH) PEKOMEHTyeTCsl)
«[lonnTHka 6e3omacHoCTH Crannapr «Her» — 6e3 orpannuennii.«CrannaprHas» — oT 6 cUMBOJIOB.«CTporasp —
TIap oD Hast oT 10 cuMBOIIOB; HYXKHBI OYKBBI ¥ TU(PHI.
«TpeboBars cMeHy mapods, Her Omneparop ¢ maposem, KOTOpbIi Ha3HAYHII He OH caM, 00s13aH 3a1aTh
Ha3HAYEHHOTO COOCTBEHHBIH ITapoIb IPH CIETYIONIEM BX0JIe — J0 3TOro paboTa B cUCTEME
aJIMIHHCTPATOPOM» 3a0I0KHpOBaHa

[MonuTrka MPUMEHSAETCS IPU CO3aHUU OMEPATOpPa M CMEHE MAapOJis; HA yXKE YCTAHOBICHHBIC MAPOJId U3MEHEHUE TTOTUTHKU
He Biusier. CoxpaHeHue HacTpoek (GUKcUpyeTcs B ayaute coObiTneM «VI3MeHeHbl HACTPOWKK 0e30MacCHOCTH» CO 3HAYCHUSIMHU
«OBLIO/CTATION.

TpeOoBanne cMeHbI HA3BHAYEHHOT0 MapoJs. [lapons cunTaeTCcsl «Ha3HAYEHHBIMY, €CJIM €r0 YCTaHOBHUJI HE caM BIaJeliel]
YIETHOH 3amuCh: aJJMHHUCTPATOP 3aJall WM COPOCHII Mapolib OIepaTopy, JIUOO Mapoik Co3MaH CHCTeMOH (omepaTop admin
C TapoJieM Mo yMOJTYaHHI0 123456 mpu akTHBanWy, Tiasa 6). [Ipu BKItOu€HHOM TpeOOBaHHU TaKOW OIepaTrop cpasy Mmocie
BXOJ1a BUIWT 3KpaH «CMEHUTE Tapoiby (TEKyIIHi Mapoiib, HOBBII Mapoih ABAXKABI) H HE MOXKET paboTaTh B CHCTEME, ITOKA HE
3a1acT COOCTBEHHBIN MapOJIb; HOBBIH MapoJib MPOBEPSAETCS MO TOJIUTHKE 0E30MaCHOCTH M He MOXKeT COBNAAaTh ¢ napoJjemM
1o yMoa4anmio (123456). CmeHa mapoJsi OT3bIBAET MPOYHE CECCUU OTIeparopa.

OTMeTKa «Iapoiib Ha3HAuCH)» CTABUTCS BCETNA, a JCHCTBYET TOJNBKO MPH BKIFOYEHHOM TPEOOBAHUU — MOITOMY HACTPOHKY
MOYKHO BKJIFOUHTH W 3aJHUM YHCJIOM: BCE OIIEPATOPHI, YbH MApOJId K ’TOMY MOMEHTY Ha3Ha4YeHbI aJIMUHICTPATOPOM U emIé
HE CMEHEHBI, TI0JTy4JaT 3KpaH CMEHHI IpH OnrxaiiieM Bxoae. Brmowyars TpeOoBaHIE peKOMEHIYETCs B JIFO00H IKCILTyaTaluHy,
TJIe TTApOJIU BBIJAIOTCS IIEHTPAIM30BAHHO: OHO TapaHTUPYET, YTO paboure Mapoiu OneparopoB HE U3BECTHBI HUKOMY, KPOME
HuX camux. [1o yMomyaHuio TpeOOBaHUE BHIKIFOYCHO, YTOOBI HE MEIIATh CTCHIIAM U JICMOHCTPAIUSIM.

Bxon ¢ napoJsiem nmo ymosnuanuio. HezaBucuMo ot HacTpoek, KaX/Iblil BXOJ onepaTopa ¢ naposieM 123456 3anuchiBacTcs B
XKypHaJl Kak TPeBOKHOe COOBITHE BXOJa C MMOMETKOM 00 MCIIOIB30BAaHUH MApOoIIs 110 YMOTYaHUIO — TpeBora OyaeT MmogHu-
MAaTbCs TIPH KKJO0M TaKOM BXOJIE, TIOKa IapoJib He CMEHEH. DTO CTpaxoBKa Ha CIy4ai, Koraa TpeOOBaHME CMEHBI BBIKIIIOUCHO,
a mapoiib 0 YMOTYAaHHIO TaK U OCTaics B paboTe.

Cmena codcTBeHHOT0 napousi. CBoii maposis oreparop MeHsieT Ha 9kpaHe «CMeHHUTe apoiiby (IIpH BKIIOYEHHOM TpeOoBa-
HUM) TH00 — €CJIN ecTh JOCTYH K pabouei oonactu «be3onacHOCTh» — B COOCTBEHHON KapTouke Ha maHenu «Oneparopbi».
ITapons, ycTaHOBIEHHBINH caMoMy cebe, «Ha3HaICHHBIM» HE CINTAETCS U TOBTOPHOI CMEHBI HE TPEOyeT.

14.7. llaneab «CoObITHD: ayIUT NMJIAT(HOPMBI

[Manens «CoObITH» paboueii 00IacTH MOKA3hIBACT AyAHUT BCEH CHCTEMBI M TEXHHYECKUE cOOBITUS TuraTgopMmel. [lepexkiroya-
Tenb Kateropuil — «Bcey | «be3onmacHOCTEY (TeXHIMUECKHE COOBITHS TUIaT(POPMEIL: 3aITyCK H OCTAHOBKA CEPBUCOB, IIPOBEPKH
LIEJIOCTHOCTH) | KAYIUT»; B PEKUME «AyTUT» AOCTYMHBI PUIbTpHI 10 JoMeHaM — «O6opynoBanue», «O1» (00BEKTHI AOCTY-
na), «Ilepconby, «be30macHOCTh.

3,HGCI) BUJHBI BXO/JbI OIICPATOPOB, HEYAAYHBIC IMOIIBITKU BXO4d, U3SMCHCHUS y‘léTHI)IX 3al'[PIC€I>i, pOJ'IGﬁ " npas, OT3bIB ceccni/i,
onepanun € CCKpeTaMu, U3MCHCHUSA HACTPOCK 6630HaCHOCTI/I, BOCCTAHOBJICHUC W3 PE3CPBHBIX KOHI/II\/’I, m3menenuss HTTPS.
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Bxox ¢ maponeM 1o ymMoirdaHHIO oMedaeTcsi Kak Tpesora (paszgen 14.6). [lepexmouarens «BriOpaHHBIE» CyKaeT JEHTY A0
BEIOPAHHOTO OIepaTopa — W €T0 ACHCTBHSA, M N3MEHEHHUS eT0 YIETHON 3aIHCH.

HcTopust KOHKPETHOTO OTepaTopa JUis pacCiieOBaHus JOCTYITHA U 13 paboueii 06macTy « KypHaiby — Mo 3HaYKy yJacTHHKA-
omeparopa (Tiasa 13).

14.8. APM cumutbiBare’ieii

APM cunTsiBaTens — pabodyee MECTO C HACTOIBHBIM CUMTHIBATENEM KapT: Ha KOMIIBIOTEpE oneparopa paboTaeT nmporpaMma-
areHt, kotopas oociyxusaeT USB-cunThiBaTels ¥ BHIIONHSET YTCHNE U 3aITUCh 3aLMIIEHHBIX KapT — YMHCCHIO, TIEPEBbIIaYy
n uHUnuanu3anuio (pasgen 12.6). Ynpasnenue APM Benércst B manenu «Oneparopbl», HepeBeAEHHON NepeKIIodaTesIeM B
pexxuM «APM»; Tpedyercst obmacTs npas «O6opynosanne: APM cautbiBaTeneii.

WMnopT nepcoHana us daitna

aiin co cnnckom
CSV Wnw TeKCToBsIf baiin. llepsas CTPOKa MOXET COREPX@TS Ha3BaHWA KONIOHOK — MCTEp Pas6epaTC cam.

Otmena WwmnopTuposath

Crincox APM: xononku «APM» (Ha3Banue n komrbtotep), «CBsi3b», «KoHTakT» (Bpems MmocieaHero ceanca cesisu), «Pabouee
MecTo». ITopsiiok BBOZA B 9KCILTyaTalHIO:

1. Cosmaiite APM KHOIKOH «+» — 3a1aéTCs TOJIIBKO Ha3BaHMUE.

2. Haznausre APM pabounm mMectoM 3Toro Opaysepa — KHomnkoi «Ha3Haunte» B konoHke «Pabouee mectoy. Hasnaue-
Hue npuBssbiBaeT APM k Opaysepy omeparopa: 3aHeceHHe KapT U auaiioru 3amucu B «lIpomyckax» OyayT paborarh
C 3TUM CUMTHIBATEJIEM, CKauYMBaHHUE JAUCTPHOYTHBA pa3pelieHo TONBKO oTciona. CHATh Ha3HaY€HHE MOKHO KHOIIKOH
«OtBs3aTh». OTMeTKa « TOIBKO HACTONBHBIM CUMTHIBATEINbY MO/ CIIMCKOM OTKJIFOYAET 3aXBaT KapT C HACTCHHBIX CUUTHI-
BaTeJIel, Toka Ha3HauYeHO pabodee MECTO, — Uy KHE IPOXOBI HE IOy T B TIOJIE BBOJA.

3. B kaprouke APM Haxmute «CKayaTh areHT» — cHcTeMa co0epET MepcoHaIbHbINA AUCTPUOYTHB ¢ KojtoM aoctymna. Koa
JKIET aKTUBAIMU OJHH Yac: yCTAHOBUTE U 3allyCTUTE areHT Ha KOMIIbIOTEpPE OIepaTopa B TEUEHHE 3TOTO CPOKa.

Kaprouxa APM. Cekuust «OcHOBHOE»: Ha3BaHHE (C KHOIKOH « COXpaHHUTH»), KOMIIBIOTEP U BEPCHSI areHTa; OJIOK «ATEHT» —
TIePEeKIIIOYaTellb «ABTOCTAPT IPH BXOJIe» (areHT IPONKCHIBAET ce0s B aBTO3arpy3Ky OlepanMmoHHOM cuctemsl) 1 BbIOop «Ilopt
CUUTHIBATEILD» («— aBromMaTndecknii Bb10op (USB) —» mimi KOHKpETHBIH MOPT U3 IEPEYUCICHHBIX areHTOM; BBIOPaHHBIA OPT
COXpaHsAeTCsl B KOH(PUIYpalluy areHTa W NepeXuBaeT nepesamyck). KoMaHIsl IpIMEHSIOTCS, TONbKO KOTlla areHT Ha CBA3Y;
MOATBEPKICHUE IPUXOIUT CTaTycoM areHTa. KHomnku:
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WmnopT nepcoHana us daina

aiin co cnnckom
CSV unw TeKcTOBbIA baiin. Mlepsas CTPOKa MOXET COREPXATS HAIBAHWA KOTIOHOK — MACTEP PasepaTCA cam.

Otmena Wmnopruposats

* «Ckayarhb areHT» — coOparh U CKa4yaTh AUCTPUOYTUB (CO3AAET HOBBIN KO JOCTYIIA);

* «IlepeBBINYCTHTH TUCTPHOYTHUB» — CO3/aTh HOBBIH KOJ| IOCTYIIA: paHee CKadyaHHbIE, HO HEe aKTHBUPOBAaHHbIE TUCTPHU-
OyTHBBI IEPECTaHYT pabOTATh, MOAKIIOUEHHBIN areHT MPOAOIIKHT padoTy;

* «OT03BaTh JOCTYI» — arcHT OTKJIFOYUTCS U IMOTEPSIET TOCTYII K CEPBEPY.

Cexnuust «[Ipodunm dreHns KapT» — HaOOp CIOTOB YTCHUS: LETIOYKa 3aNINEHHBIX Mpoduieit kapT u3 6ubmuoTekn (pasaen
14.9), koTopsle areHT mpodyeT cBepXy BHU3, miroc yreHue mo UID. Ctpoka «Bepcum» moka3siBacT NPUMEHEHHYIO ar€éHTOM
BEPCHIO Habopa OTHOCUTENILHO TeKylleH («mpuMeHeHa vX u3 vY»). Kiroun 3amumméHHbIX 30H NepefaloTcs areHTy U3 Xpa-
HUJIMINA CEKPETOB U XKUBYT TOJIBKO B €r0 MaMATH: KJIIOYH YTeHUs — noka APM Ha3zHaueH pabouuM MecToM 3Toro Opaysepa,
KJIIOUU 3allUCU — IOKa OTKpbITa KapTouka APM.

Cexkust «CoOBITHS KapT» — MOCIECIHNE IIECTh CUNTHIBAHUH Ha 5ToM APM, 00HOBIIAIOTCS BKHUBYIO: BpeMsi, KOJI, TPUBA3KA K
nepcone, UID, TeXHOI0rus KapThl.

14.9. lIpopuau kapr

Cexnust «IIpodunm kapT» maHenn HHCTPYMEHTOB — OMOMMOTEKa IMHU(PPOBAHHBIX MPOQMIICH KapT: ONMUCAHUH 3aIMIIEHHON
30HBI KapThl, 0 KoTopbiM cunthiBaTenn SH-O (pasmen 10.4) m APM (pa3men 14.8) unTaioT W 3aMUCHIBAIOT 3aLIUIEHHBIC
xoxsl. basosble npoduin urenus no UID BeTpoeHHBIE U B CIMCKe He MOKa3biBatoTcst. Pabora ¢ cekiueil Tpebyer obnactu
npaB «be3onacHoCTh: MPOQHIH KapT».
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WmnopT nepcoHana us daina

aiin co cnnckom
CSV unw TeKcTOBbIA baiin. Mlepsas CTPOKa MOXET COREPXATS HAIBAHWA KOTIOHOK — MACTEP PasepaTCA cam.

Otmena Wmnopruposats

[Ipo¢wie onpenenser:

+ HazBanue u Tun kapthl — «MIFARE Classic/Plusy mnu «MIFARE DESFirey;

* obaacts urenust: 11 MIFARE — nomep Omnoka (0-1024); s DESFire — npentnduxarop npunoxenus «AlD»
(wwectp mectHaaaTepuyHbIX cuMBoioB) U «File ID» (0-31);

* oKHO Koaa: «CtapToBbIi 0aiiT» 1 «JlmiHa Kona, 6aitt» (1-8) — rae B 6110Ke 1exXuT Kox KapThl. OKHO 0083aHO yMeIIaThes
B 16-6aitraenii 610k MIFARE; nnst DESFire — B mepBrie § Gaift ¢aiina (orpanndenue arenus SH-O);

 kuroun: «Kirou urenus» u «Kimou 3anucu (I71st SMECCHN)» — CCBUIKU Ha CEKPETHl XPAaHWIHIIA ¢ HA3HAUYCHUEM «KIII0Y
kaptel» (pasgen 14.5); s MIFARE ykaseiBaercs ciot («Key A» / «Key B»), ans DESFire — nomep kimtoua (0—13).
Marepuan KIr04YeH 31eCh He MOKA3bIBACTCSA: CEKPET BBIOMPACTCS M3 XPAHMIIHIIA HIH CO3aETCsl KHOIKOH 100aBIeHHs
PSLIOM C TI0JIEM — B TOM YHMCIIe TeHepalueii ciry4aifHoro kiroua Ha cepaepe («CreHepupoBarh» ), IpH KOTOPOil MaTepra
He TIPOXOAMT uepe3 Opaysep BoooOIe;

* NpoBepkKy 6;1M30cTH KapThl (proximity check) — 3aIuTy OT peTpaHCIALNYN IS KapT, KOTOpbIe e€ MOIIeP KUBAIOT;
3Tall IPOBEPKH — JI0 WM NOCTIE ayTeHTU(HUKALIUH.

s mpodmist «MIFARE Classic/Plus» ¢ 16-6aiiTHBIME KiTtodaMu 1octyneH 0ok «Admin-kiioun Plus (ypoBeHb KapThI)»
— xiroun CardMasterKey, CardConfigurationKey n L3SwitchKey. OHu Hy»XHBI A7 IepCOHATIM3AMK KapThl (TIepeBoaa ¢
3aBozckoro yposHs SLO B SL1 mmm SL3), mepexoma SL1—SL3 u cmens! kimroueii B SL3 nmpu mHMIManmm3ammu Kapt (pas-
nen 12.6). Kitoun 3agarorcst Bce Tpu cpasy, Marepuain — 16 Oaiit (AES-128). be3 admin-kitodeli npoduiab padoTaeT Kak
MIFARE Classic — mepconanu3aius HeBo3MokHa. [lepexonsl ypoBHeit Plus HeoOparumbel: B SLL3 kapTa HaBcerma TepsieT
coBmectumocTsb ¢ Classic.

Co3nanne ¥ npaBka MPOQHIIS BEIIOIHSIIOTCS KHOMKOM «+» («Co3mars mpoduib KapT») B KOHIE CIIMCKA M KHOMKOH «Penak-
THUPOBATH» B KAPTOUKE BEIOPAHHOTO NPOGHIS; YSPHOBUK COXpaHseTcs KHONMKoi «CoxpaHuTh». M3MeHeHnne npoduist He me-
PEIINCHIBACT YKE BBITYLICHHBIC KapThl: KapThl, 3aIUCAHHBIE 110 CTApOH pefaKuuy Npoduiis, MepeBOAsATCS Ha HOBBIE KIIIOYH
uHuImagu3anueit (pasaen 12.6).

I'maBa 15. TunoBbie cueHapumn

[Tomraroele mpoIeaypsI MOBCETHEBHBIX 3a1a9. KaXkapIil crieHapwii 3aBepIIaeTcst MPOBEPKOM pe3ybraTa; moApoOHOCTH dKpa-
HOB — B m1aBax 10—14. Yka3zaHa TUIIOBas pojib UCHIONHUTENS (T1aBa 14); 10CTaTOYHO 000 PONK C HY)KHBIMH IIPaBaMHu.
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15.1. BeigaTh NpONycK MOCETUTEIIO N0 IA0JIOHY
Ponv.: «Pecenumny (unu gvlute).

1. Pabouast oonacts «IIpomycka» — kuHomnka «Hosas nepconay: ®VO nocerurens, eciu Hy)HO — hoto — «Co3narey.

2. Bribepure nepcony B criicke — «BpInaTh nporryck BeIAEIEHHOM epcoHe (110 mabiony)».

3. B mmaiore Boidepure «1labimoH moctymay n3 pa3peméHHbIX (HanpuMep, «[0CTeBoit Ha CETOH)) — TEPHOI, BpeMs H
0OBEKTHI 3aMOTHATCS U3 MAa0I0OHa U HE PeIaKTUPYIOTCS.

4. JloGaBbTe KapTy MOCeTHTENS (IPUIIOKHUTE K HACTOIBHOMY CUUTBIBATENIO MM BBEAUTE KOJ CYIIECTBYIOIIEH KapThl).

5. Haxwmure «Bpinats 1o mabiaoHy».

HpOBepKa: B CIIMCKC — MPOIYCK CO CTAaTyCOM «AKTUBHO» U CCTOAHMAIIHNM CPOKOM; B IMAaHCIN «CoObITHSIY» — 3aIlHCh O
CO31aHUH IPOITyCKa.

Ecnu HyxHBIX ma6710HOB HET («HeT mabmoHoB, pa3pen€HHbIX 1715 OTPAaHUYEHHON BBIIaYN» ), 00paTuTech K ouiiepy oezomnac-
HocTH: (nar «OrpaHr4eHHas Bbliada» Ha mabioHe (r1aBa 12) ycTaHaBiIMBaeT ONEpaTop C MOJIHBIMH PAaBaMHU Ha I1a0JIOHBI.

15.2. 3asiBka HA IPOMYCK U €€ BBIILYCK
Ponu: 3as6xy cozoaém niobdot onepamop ¢ npagom evidauu, evinyckaem «bopo nponycrkosy.

. «IIpomycka» — «HoBBIi Ipomyck» — NepekiTouareb TUNA JOKyMEHTa: «3asBKay.

. YKa)XuTe IepcoHy, IIeproj U 00s3aTeNIbHbII KOMMEHTapuil (KoMy U 3aueM) — «Co3/1aTh 3asBKy».

. TTozxe, mpu opopmnenun: HaianuTe 3asBKy (Gribrp «[Ipomyck: 3asBKa»), OTKpOHTE €€ KapTOuKy.

. B cexuun «Ilponmyck» Haxmure «BolycTuTh npomyck»; B auanore «Bolmyck npomnycka no 3asBke Ne N» HazHaubTe
0OBEKTBI, TETH U BpEeMs JOCTYyTa, J00aBbTEe KapTy — «BBIyCTUTH POMYyCK».

B W N ==

HpOBepKa: CTaTyC U3MCHUJICA C «3asBKa» HA «AKTI/IBHO»; B KYypHaJIC — COOBITHS «Co3z[aHa 3adBKa Ha IMPOITYyCK» U «HpOHYCK
BBIITYIICH 10 3asABKE».

Heny>xHast 3as1BKa OTKJIOHSAETCS KHONKON « OTKIIOHUTB» B KAPTOUKE — OHA YIAISAETCS C 3alUChIO B JKypHAJIE.

15.3. U3bATH NpONycK, 3a0JI0KMPOBATH MIEPCOHY
Ponv: «bropo nponyckoéy.

BpeMeHnHas nprocTaHOBKA: B KAPTOUKE IPOILYCKa, B HUKHEM psay AeiicTBuid cekuuu «lIponyck», Haxxmure «IIppocTaHOBUTEY
— omeparys IPUMEHSETCs Cpasy, COXPAHITh KapTOUKy He Hy>KHO (TpeOyeTcs MONMHBIN ypOBEHb IIpaB 10 Mpommyckam). Bo3spar
— TOW K€ KHOIIKOH, Teriepb « Bo300HOBUTEY.

HW3bsaTHe nporycka: BEIOEpPUTE MPOIYCK B CIUCKE — B KapTOUKe, BHU3Y ceKUHHU «[Ipomyck», HAKMHTE KPacHYH0 KHOIIKY « Yia-
JUTH TIpomyck» — noareepaute («IIpomyck Ne N 6yner ynanés (u3ssT)»). TpeOyeTcs HONMHBIA yPOBEHB IPAB I10 MPOIMYCKaM.
Howmep npomycka He IepercIonb3yeTcs; HCTOPHS OCTAaETCs B JKypHaJIe.

EHOKI/IpOBKa TIEPCOHBI LCIIMKOM: B KAPTOYKE MMCPCOHBL (CGKIII/IH ((I/IH(l)OpMaHI/ISI))) YCTaHOBUTE COCTOAHUEC «B YCPHOM CIIMCKE»
— «COXpaHI/ITI)». HepCOHe HCJIb34 BblAaBaTh IIPOITYCKa, ﬂeﬁCTByIOHII/Ie MPOITyCKa MepeCTaroT AaBaTb NOCTYII.

IIpoBepka: momeiTKa MPOXO/ia MO U3BSITOMY WM IPHOCTAHOBICHHOMY Mpoitycky naét «Jloctyn 3anpemény»; B manenu «Co-
OBITHSD) — 3aIMCH 00 M3MEHEHHSIX C IMIepeuHEM U3MEHEHHH «ObLTO/CTAION.

15.4. IlocmoTpeTh, KTO OTKPBLI ABEpPh
Ponv: «Ayoumop» unu «Oguyep bezonacnocmuy.

1. Pabouast o6macts «XKypHamb»; kareropust «JlocTymy.

2. 3apaiite nepuoj B noysix «/lara: ¢ — mo».

3. Haiinure oObekT: BBeanTe ero Ha3BaHue B «[lomck» mibo oTkpoiite 1r000€ ero coObITHE U MIETKHUTE 3HAYOK OOBEKTa
— BKIIIOYUTCS OOBEKTHAS HCTOPHSI.

4. B meHTe — BCE pemIeHs 110 00BEKTY; OTKPOWTE 3aIHCh: B KAPTOUKEe COOBITHS BUAHEI TIEPCOHA, IPOITYCK, HACHTU(DHKATOP
U NIPUYMHA PEIIECHNUs.

HpOBepKa: CTpOKa «O0bekTHAs HUCTOpHA» CO 3HAYKOM o0beKTa AKTHBHA,; B 3alIUCAX €CTh YUaCTHUKHU U pE3YJIbTaT «Pa3pen1e-
HO».

71



Tor e Botpoc «Ha MecTe» perraeTcs OpicTpee: «OOBEKTH JOCTYIa» — BEIOPATh 00BEKT — NaHe b K COOBITHD) — MEePEKITIO-
yarenb «BeiOpaHHBIEY.

15.5. IIpunsATHL TPEBOTY

Ponv: «Oghuyep bezonacnocmuy.

1.

W

[[[énxaNUTE IO CHMBOTY KOJOKOJIBYMK Ha KHOIKE paboueii oOmactu «KypHans» B BepxHEH cTpoke (OH BHACH IpHU aK-
TUBHBIX TPEBOTaX).

B nanenu «TpeBorn» BeIOEpUTE TPEBOTY — CIIpaBa OTKPOETCS! KAPTOUKA MPHUHSATHS; H3yYUTE COOBITHE M YYaCTHUKOB.
BBenute KoMMeHTapuii (00s13aTeNI€H) — YTO YCTAHOBJIEHO H YTO IPEIIPHHSATO.

Haxwmure «IlonTBepauts». i cepur OQHOTUIIHBIX TPEBOT OJHOIO YYacTHUKA UCIONb3yiTe «IloaTBEpauTh A5 Beex
(N)».

IIpoBepka: TpeBora ucuesna U3 MaHENH, CYETIUK KOIOKOJIBIMKA YMEHBIIWICS; B XKypHane — coObITHe «TpeBora mpuHsTa
OIIEpPaTOPOM» C KOMMEHTAPHUEM.

15.6. Copocurtsb npucyrcrBue AIlIb uiam ceccnio mkadga

Ponv: «Oghuyep bezonacnocmuy.

1.

«OOBEKTHI TOCTyna» — MaHeNb « TeKyIiA JOCTyI.

2. Bxrnanka «[IpucyrcTBue»: HaliauTe mepcoHy B mepumerpe — «COpocuTh mpucytcTBue» (miau «COpOCHTH BCe» IS

IepuMeTpa — HaIpuMep, OCTe IBAKyallHH).

. Bxuajsika « AKTHBHBIE CECCHM»: HAallIUTE He3aBepLIEHHYIO ceccHo (IIKad, KOTOPbIH He 3aKpbUIH ITaTHO) — «COpOCHTH

CECCHIO».

IIpoBepka: 3anuch ncuesna n3 BKIaKH; B )KypHaje — coObITHe cOpoca ¢ onepaTtopoM-nHUIHATOpoM. IlepcoHa CHOBa MOXeT
BOMTH B IEPUMETP.

15.7. 3ameHnTH HEMCIIPABHOE YCTPOMCTBO

Ponv: «Hanaouuxy.

[puBsI3KU K 00BEKTaM JOCTYIIA CBS3aHbI C 3AIUCHhIO YCTPOICTBA B KOH(OUTYpALIUK, TOITOMY YAAJSTh 3alIMCh HEUCIIPABHOTO
yCcTpoiicTBa He HyxHO (paznen 10.4).

1. CmoHTHpYHiTE HOBOE YCTPOUCTBO Ha Ty ke MUHUIO ¢ TeM ke OSDP-agpecoM. Ecnu HOBoe ycTpoiicTBO OTBEYaeT Mo

JIpYroMy ajpecy — M3MEHHUTE aJpec B 3alHCH CTApOro YCTPOMHCTBa: KapTouka — cekuus «[loxkimoueHue) — HOBBIH
anpec — «CoOXpaHUATHY.

. JloxknmuTecs, moka cepsep 3aUKCUPYET PEBU3UIO: YCTPOUCTBO NEPEeUaET B cocTosiHue «3MeHeHoy, cekius « Moemnnb

TTOKAXET MOCTYNMUBIIUC U3MCHCHUA.

. HpI/IMI/ITe PEBU3NIO («HpI/IHHTL I/I3MeHeHI/IH»). Ecnu HOBOC YCTpOﬁCTBO TOM XKe MOJCJIN — MPUBA3KU K o0BeKTam JAoCTyna

COXPAaHSIOTCS, 3aMeHa 3aBepiieHa. Eciu Momens qpyras ¥ u3MeHEHHs Pa3phIBAIOT NPUBSI3KH — MTOATBEPANUTE KHOMKOM
«IIpuHSTH U pa30pBaTh CBSI3M», 3aTE€M BOCCTAHOBUTE MPUBSA3KY B KapTOUKe 00bekTa A0CTymna (10 MAOI0HY MPUBSI3KH
WJIM BPYYHYIO).

. Ecnu HyHO, npuMeHuTe m1ablIoH HaCcTPOeK 00OpYIOBaHUS M NMPOBEPHTE 3AUTUIIEHHBIA KaHAN (HOBOMY yCTPOHCTBY

MOXET MOTPeOOBATHCS YCTAHOBKA KITIOYA).

IIpoBepka: ycrpoiictBo B coctostHn «HacTpoeHo», CBsI3b « AKTUBHO», 00BEKT A0CTyIa B cOCToIHMH «HacTpoeHo»; Tecro-
BBl mipoxon 7aét «loctyn paspemén». B pexxnme «Ilyckonamanka (LIVE)» BUIHBI CHTHAIBI HOBOTO CYMTHIBATEIS.

15.8. O6HOBUTH MHKPONIPOrPaMMY YCTPOHCTBA

Ponv: «Hanaouuxy.

1. «Hacrpoiika / O6ciykuBaHHE» — IMaHETh HHCTPYMEHTOB — « MHUKPOTIPOTpaMMBI YCTPOKCTBY: 3arpy3uTe (haiia MUKpO-

IIPOTPaMMBI B KaTajior («3arpy3uTh HOBYIO» HJIH IEPETACKUBAHUEM).

2. OtxpoiiTe KapTOUKy ycTpoHcTBa — cekuus «OOHOBIEHHE MUKPOIIPOTPaMMBD): CPABHUTE TEKYIIYIO BEPCUIO C JOCTYII-

HOI.
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3. Haxwmmure «3ammcarpb B ycTpoiictBo». Cirenute 3a stanamu: «[logrotoBkay — «3arpyska oopaza» — «IIpoBepka KoH-
TPONBHOM cyMMBI» — «Ilepenada B ycTpoiicTBo» — «AkTuBamms» — «IIpoBepka Bepcuu mocie 3anucm» — «3aBep-
LICHOY.

4. Jlnst mapka OJHOTHMIIHBIX YCTPOWCTB MCHOJB3YHTE MAaccoBylO omepaiuio «Muxponporpamma» (pexuM BbiOopa
YCTpPOUCTB).

IIposepka: B macropre ycrpoiictsa («Moznenb» — «IloapoOH0») — HOBast BEpCHsI MUKPOIIPOT PAMMBI; B XKy pHaJle — COOBITHE
«Pe3ynprar 3anmucu MEKpOIPOrpaMMBD» C YCIIEXOM.

15.9. Cnenarb pe3epBHYI0 KONUIO U BOCCTAHOBUTHCS
Ponv: «Aomunucmpamopy.
Pe3epBHas konusi:

1. «Hactpotika / O6cmy)uBaHUE» — MaHEIb HHCTPYMEHTOB — «BaKarl / BOCCTaHOBIICHHEY.

2. 3amaiiTe mapoyib KOMUK (CEKPeT M3 XPaHWIUIIA) WM BKIoUnTe «be3 mmdpoBaHus», eciu Komus HY)XKHa OTKPBITOH;
MPOBEPHTE MAIKY.

3. Haxwmure «Cuenarb backup ceitgacy.

IIpoBepka: B xypHasie — COOBITHS «3aIPOLICHO CO3JaHue pe3epBHOM Konun» 1 «Co3ana pe3epBHast KOmus; Gpail mosBuI-
Csl B Iarke pe3epBHbIX konui (mapamerp «Ilamnka backupy). i1 perynspHbIX KOIHI BKIFOYHTE «ABTOOIKAI» C PACIIMCAHHEM.

Boccranosnenue:

1. B Toif e cekiuu BeIOepuTe daitn kormmu («Bwiopats backupy). Jlist 3ammdpoBaHHON KOMTUU YKKUTE TApOIh B OJIOKe
«ITaponb pe3epBHOI KoMUY (€CIH MapOb YKe 3a]]aH B HACTPOUKAX, MMOJIE 3alIOTHUTCS] aBTOMAaTHUECKH ).

2. Haxwmure «BoccTtaHoBuTh» U monteepaute. CepBUCH IEPE3ayCTITCS; MAaHEIh MTOKA3bIBACT UX COCTOSHHE JIO MOTHOM
TOTOBHOCTH.

IIpoBepka: mocie nepesarycka JaHHbIE COOTBETCTBYIOT MOMEHTY KONHWH; B JKypHaJle — COOBITHS Havaaa M 3aBEpIICHUS
BOCCTaHOBJICHUSL.

BoccTanoBuTh MOXKHO TOJIBKO KOIIHIO CBOEH HUHCTAJJIAIWHU; IIPpU NEPEHOCEC Ha HOBBIN CCPBEP BOCCTAHOBJICHUE BBIMOJIHACTCSA
Ha YUCTYIO CUCTEMY U 3aBCPIIACTCA HOBTOPHBIM BBOAOM KJIHOUa aKTUBALIUU (pa3,uen 176)

15.10. BriGopka coObITHIi 32 IEPUO]
Ponv: «Ayoumop».

1. «Kypnanb»: 3anaiite nepuop «Jlara: ¢ — moy».

2. Cysbre BBIOOPKY Kateropueit («doctym» / «Aymuty» / « TexcoctossHEe») u umbTpamu «Jlomen», «Pesymsrar», « Tam»
— HampuMep, BCe OTKa3bl JOCTYIIA 3@ HEZEIIO: KaTeropust «/locTym», pe3ynbrar «3ampereHoy.

3. Just BEIOOPKH 10 KOHKPETHOMY OOBEKTY, IEPCOHE HITH ONepaTropy 100aBbTe OOBEKTHYIO HCTOPHIO LIEITYKOM I10 3HAUKY
YyYacCTHHUKA.

4. CoOsbitust, TpeOylolue BHUMaHUs, ITIOMedaliTe METKOH (KapTouka cOOBITHS — «MeTku») — 3areM Guibrp «MeTkay
co0epéT UX B OJHY BEIOOPKY.

IpoBepka: cuétunk «Ilokazano: N u3 M» oTpaxaeT 00bEM BEIOOPKH; BEIOpaHHBIE 3aIIMCH OTKPHIBAIOTCS C TIOJIHBIM KOHTEK-
CTOM.

15.11. IIpoBepuTH 1EJOCTHOCTD KYPHAJIA U APXUB
Ponv: «Ayoumopy.
Kusoit xxypHai:

1. «KypHnansp» — naHeib HHCTPYMEHTOB — «LlenmocTHOCTE xypHana».
2. Haxwmure «IIpoBeputhb».

IIposepka: pesynsrar «LlemoctHocTs moaTBepskaeHa: cOOBITHS NeA—NeB (N 1mT.)». Hapymenue — moBo A5t HEMEAJICHHOTO
paccieoBaHus: JeTall B COOBITUM IPOBEPKU U TPEBOTE.

ApxuB:
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1. ITaHenb MHCTPYMEHTOB — «APXHB»: OTMETBTE CMEXKHbIC (aiibl. st 3ammppoBaHHEIX — MapoJb MMOACTABUTCS U3
HAaCTPOEK apXyBa WX BBeguTe ero B Onoke «[lapons apxuBa» — «OTKPBITH apXUB».

2. CucreMa IpoOBEpUT LIENOUKY U CTHIKU (haiiyioB; cBepXy mosiBUTcs nHaukarop « APXVB» ¢ pe3ynbraroM npoBepkH Iie-
JIOCTHOCTH (TIOATBEPIKICHA MIIN HapyIlIEeHa).

3. IIpocMoTrpuTe COOBITUS TeMH ke QUIIBTPaMu; IO 3aBEPIICHNN — «BepHyThCS K JKMBOMY KypHAIIY».

HpOBepKa: HWHAUKATOP HEJIOCTHOCTH — 6e3 HapylHeHPIﬁ; COOBITHUS ApXHBa YUTAIOTCS, METKHU MMOKAa3aHbI KAK HCTOPHUICCKUC.

I'maBa 16. Bo3MOKHbI¢ HEHCIIPABHOCTH

I'nmaBa OpraHn3oBaHa MO0 CUMIITOMaM. O6IIIPII>1 MPUHIUIL JUArHOCTUKU — CBEPXY BHU3 IO LCIIOYKE: cny>i<6a cepBepa — BeEO-
PIHTCp(I)eI\/'IC — JIMHUA — YCTPOﬁCTBO — 00BEKT JA0CTylla — IMPOITYCK; Ha KaKJAOM YPOBHE CHUCTEMaA MMOKA3bIBACT COCTOSAHUC U
C06I)ITI/I§I, II0 KOTOPBIM JIOKAJIU3YETCA OTKa3.

16.1. He oTkpbiBaeTcsi BeO-uHTEpeiic
1. Ha cepBepe npoBepsTe cyx0y:
sudo systemctl status srv_ctrl.service

Ecnu ciyx0a He B cocTosHum active (running) —mepesamyctute e€ (sudo systemctl restart srv_ctrl.service)
U IOCMOTPHUTE XKypHaJ ciykObI (journalctl —-u srv_ctrl.service).

2. Ilposepsre rotoBHOCTE HTTP-cepBuca: curl -i http://localhost:8080/health — oxuaaercs kon 2xx. Ecnu o1-
BETa HET, MPOBEPHTE, HE 3aHAT JIM MOPT U HE U3MEHEH JIM OH B /etc/skd/seenaptec_acs.yaml.

3. C ngpyroro KOMIbIOTepa — IPOBEPHTE CETEBYIO JOCTYIIHOCTh CepBepa U MEXKCETEBOH 3KpaH; B afipece NOJKeH ObITh [P
nnu DNS-ums cepsepa, a He localhost.

4. Tlposepsre noctynHOCTh Opokepa MQTT c cepBepa. bes Opokepa cTpaHmIia MOXKET OTKPBIBATHCS, HO YKHUBBIE COCTOSHHUSA,
COOBITHS M YaCHI CEpBEPa B BEPXHEH CTPOKE OOHOBIATHCS HE OYIYT.

16.2. UnTepdeiic oTKpbIBaETCSl, HO IaHHbIEC HE 0OHOBJIAIOTCS
[Ipu3HaK: CIIMCKU OTKPBIBAIOTCS, HO COCTOSIHUS HE MEHSFOTCSI, COOBITHH HET, JaTa M BpeMs cepBepa B BEpXHEH CTPOKe HE UIIYT.

[IpyurHa — HET KMBOTO TOTOKA MaHHBIX: HemocTyneH 6pokep MQTT wmim pazopBaHo coequHeHHne Opay3epa ¢ CEpBEpOM
(TTIOTOK OTIEpaTUBHBIX COOBITHH).

1. O6HoBHUTE CTpaHully Opay3epa.

2. Ilposepsre Opokep MQTT u ero JOCTYIHOCTH ¢ cepBepa.

3. IIpoBepsTe coctosHMe cepBrcoB: «Hactpoiika / O0cmy)uBaHue)» — MMaHeIb HHCTPYMEHTOB — « YTIPaBJICHHE CEpBUCA-
Mu» (uiu 3arpocoM GET /health mpoBepsTe roroBHOCTs HTTP-cepBuca).

16.3. JInnus B cocrosinnu «Het cBa3n», «Bo3moxkHo 00pbIB» N «HeakTHBHO»

* «HeakTHBHO» — JMHUS HE 33A€HCTBOBaHA: BKIIIOYNTE «3a7eHCTBOBATh» B KAPTOUKE JIMHHU.

* «[IopT HexOCTYNMEH» — CEPBHC HE MOXKET OTKPHITh MopT: 11t USB mpoBepsTe, uTo npeodpa3oBareib HOAKIIOUEH U
ums nopra BepHo; 11t TCP — uto angpec host:port goctuxuM c cepsepa.

* «Het cBA3M» — TIOPT OTKPBIT, HO YCTPONUCTBA HE OTBEUAIOT: MPOBEPHTE MUTAHUE YCTPOMCTB, MOISPHOCTD U LEIOCT-
HOCTh IKHBI RS-485, coBnazenne ckopoCcTH JIMHUM CO CKOPOCTBIO YCTPOUCTB.

* «B03M0:kHO 00pBIB» — amanTep padoTaeT 1 ONPOC UAET, HO HU OJHO YCTPOHCTBO JIMHUH HE OTBEYAET JOJIBIIE MAHYTHI:
MIPOBEPBTE IIETOCTHOCTh IUHBI RS-485 (00pbIB, 3aMbIKaHNE) U IUTAHUE YCTPOICTB TUHUH.

* 3anucu oOMeHa cMoTpuTe B maHenu «Oiaakay (KypHal padoThl SK3eMIULIpa s rv_osdp JIMHUM), HCTOPUIO CMEH COCTO-
stHUSL — B naHenu «CoOBITHSY.

16.4. YcTpoiicTBO He OTBe4YaeT WJIM HAIeHO He MOJHOCTHI0

* YcrpolicTBo B coctosiHMK «HOBOE» — OHO He 00CITyKMUBAaeTCs J0 NPUHATHS: OTKpOWTEe KapTouky M Haxkmute «Ilpu-
HSATBY.
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16.5.

VYeTpoicTBO He 3a0eHCTBOBAHO («(BBIKI)») — BKIIIOUATE «3aIeHCTBOBATEY.

SSB-monck Hamén He Bce MPHUOOPHI — 3aIyCTHUTE TTOMCK ITOBTOPHO: MEPBBIA MPOXOX MOXKET OBITH HETONHBIM H3-3a
3a[iepKeK MOSBICHUS YCTPOMCTB HA IIHMHE.

Konduaunkr agpecos: aBa ycrpoiictsa ¢ onauM OSDP-anpecom Ha TMHUM AaI0T HEYCTOWYMBYIO CBsI3b 000MX. PazHecuTe
anpeca— st AGRG-ycrpoiicT agpeca HazHadaeT SSB-nouck, U1t CTOpOHHKUX cMeHUTE azapec B kapTrouke («[loxkitro-
yeHne» — «CMEHUTH») MJIM Ha CaMOM YCTpOICTBe.

Ecmu ycTpo#icTBO 0TBEYAIO U MEpecTalio IocIe CMEHBI peknMa IMnppoBaHus — MpoBepbTe cocTossHIe Secure Channel
B cexnnu «llonkiroueHney; Ipu yrepe pabodyero Kiroda BEIIOIHUTE cOPOC KITI0Ua yCTPOHCTBA U TOBTOPHYIO YCTAHOBKY.

I[OCTyl'l HE BbIJIaH, XO0TH IPONYCK AaKTUBECH

ITpuunHa oTKa3a Bcerna 3amucana B coObITHH «JlocTyn 3anpemén» — HagauTte ¢ Hero: «OOBEKTHl JOCTyIay — O0BEKT —

narenb «CoowTisy (i «OKypHaisy, kareropus «J{octym»). THOBbIe MPUYIMHEL:

[MpuunHa B coObITHH Yro nposeputh

«Jocrym 3anpemén: naeHTUGUKATOP HE HAWICH) Kapra He 3aBeneHa unm U3bATa; KOJ B MAHEIH
«nerTndukatopsn

«JlocTym 3anmpenéH: HeT mpaB Ha ATOT OOBEKT OOBeKT (WK €To TeT) He BXOJUT B MPOITYCK

«Jloctyn 3anpeni€H: BHE pa3pelI€HHOrO pacuCaHusD) Bpemennoit npoduias 00bekTa U «BpeMs nocTymnay
MpOILycKa

«Jocrym 3anpemén: Hepabounii IeHb 10 Tun nHs B KaleHaape U HacTpoiika « Y UUThIBaTh

MIPOU3BOACTBEHHOMY KaJIEHAPIO» [IPOU3BOACTBEHHBIH KaJleHAaph»

«Hesepnsriit PIN-kom» Pexxum nnentudukanum oobekra «Kapra + PIN» u PIN
MIEPCOHBI

«Jocryn 3anpemén: TpedyeTcs MOATBEPIKIACHUCH PesxuM ¢ moATBEpKICHUEM: TIEPCOHA ¢ pr3HakoM « TpedyeT

MOATBEPKIACHUSD) KIET KapPThI MOATBEPIKIAFOIICTO; JTHOO
MPEIBbSIBICHUE B OTKPBITO# JIBEPH, KOTOPYIO
MTOATBEPKIAIONINI CeCCHH He TOKpEIBaeT (pasnmen 4.3)

«JlocTyn 3anpemén: NoATBEPKJA0LINI HEe IOATBEPAMII OxHO OXumaHust — 15 ceKyH[; MOBTOPUTE NPEABSIBICHUE U
BOBpEMS» HOATBEPIUTE Cpasy

«JlocTtyn 3anpemés: kapTa NOATBEPKAAIOLIETO HE UMEET VY noxaTBepKIaroIIero 0To3BaH Mpu3HaK «Moxer

paB» HMOATBEPKIAThY WU NPENbsIBICHA dyXKas KapTa

«JocTyn 3anpemén: y NoATBEPKAIOILETO HET JOCTyIa K YV moATBEpKIAIOMIETO HET COOCTBEHHOTO JIEHCTBYIOMIETO
00BEKTY» MIPOITyCKa Ha 3TOT OOBEKT

«Jloctyn 3anpeni€H: NoATBEPKIC€HUE BHITECHEHO HOBBIM Ha Toi1 ke Touke 3anpocuiu NOATBEPKACHHUE IPYTou
3aIpoCcoOM» MIEPCOHBI; TOBTOPHUTE MPENbSIBICHIE

«3anpet NOBTOPHOTO MPOXOJA: ...» [Mpucyrcrue nepconsl B nepumerpe AIlb («Texymmii

noctym» — «IIpucyrcTBue»; eciu Hy’KHO — cOpoc)

«[ocTym 3anpemén: 1eficTByeT OrpaHNIHBAIONIee YCIOBHE»  YCIOBHS IEPCOHBI U MpaBmiia 00BEKTa
/ «OTCYTCTBYET TpeOyemMoe yCIOBHE»
«octyn 3anpemmés: 00beKT 3a0JI0KUPOBAHY Oneparop nepeBén 00bEKT B peKUM «3a0I0KUPOBAH» —

CcOpPOCHTE PEIKUM B KAPTOUKE

Taxoxe nposepbTe cocrosinue nepconsl («IIpuocranosnena» u «B 4epHOM criMcKke» OIOKUPYIOT JOCTYII), COCTOSTHUE MPOITyCKa
(«IIprocTaHoOBNIEH», CPOK, OCTATOK KPATHOCTH) M COCTOsIHNE naeHTHHUKaTopa («YTepsHo», «Mcrekmon).

16.6.

CoObITHE 10CTyNIA HE MOSIBJISAETCSH BOBCE

Ecimm Ipu OpeaAbIABICHUN KapPThl HET JaXKE COOBITHS OTKa3a:

1.
2.

[IpoBeprTe CBA3L TUHUK U yCTporicTBa (paszaensl 16.3—-16.4).

Brurtounte pexnM «Ilyckonanaaka (LIVE)» B manenn «Co0srtist»y «HacTpoiixu / OOcnyXKuBaHUS» U IPUIOKUTE KapTy:
€CJIM CHTHAaJIa CUNTHIBAHUS HET — Mpo0JieMa B CUMTHIBATENE MJIM LIMHE; €CJIH CUTHAIl €CTh — MEPEXOJUTE K CIEAYyI0-
LieMy Iary.

[TpoBepbTe NPUBSA3KY CUNTHIBATENS K OOBEKTY A0CTyIa (COCTOSIHUE 00BEKTa JI0JKHO OBbITh «HacTpoeHo»).

[TpoBepbTe, YTO CEPBUC JOTHUKH OCTYTIA 3armylieH («YpasieHue ceppucamm» — «CepBep A0CTyIan).

75



16.7. Pe3epBupoBaHue He B HOpMeE

HToroBoe cocTosiHME MOKA3bIBAIOT OCHK peXMMa KOJbIa B CTPOKE M KapTodke JTUHHUU (cTpoka «KombIio») M MHANKATOPHI
noptoB «OCHOBHOWY/«Pe3epBHBIN»:

* «Pa3pbIB: onpoc Mo cerMeHTaM» — IIMHA Pa3opBaHa: yCTPOHCTBA KAXKIOT0 CETMEHTa ONPAIINBAIOTCS Yepe3 A0CTYII-
HBII M TopT. [IpoBepsTe KabeNnbHyI0 TpacCcy MEXKIy CErMEHTaMH; IOC/Ie YCTPaHEHHS Pa3phIBa yCTPOWCTBA aBTOMATH-
YEeCKH BEPHYTCS HA OCHOBHOM MOPT;

+ «Pa0oTaeT pe3epBHBIii afanTep» — OCHOBHOW KOHTYP HEAOCTYICH LIENUKOM (0TKa3 mpeobpazosatens, noreps TCP-
CBSI3M): IpOBepbTe peodpasoBarens U TCP-10CTyNHOCTS OCHOBHOTO IIOPTa; IIOCIE BOCCTAHOBIEHHS OIPOC BEPHETCS
Ha OCHOBHOM TOPT aBTOMaTHYECKH;

* «JIuHMS HeZOCTYNHA» — HEIOCTYIHBI 00a KOHTYpa: IIpoBepsiiiTe 00a mpeodpa3oBaresst U TPACCHI.

[Ipu pa3priBe 1 ipu paboTe depes pe3epBHBIN alanTep COCTOSHUE CBSA3H TMHUN M YCTPOHCTB OCTAETCS  AKTHBHO» — OOMEH
UAET; OTKA3aBIIUK MOPT BUJEH MO TMOTANIEHHBIM TOYKaM €ro WHANKaTopa (MOAKIIoueHue, MpuéM, 3X0). «[lopT HemocTymen»
JINHUS TIOKa3bIBAET, TOJILKO KOT/Ia HEMNOCTYITHBI 00a mopTa.

Ecnu pe>xum HOpMaIbHBIH, HO YacTh yCTPOWCTB ONpAIIMBACTCS Yepe3 pe3epBHbIN MopT (umil «Pe3epBHBIN» ¥ ycTpoicTBa), —
9TO CJICICTBHE HEJIAaBHETO Pa3phbiBa: MapIIPyT BEPHETCSI HA OCHOBHOM MOPT ITOCIIE BBIACPKKH MIPOTUB YACTHIX NMEPEKITIOUCHHH.

Hcrtopus — B manenu «CoObITHs» (coObITHS «KONBII0 TMHUYU pa3opBaHO: OMPOC M0 CerMeHTaM», «KoIbIlo THHIUH BOCCTAHOB-
neHoy, «IlotepsH amanTep JIUHUNY, «ANanTep JUHAU BOCCTAHOBIECH», «3MEeHEH MapHIpyT ompoca YCTpONCTBay); NeTalu
obmena — B maHenu «Ominaakay (KypHA eIUHBIHA 111 000X HOPTOB KOJIBIIA).

16.8. TpeBora «HapyueHnue 1eJIOCTHOCTH KYPHAJIa)

TpeBora o3HauaerT, 4To IPoBepKa OOHAPYKHUIIA PACXOKICHUE XEII-1[ETIOUKH JKypHAalla: H3MEHEHHe, BCTaBKY, yIaleHHe 3anucei
MW TIepe3antch KOHEYHOH YacTH jKypHaa. 3alich HOBBIX COOBITHH NMPOIOIDKACTCS.

1. OtkpoiiTe coObITHE MPOBEPKH — B HEM yKa3aHbl BHJ] HAPYLICHHS U MepBasi MOBPEXKAEHHAS 3aIHCh.

2. 3adukcupyite 00CTOATENBCTBA (JOCTYI K CEPBEPY, BpeMs) — HapyIIeHHE IEJIOCTHOCTH 03HAYaeT BMEIIATEIbCTBO B
(aiispl JaHHBIX JIMOO UX TIOBPEXKICHHE.

3. Caepbre pe3epBHBIC KOMUU M apXHBHI )KypHaJia (UX I[EIOCTHOCT MPOBEPSICTCS HE3aBUCHMO MPU OTKPBITHH).

4. TlpumuTe TPEBOTY C KOMMEHTAPHEM O PE3ybTaTax pacciacJOBaHMUs.

16.9. 3a0bIT MapoJIbL AAMUHUCTPATOPA

Ecimu moctynen npyroé oneparop ¢ HMOJHBIMU IPaBaMHU 110 JIOMeHY «be30macHOCTE» — CMEHHUTE Mapoib aJMUHICTPATOPa
U3 ero KapTo4kH (YUETHBIC 3alHUCH aIMUHUCTPATOPOB U3MEHSET TONBKO a[IMHHUCTPATOP). ECin aiMHUHUCTPATHBHBIN OCTYI
yTpaueH MOJHOCThIO, 2 BOCCTAHOBIICHUE JOCTYIA BKIKOYEHO — BOW/IUTE MO OJJHOPA30BOMY KOy MIOCTABIIHMKA C SKpaHa BXO/a
(pasmen 17.8). Eciiu BoccTaHOBIEHNE HE BKIIOYAIOCH, CAMOCTOSITENILHBIH COPOC HEBO3ZMOXKEH — OOPATUTECH B TOJICPKKY
TIPOU3BOIAUTEIIS.

I'maBa 17. JInueH3usi: akTUBAIIUA U KU3HEHHBINA IUKJI

[maBa onmchIBaeT BeCh JKU3HEHHBIN UK JIUIIEH3NH: ITOyYeHNE KITI0Ua Y TOCTABIIIKA, AKTUBAIIHS YACTOH CHCTEMBI, TIPOJIJIe-
HUe, 0OHOBJIEHHE IPOTPaMMHOT0 0becIeueHHs, IEPEeHOC Ha APYToii cepBep U BOCCTAHOBIICHHE U3 pe3epBHON Konuu. OTaems-
HBIC Pa3/IesIbl MOCBSIIEHBI KOY JIIs MOIIEPIKKU — OTIIEUATKY HHCTAJUISIIIMK, KOTOPBIH MPUBS3BIBACT JUIICH3UIO K 000pyI0Ba-
Huto (pasaen 17.7), 1 BOCCTaHOBIICHHIO TOCTYIIA IO OHOPA30BOMY KOy TIOCTABIIUKA, €CITH YTPAYCH Mapoib aIMUHICTPATOPa
(pa3men 17.8). [Iporenypa akTHBAaMK MPH YCTaHOBKE OIMMCAaHA B TNIaBe 6 — 371eCh OHA JaHA B KOHTEKCTE BCETO ITHKIIA.

17.1. Kak ycTpOeHo JIMIeH3UPOBaHUe

JIunensus B Seenaptec Access Platform (SAP) ynpasnser ToJbKo cpokoM AeiicTBHsI: (yHKIMOHAIBHOCT BCET/a MOJIHAs,
OTZEJIFHO JMLEH3UPYEMBIX MOIYJICH, TMMUTOB Ha YCTPOHCTBa WM paboune MecTa HeT. [IpoBepka JIMIEH3UH BBIOIHACTCS
MIOJTHOCTBIO O(IalfH — CHUCTEME He Hy)KEH JOCTYII B HHTEPHET HU IPU aKTHBAINHY, HU B padorTe.

Krouesoii MPUHIUIT — MATKO€ NMPUHYKICHHE. CUCTEMAa KOHTPOJIA AOCTYIIa HE UMECT IpaBa OCTAHOBUTH ITPOXOAbI M3-3a
JuueH3ud. Yrto OBl HU IpoOUCXoauiIo ¢ JII/IIIGH3PICﬁ — HUCTEK CpPOK, HE BBEIEH HOBBIM KJIIOY IIOCJIE 06HOBJ’I€HI/I$I, — JABCpU U

76



KOHTPOJIJIEPHI IIPOIOIDKAIOT PaboTaTh, PEIICHHS O JOCTYIE MPUHUMAIOTCS, XKypHa Benérces. JIMneHsus orpaHuIuBaeT TONb-
KO aJJMUHHUCTPATUBHBIA KOHTYp: 0€3 aKTHBalMU HEIb3sI BONTH B BeO-uHTEp(Eiic 1 HACTpauBaTh CHCTEMY, a IIPU MPOCPOUKE
uHTepdeiic HaCTOIYMBO HAIIOMUHAET O MPOJICHUH.

17.2. Kinro4 akTuBanum U ABa uaeHTugukaropa

Ku1104 akTHBallMM — CTPOKA M3 MIECTH TPYII 1O YeThIpe cuMBoa (UppHI U TaTHHCKHE OyKBBI A—F):
VVMM-SSSS-SSSS—-HHHH-HHHH-HHHH

Kirod BbIIaET MOCTaBIMK CUCTEMBI; B HEM 3aKOANPOBAHBI CPOK JACHCTBUS JIMIEH3HMH (110 TIOCJIEIHHUN IEHb YKa3aHHOTO MecsIa
BKIIFOYHUTEINBHO), HACHTU(HUKATOP HHCTAIULIINY U 3aIIUTHAS MOATIMCE. BBOIUTH KITFOY MOXKHO ¢ ieucamMu Hin O€3, CTPOYHBI-
MU WX 3arIaBHBIMU OyKBaMHU — ()opMa BBOAA caMa IIPHUBOAUT €r0 K KAHOHWIECKOMY BHIY. BHyTpeHHEee ycTpoicTBO Kiltoua
JUTS SKCIUTyaTalliy 3HaYeHUS He IMEET; BaXKHO JIMIIb, YTO MOAIENATh MITH «IIOAMPABUTEY KITIOY HENb3S — M3MEHEHHBIN KITIOY
CHCTEMA OTKJIOHMT.

v HWHCTAJUIIIWAU €CTh ABA Pa3HbIX nneHan)nKaropa, KOTOPbIC HE CIICAYCT IIyTaTh:

Wnentudukarop  Otkyna 6epércs JIo1st 9ero CIyXuT

HUnentupukarop U3 kiroda akTHBALUY, CBI3b «MHCTAJUISLIUSA <> JJOTOBOP C TIOCTaBIUKOMY: II0 HEMY

cepBepa OJMHAKOB BO BCEX KIIIOUAX, MIOCTABIIYK BBIMYCKAeT KU IPOATIECHNUS, 10 HEMY CHCTEMA OTINYAET

(JIMIIEH3MOHHBIN)  BBIJAHHBIX 3TOH CBOM KIJIFOY OT 4y>KOTO M CBOIO PE3EPBHYIO KOIUIO OT UyXkKOH
HMHCTAJUIILUH

Cepuiinbiii I'enepupyercs cucremon BryTpennss aapecanus: 0OMEH MEXAY CepBHUCAMU IIAaT()OPMEI,

HOMeEp cepBepa  aBTOMAaTUYECKU IIPU CAMOM LieroYKa )KypHajia, iMeHa (aiiiioB apxusa. B HacTpolike He yuacTByeT
MIEPBOM CTapTe CIY>KObI U BPYUYHYIO He 3ajaércs

[IpakTHyeckoe MpaBuIIO: B pa3roBOpe C MOCTABIIMKOM (PUTYpPHPYET HAeHTH(PHKATOP cepBepa (OH NMPHUBS3aH K BalleMy J0T0-
BOpY); CepHiiHbI HOMEpP cepBepa — CIIY)XK€OHBIH HAEHTH(UKATOP, KOTOPBIH MOXKET BCTPETUTHCS B MEHaxX (aiJIoB apXuBa
XKypHalla 1 B JUarHOCTHKE, HO HUKAKNX ACHCTBUH aIMHHUCTPATOpPa HE TPeOyeT.

Kpome aByX HaeHTH(PHUKATOPOB, Y HHCTAJUIAIIMH €CTh KO JJIsl MOMAEPsKKH — OTIICYATOK 110 CEPUITHBIM HOMEpaM 000pyIo-
BaHUS: OH MOJTBEPKIAET MPUBS3KY JIMIIEH3UU K Kele3y 00beKTa U MEHSETCS MPH 3aMeHe yCTpoicTB (pasznen 17.7).

17.3. AKTHBALIMSI YUCTOM CHCTEMBI

1. TlomyunTe K04 aKTHBALIMH y TOCTABIIIMKA — OH BBIAAETCSI BMECTE C TOCTABKOW MJIH IO 3aIpoCy MO YCIOBHUSIM AOTOBO-
pa.

2. YcraHOBHTE CEpBEpHYIO 4acTh (I1aBa 6) M OTKpoliTe BeO-nHTepdeiic. Ha HeakTMBUPOBAaHHOM cHCTEME TTOKa3bIBACTCS
9KpaH «AKTHBAIHS CHCTEMBD).

3. BBeauTe KIIt04 ¥ HAKMHTE «AKTHBHPOBATH.

IIpu BepHOM KiTtOYE CHCTEMA MPUBA3BIBAECTCS K JUILEH3UM, aBTOMAaTUYECKHU CO3aETcs onepaTop admin ¢ maposiem mo ymod-
YyaHUIo 123456, 1 MOKa3bIBACTCs SKpaH BXOJa C MojcKa3koil «Crucrema akTuBupoBaHa. Bxon mo ymomyanuro: admin / 123456
— TI0CJIe BXOJja CMEHHUTE HeOe30MmacHbI! mapoiby». [1epBrlit BXoa 1 00s13aTenbHast CMEHa aposts OIicaHbl B paszene 6.7; Tpe-
BOXHBIE COOBITHSI IPH BXOJE C MApOJIEM 110 yMOJTYaHUIO — B I1aBe 14.

Jlo akTuBamu Ciry>k0b! marGopmbl paboTAIOT B IITATHOM PEKUME — aKTHUBAIIHSI HUYETO He «BKIII0YAET» Ha YPOBHE 000PY/I0-
BaHMs, OHA OTKPHIBACT aIMUHUCTPATUBHBIN T0CTyI. HacTpouTh 00bEKT O¢3 akTUBAIIMK BCE pAaBHO HEBO3MOXKHO: B HHTEpdElic
HE BOWTH.

17.4. IlpocpoyeHHasi JIMIEH3Us U NIPOJIEHUE

Korna cpok nuiieH31un uecTekaeT, cucTeMa NpoozkaeT padoTaTh NOJHOCTBIO: IPOXO/bI 00CITYKHBAIOTCS, COOBITHS MUY TCS,
oleparopsl paboTaloT B HHTepdeiice. MeHseTcs TONbKO MOBeeHUE HHTepdeiica:

¢ HOBCPX MNPHUIIOKCHUSA TOCTOAHHO BUACH 6aHHCpZ ((.HI/H_IGHSI/Iﬂ IpocCpoIcCHa. CpOK ﬂeﬁCTBHﬂ HUCTEK <J1aTay. Cucrema po-
J0JDKacT pa6OTaTB; 06paTI/ITeCB K ITOCTaBIMUKY 3a HOBBIM KJIIFOYOM aKTUBAIIUN)),
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* NIEPUOTMYECKH MOKa3bIBACTCSl MOJAIBHBIN nuanor « Cpok NeHCTBUS JHIEH3HH HCTEK» ¢ moyeM «Kimou akTHBamum.
KHomnka «OTMeHa» 3aKpBIBAET IHAIOT M OTKJIAIbIBACT HAIOMUHAHKWE HA 5 MHHYT, I10CJIE Yero OH MOSBISIETCS CHOBA,
paboTe 3TO He MeIaeT, HO HTHOPUPOBATH MPOCPOUKY OECKOHEUHO HE JacT;

* TO K€ MpeayNpexICHIE MOKA3bIBACTCS HA SKPaHe BXOA.

JJis IpoIeHHs 3apOCUTE y TTOCTABIIMKA HOBBIN KITFOY (OH BBIITYCKAETCS HA TOT JK€ UACHTU(PHUKATOP cepBepa, HO ¢ Ooiee
MTO3IHUM MECSIIeM OKOHYAHWs) U BBEIUTE €T0 B IHAIOTE — JIN0O cpa3y IMOCIIe MOTydeHs, He JOKUAAACH THAIIOTa, B TOM XKe
OKHE TIpU OYepeTHOM HamoMuHaHUH. [lociie mpuHATHA Kifoda GaHHEp W IHUAJIOT MCcYe3aroT 0e3 rmepesarycka CHCTEMBI.

Ecnu BBen€HHBIN KITIOY (OPMATIBHO BEPEH, HO €ro CPOK TOXKE y)KE B IPOILIOM, CHCTEMa MPUMET ero 1 coolmuT: «Kitou
TIPUHSIT, HO CPOK JEUCTBHUS yke NCTEK. OOpaTHTECh K MOCTABIIUKY 32 KIIIOUOM Ha TEKYIIHUH MECSID).

17.5. Oounosisienne 11O u nepexoannblii nepuoja 14 queit

[MocTaBuyK MOXKET MEHSTH MOKOJIEHUE KJII0Yel aKTHBAIMH — OOBIYHO BMECTE C KPYITHBIMH OOHOBIICHUSIMU IIpoayKTa. Eciu
YCTaHOBJICHHOE OOHOBJICHNE CMEHUIIO ITOKOJIEHHE, TIPEKHNH KIIIOY HE CTAHOBUTCS HEJICHCTBUTEILHBIM MTHOBEHHO: JIEHCTBYET
nepexonusiii mepuon 14 queii. B naTepdeiice Ha 3T0 BpeMs MOABISIETCS MpeAyIpeKIaromuii 0anaep: « OOHOBICHHE CMEHUIIO
mokoJieHne Kirroda. Ctapeiid KiTr0d JecTByeT emé N TH. — IOyYrTe HOBBIHM KITFOY Y TIOCTaBIIUKAY.

Ilopsinox aeiicTBUi aAMUHUCTpATOpA:

1. VBuner GaHHEp, 3aIPOCUTE Y MOCTABIIUKA KIFOY HOBOTO IOKOJNECHUs (MACHTH(UKATOP cepBepa M CPOK JIUICH3NH HE
MEHSIIOTCSI — MEHSIETCS TOJIBKO TOKOJICHHE).

2. BBeauTe HOBBIN KIFOY — JI0 OKOHYAHHUS MEPEXOMHOTO MEepHo/a 3TO MOXKHO CJIeIaTh B JIIOOOH MOMEHT; TOCIie BBOJA
OaHHEp HCUe3aeT.

Ecnu 3a 14 nuelt xirou He BBEAEH, CTapbIM KIIOY MepecTaéT MPUHUMATHCA, U TIPU CIEAYIOIIEM BXOJe CUCTeMa MOTpedyeT
BBECTH KJIFOY HOBOTO TIOKOJICHUS (9KpaH aktuBanuu). Ha paboTy aBepeii 1 KOHTPOJUIEPOB UCTEUCHUE MTEPEXOTHOTO MEePHOIa,
KaK W JIto0ast Jpyras JTUICH3UOHHAS CUTYAIVs, HE BIHSCT.

Hauano u ucredenne nepexogHoro nepruoaa GUKCHPYIOTCS B KypHAIE COOBITHIA; HCTEUEHHE — TPEBOKHBIM COOBITHEM.

17.6. Ilepenoc, BocCTaHOBJIeHHE U IOBTOPHASI AKTUBALMS

Kitrou akTMBanyy XpaHWTCS HA CEpBEPE B 3ALIUIIEHHOM JIOKAIBHOM XPAaHWINIIE U He MONajaeT B 00bIYHYIO pPe3epBHYIO
KOIIHI0 — KOIIUIO MOYKHO IIEpENaBaTh U XPaHHUTh, HE OMACasCh YTEUKU Kitouya. 13 3Toro cienyloT npasuia nepeHoca 1 Boc-
cTaHoByIeHHUsL. OTIENbHBIN CiTydail — KONHUS ¢ BKIIOUEHHON HACTPOWKON «BKIII0OYaTh CEKPETh»: OHA COJAEPIKUT BCE CEKPETHI
CHCTEMBI, BKJIIOUast K04 aKTHBALUK, ¥ Beerna 3ammdposaHa (pasnen 10.8); Takylo KONUIO XpaHUTE KaK Mapodib.

BoccTanoBiieHue Ha cBOeil HHCTAJLISIIH (TOT JKe CEepBep, IITATHBIN OTKAT K KOITHH) IIPOXOIUT 0€3 JTNIICH3NOHHBIX ACHCTBUMH:
KIIFOY Ha MECTE, NAECHTU(HUKATOP CEpBEpa COBIAJACT.

IlepeHoc HA HOBBIN cepBep: YCTAHOBHUTE CEPBEPHYIO YaCTh HA HOBOM MAIlIMHE W BOCCTAHOBHUTE PE3EPBHYIO KOITHIO HA YH-
CTYI0, eIl He AKTHBHPOBAHHYIO CHCTEMY — 3TO paspemreno. Kirtoua Ha HOBOH MalllMHE HET, I0TOMY IOCJIE BOCCTAHOB-
JICHHUS CHUCTeMa TepeiiiéT B pexKUM TTOBTOPHOH aKTHBALMK: HA KpaHEe aKTHBAIMH TMOSBUTCS MoscHeHue «Kirou akTuBamun
yTpaueH. BBefuTe KIIF0Y 3TN HHCTAUISKE (TOT e server id) — y4€THbIe 3aIicy OIepaTopoB COXpaHeHbI». BBemuTe TOT Ke
KIJIFOY, YTO UCIIOJIB30BaJICs paHbIie (MK 3al[pOCUTE €ro y MOCTaBLINKa TOBTOPHO). Omeparop admin mpu IOBTOPHOI aKTHBa-
U He C03l]aéTCﬂ — BCC yqéTHBIe 3alMCH IIPHUIIIN U3 KOITMH, BXO/I BBITIOJTHACTCS 110 MIPEKHUM ITapOIAM. Ecan xonus CO31aHa
C TIEPEHOCOM CEKPETOB, KJTFOY aKTUBAIIMU BOCCTAHABINBACTCSA BMECTE C OCTABHBIME CEKPETAMH — MMOBTOPHAS aKTHBAIIHS HE
norpedyercsl.

Yyskas pe3epBHasi KOMUSA — KOTINS, CHATas ¢ APYrod MHCTAIUIANNH (C IPYTMM HICHTH(HUKAaTOpOM cepBepa), — He BOCCTa-
HABJIMBAETCSA: CHCTEMA OTKJIOHUT BOCCTAHOBJICHHE. DTO 3alUTa OT CMELICHUS JaHHBIX ABYX HHCTAJUIALNH; OOBEIUHNTD HIIH
«IEPENUTD) OAHY HHCTAJUIALHIO B IPYTYIO YEPEe3 PE3EPBHYIO KOMUIO HEJb3S.

Knrod ¢ 4yxum naeHTH(UKaTOpOM cepBepa OTKIOHIETCS M PU akTuBauuu: Gopma cooOmmt «Kitod BBITYIIEH IS Ipyroi
HMHCTAIUTALMH (pyroit server id)».

17.7. Kon niist noaaepKKu (0THeYaTOK HHCTAJJISIIMHT)

KOII AJIA MOAICPKKHA — KOpOTKI/Iﬁ KOA-OTIICYAaTOK MHCTAJIJIAIIUHU, KOTOpLIﬁ MPUBA3BIBACT JTULCH3UIO K o6opyz[03aH1/I}o 00beK-
Ta. KOZ[ HE CCKPCTCH U HC Jact A0CTyla K CUCTEMEC: O3TO OIIO3HABATEIbHBIA 3HAK «MMEHHO 3TOM) HUHCTAJIIALIUN. Hoz[z[epxqca
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CBEPACT HpOZ[I/IKTOBaHHHﬁ KO/ € 3alITMCAaHHBbIM B KapTOYKE KJIIMCHTA U TaK INOATBECPIKAACT, 4YTO O6paH.[eHI/Ie OTHOCHUTCSA K HHCTAaJI-
JIAAA U3 J0roBopa.

OTreyaTok CTPOUTCS 110 SAPY YCTPOHCTB — JIO MSATH YCTPOWCTB, KOTOPBIE IIPUHSTHI B KOH(UTypalnio, 3a1eHCTBOBAHbI, IPH-
BsI3aHBI K OOBEKTaM JIOCTYIIa M BBIXOIAT Ha cBsA3b. CoCTaB siipa cUcTeMa BBIOMPAET M IOIIOJNHACT camMa, BpyYHYIO H3MEHHTh
ero Henb3st. Koj cocTonT 13 rpymil 1o YeThlpe CUMBOIIA, pa3lenEHHbIX Ae(ucoM, — MO TpyIIe Ha KaX/J10e YCTPOHCTBO spa,
Hanpumep F5A2-CECD-2026-F0B2.

I'ne mocmoTpeTs KO

1. Iler4xoM 10 JIOTOTHITY CHCTEMBI B JIEBOM BEPXHEM YTy 3KpaHa OTKpoiTe «O030p CHCTEMBDY.
2. OTkpoiiTe maHelb HHCTPYMEHTOB — KHOIIKA € IIECTEPEHKOH y MPaBOTo HIDKHETO Kpast SKpaHa.
3. Haiigure cexuuto «Ilognepixkay.

CCKLII/IH IMOKa3bIBACT TPH 3HAUCHMUSA:

* Server ID — nneHTHUKATOP CepBepa U3 KiIt04a akTUBanuu (paszen 17.2); ecim cucrema He aKTHBHPOBaHA, BMECTO
HEro M0Ka3aH MPOoYepK;

* Kox HCTA/ISIMM — caM OTIIEYaToK;

+ Cepuiinblii HOMep — cepuiiHbIl HOMep cepBepa (pasnen 17.2).

Knormka «CronmpoBath Bcé» KOMHUPYET BCE TPU 3HAUCHUS OJHUM OJIOKOM — €ro YI0OHO BCTaBUTH B ITMCHEMO WM 3asBKy. [1pn
oOparieHny B ToaAep KKy mponukryiite Server ID u ko uncTauisimuu: mo Server ID nmoxnep:kka HAXOIUT KapTOUKY Bariei
HWHCTAJUISAINH, TI0 KOAY TIOATBEPIKIaeT MPUBSA3KY K 000pyI0BaHUIO.

PackpeiBaromuiicst 010k «CocTaB OTIEeYaTKay MOKA3bIBACT YCTPONCTBA sijpa: TPYIILY KOJa, JIMHHUIO U apec YCTPOHCTBA, ero
cepuitHblii HoMep. [ToMeTka «1aBHO He OBLITO B CETH» 03HAYAECT, YTO YCTPOMCTBO OOJIBIIIE IBYX HEMIEIb HE BBIXOIUIIO Ha CBS3b;
€CJIM TICpEePBIB 3aTSTHETCS IO MECSIA, YCTPOMCTBO BHIMAJICT U3 OTIIEYATKA, U KOJ H3MECHUTCS.

Korna xox Mensiercst

Kox menstercs1, Koraa MEHSETCS COCTaB sIipa: IIPH 3aMeHe HEUCIIPaBHOTO YCTPOUCTBA HOBBIM (pa3nen 10.4) wmu koraa yeTpoii-
CTBO 0OJIbIIIC MECsIa HE BBIXOAUT HA CBsI3b U BBIMAgacT M3 OTIeyarka. JlaTta mociaeaqHero u3MeHeHus nmokasaHa B «Cocrase
OTIICYaTKay — «JCHCTBYET C ...». [lociie 3aMeHbl yCTPOWCTBA U3 COCTaBa OTIIEUaTKa COOOIIUTE MOICPKKE HOBBIN KO, HHAYC
CBEpKa IIpH cIeayroneM o0palieHud He COMaETCS.

Crpoxka «CocTostHAEe YCTPOMCTB 0OHOBIISIETCS TIOCIIE Mepe3alryckay MOABILIETCS Cpasy MoCIIe Imepe3alrycka ceppepa: CucTeMa
emé He ycrena OMPOCUTh YCTPOUCTBA M MOKA3BIBAET KO 10 COXPAHEHHOMY COCTaBy. JTO IITaTHAS CUTYalHs: KO IIPH 3TOM
BEPHBIi1, a OCIIE MEPBOro OIpOCca YCTPOHCTB CTPOKA UCUE3aeT.

l'[oquy KO/Ia MOJKET He ObITh

OTnevaTok CTPOUTCS, TOJIBKO KOIZIa B SKCIUTyaTallld MUHUMYM JBa ycTpoiicTBa. [loka ux MeHble, BMECTO KOja IMOKa3aHO
coobmierne «Kom mosBUTCS TOCIE BBOJA B IKCIDTYaTaI[MI0 MUHIMYM 2 YCTPOHCTBY» — TaK K€ BBIIAINT M HOBAsI CHCTEMA 10
epBoro onpoca obopyaosanus. [[pumute yeTpoiicTBa B KOHOUTYPALIUIO, 33JIeUCTBYHTE UX U NPUBSDKUTE K 00BEKTaM JI0CTYIIa
(tmaBa 10) — KOJ TIOSIBUTCST aBTOMATHICCKH.

17.8. BoccTanoB/1eHHe 1OCTYIIA MO KOAY MOCTABIIMKA

BoccraHoBneHne 1ocTymma — 3amacHON BXOJ B CHCTEMY Ha CIydaid, KOrja mapoib admin yTpadeH Wil ero y4EéTHas 3aIich
yaalieHa, a qPyTUX ONepaTopoB C IOJHBIMHU MIpaBaMH HET. BX0I BEIIONHSAETCS 110 OJHOPAa30BOMY KOIY, KOTOPBIN BBIOAET I1O-
CTaBIIMK MOCJE MPOBEPKU KIUEHTA IO CBOEMY periiaMeHTy. Ha cepBepe XpaHUTCS TOJIBKO X31I 0XKHUIAEMOT0 KOjla: HU YTeHUE
0a3bl JJAHHBIX, HU PE3ePBHAS KOMUS TOCTYIA HE JIAIOT, & CaM KOJ| IIOCTABIIUK BBIYUCISICT [0 CEKPETY, KOTOPBIH B MMPOAYKT HE
BXOJIUT.

PermamenT 0e3omacHoOCTH: AEPIKUTE BOCCTAHOBJICHHE BBIK/IIOYCHHBIM U BKJIIOUYAlTE €ro Ha BpeMs C€CCUH MOAACPIKKHU.
Tloxa BoccTaHOBICHUE BBIKJTFOUCHO, BXO/[ IO KOAY HECBO3MOXKCH B IPHUHIIUIIC. Bxurowaiite ero 3a6nar0BpeMeHH0 — Korga
IMPUBJICKACTE NOCTABIIIHMKA K pa60TaM Ha CUCTCMC: BKIIFOUCHUEC Tpe6yeT KUBOT'O a/IMUHUCTPATUBHOIO JOCTYTIIA, TIO3TOMY IIOCJIC
YTpaThl IapoJisl BKIIFOYUTHh BOCCTAHOBJICHUEC YiKC HCIIb34. IIo 3aBCPUICHUN pa60T BBIKJIFOYUTC BOCCTAHOBJICHHE.
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BkJi1oueHne ¥ BBIKJIIOUEHHE

1. 3ampocute y MocTaBIIMKa X3 MEPBOro KoAa — MOAAEpKKa BEIYHUCIAET €ro Mo uiaeHTH(duKaropy cepsepa (paszmen
17.2) 1 3anuchIBaeT B KAPTOUKY Balllell MHCTAJUISLINH.

2. Orkpoiite «O030p cHCTEMBD) (IEITYOK MO JIOTOTHITY CUCTEMbI) — TTaHellb HHCTPYMEHTOB — ceKLuio «BoccTanopienue
nocryna» (Mexny «I[loxnepsxkkoit» n «[loporamn BHUMaHUS).

3. BcraBbTe MOMYYSHHBIN XA B TIOJIE «XOMI IIEPBOTO KOIa» — 3TO CTPOKA U3 64 IIecTHaAIaTepUIHbIX cCHMBOJIOB (SHA-
256); perucTp ¥ NUIIHUE Pa3AeNUTEIN IPH BBOAC HE BaKHBI — U HAXMUTE « BKIIOUUTHY.

CekIus moKa3pIBacT cocTosiHie — «BrittoueHo» (¢ 1aToit 00HOBICHMS X3111a) WK « BEIKITFOUeHO» — U P BKIFOYEHHOM BOC-
CTaHOBIICHHUH CaM XTI 03KAIAeMOT0 KO/Ia: CBEPBTE €TI0 C 3aMUCHI0 B KAPTOUKE HHCTAIUISIMHI Y TIOCTABIIUKA, YTOOBI YOSAUTHCS,
YTO CTOPOHBI CHHXPOHHEI. TeM jke ToJIieM BBITIOTHACTCS 3aMeHa X31Ia (KHOTKA «3aMEHUTH X31I) — HAIpUMeEp, IPH PacCHH-
XpoHu3anuu nenodku. Knonka «BBIKIIIOUUTE) 3apalinBaeT MOATBEPKICHUE U OTKIIIOYAET BOCCTAHOBIICHUE: COXPAaHEHHBIN
X3 yAAIseTCs, U JAJI1 OBTOPHOTO BKIIFOUEHHUS 3alPOCUTE Y TIOCTaBIIMKa HOBBIM X31II.

IIpocmoTp cexiuu JoCTyIeH Ipu ypoBHe «UTeHuey B obnactu «Oneparopsl» JoMeHa «be3onacHOCThY, BKIIIOUEHUE, 3aMeHa
U BBIKJIIOUeHHE — 1IpH ypoBHE «[lonubrit» (rnaBa 14).

Bxox nmo KOAY BOCCTAHOBJICHUA

1. Obparurech k mocraBuKy. [locie MpoBepKH MO perIaMeHTy IMOJJIEpKKa BBIIACT CTPOKY BOCCTAHOBJIEHHS BHA
KO . XEll — oqHOpa30BBIN KOA U X3 CIEAYIOUIETO KOJa OHOM CTPOKOH.

2. Ha OKpaHC€ BXOJa HAXKXMUTE «BoccTanoBuTh JOCTYID» — KHOIIKA IMOKa3bIBACTCs, TOJIBKO KOI/Ia BOCCTAHOBJICHNE BKIIIO-
YEHO.

3. BeauTe K109 aKTHBAIMHU WHCTAULIIMK ¥ CTPOKY BOCCTaHOBJIEHMsI, HOKMUTE «BoccranoButhy». TpedyroTes oba
3HAYEHUS: KIIOY U CTPOKA IIPUXOAAT Pa3sHBIMH KaHAJIAMH (JOTOBOPHBIE JOKYMEHTHI U MEPETNCKa C IMOIEPKKON ), 1Mo-
3TOMY HEPEXBAT OJJHOTO COOOIIEHHS OCTYTA HE aET.

4. Tlpu BepHBIX JaHHBIX cHCTeMa cOpachIBacT Mapoib admin Ha Mapoib MO YMONYAHUIO (YIANEHHYIO YyYETHYIO 3allUCh
admin co3maéT 3aHOBO), 3aBEpIIIaeT BCE MPEKHUE CecCHM admin U cpa3y OTKPHIBAET HOBYIO CECCHIO C IPUHYAUTEIBHOMN
CMEHOI maposis — 3ajaiiTe HOBBIN Iapoib, Kak IpH epBOM BXoze (pasnen 6.7).

Kon omHOpa30BbIil: IPH YCIIEITHOM BXOJIE CHCTEMA 3alIOMHHAET XAIII CICAYIOMIETO KOJa M3 BEIIAHHON CTPOKH, U MIOBTOPHUTH
BXO[I C TOH ke CTPOKOH Henb3s. CIeAyIonIyIo CTPOKY IIPH HEOOXOMUMOCTH BEIIAET TTOCTABIIUK — IETI0YKA KOJOB «CKOJB3HUTY
BIIepE 1, TOITOMY TepeXBavdeHHAs TIeperrcKka Oecroie3Ha.

[Tpu HeBepHOM Kittoue opma coobmaer «Kirod akTHBanuy He IMOJXOIUTY», IPH HEBEepHOI cTpoke — «HeBepHsiid ko Boc-
CTaHOBJIEHUs». ECIIM BoccTaHOBIIEHNE YCIIENN BEIKIIIOUUTE MEKTY 3arpy3K0i CTpaHHIIBI U TTOMBITKOM BX0/1a, (hopMa COOOIIHT:
«BoccraHoBieHNE JOCTYNA BBIKITIOYEHO aJMIHHCTPATOPOMY.

ZKypnau u 3amura ot nogdopa

Kaxnprif mmar BoccTaHOBIEHUS (PUKCHPYETCS TPEBOXKHBIM coObITHEM (pasznen 13.4): « BirtoueHo BOCCTaHOBICHHE HOCTYIAY,
«OTKIIIOYCHO BOCCTaHOBIICHUE OCTYIIa», « BBINOIHEHO BOCCTAHOBIICHUE NOCTYIa», «HeynauHas MONbITKa BOCCTAHOBICHUS
JocTynay, «BoccraHoBiieHne 1ocTymna 3a0I0KHpoBaHO aHTU-OpyThopcomy. [Tociie HeCKOIBKUX HEeylIauHbIX HOIBITOK CHUCTe-
Ma BBOJIUT HapacTalollylo nay3y Mexay HUMH — (opma coodmraer « CIMIIIKOM MHOTO TIOIBITOK BOCCTaHOBIICHHSD) U BpEeMs
OKUJIaHUSL;, CYETUHMK HEeyna4 XpaHUTCS Ha CepBepe M He cOpachIBACTCS Mepe3ayCKOM.

17.9. Tunu4HbIe CUTYalUN

[oTepsian k09 akTuBanuu. Kirtod He CEKpeT OAHOPa30BOTO ICHCTBHS — MOCTABIIMK XPAHUT BBIIAHHBIC KITFOYH H IO 3a-
MIPOCY MO YCIOBHUSIM JIOTOBOPA COOOIINT KITFOY Ballled MHCTAIUIAIH MOBTOPHO. [Toka cucrema paboraert, moTepst 3aluCaHHOro
KJIFOYa HU Ha YTO HE BIMSET: OH COXpaHEH Ha cepBepe. Kirrou moHamo0UTCst 3aHOBO MPU NIEPEHOCE MIIM BOCCTAHOBJICHHH Ha
YUCTYIO cucTeMy (paszaen 17.6).

3a0bl1u napoJib admin, APYrux aiMUHUCTPATOPOB HeT. Eciiu BOCCTaHOBIEHHE JOCTYMa BKIIOUEHO, 3alPOCUTE Y TIOCTaB-
LKA CTPOKY BOCCTAHOBJICHUS U BOUIUTE KHOMKON «BOCCTaHOBUTH NOCTYI» Ha sKpaHe Bxona (pasmen 17.8). Eciu Boccra-
HOBJICHHE HE BKITIOUAIOCH, CAMOCTOSATEIIFHOTO ITyTH HET — OOpaTUTECh K MOCTABIIIHKY.

IlepeHocum cepBep Ha HOBoe keJie30. Crenaiite CBEXKYIO Pe3epBHYIO KOIHIO, YCTAHOBHUTE MAaKeT HA HOBOM MalllHE, BOC-
CTAQHOBHTE KOIHIO HA YUCTYIO CHUCTEMY, BBEAHWTE KIIOY MHCTAJUIALIMU TOBTOpHO (pasaen 17.6). J[Bepu Ha Bpems mepeHoca
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YHOpaBJIAKOTCA B 00bEME aBTOHOMHBIX BO3MOXKHOCTEH O60pyZ(OBaHI/IiI; TI0CJIC 3aITyCKa HOBOT'O CEpBEpa pa60Ta npoao0JnKacTCAa
C JTaHHBIMHX Ha MOMCHT KOITHH.

Cpok JIMieH3UH UCTEK B BBIXOAHbIE. HU4ero skcTpeHHOro He MPOUCXOIUT: IPOXOJIbI pabOTAIOT, )KypHa BelETCS, TPEBOTH
npuHuMarorcs. Oneparopsl OyayT BUIETh OaHHEp M IEPHOAMYECKUI TUaIor npoieHns — «OTMeHa» OTKIIaAbIBaeT ero Ha 5
MHUHYT. B pabounii 1eHs 3ampocuTe 1 BBeAUTE HOBBIH Kittod (paszen 17.4).

OonoBuwin I1O — mosBHIICS KEATHIN HaHHEP NMPO NMOKOJeHHE KJII0Ya. DTO IIepexonHbIil nepuox (paznen 17.5): y Bac 14
JTHEH, 9TOOBI IOTYYUTh Y TIOCTABITUKA KITFOY HOBOTO IMOKOJICHHS U BBeCTH eT0. CPOK M HASHTH(PHUKATOP CEpBEpa MPH ITOM HE
MEHSIOTCSI.

CucreMa OTKJIOHSIET KJIKOY € COOOIIEHNEM NP0 APYTYI0 HHCTAISANUI0. BBeIEH KITF0Y OT IPyroro 00bEKTa WK JOTOBOPA.
CaepbTe ¢ OCTABIIMKOM, KaKOW UIEHTU(PHUKATOP cepBepa 3aKperUi€H 3a 9TOi HHCTAIUIAIUEH, U TTONYyYUTe KIFOY HMEHHO JUIs
Heé.

MokHO J11 IKCILTYyaTHPOBATh cucTeMy 0e3 akTuBamuu? CiryxObl paboTaloT, HO BOMTH B MHTEP(EHC U HACTPOUTH CUCTEMY
HeJNb3sl — Ha YMCTON CHCTEeMe HACTpauBaThb U HEKOMY, M Hedero. AKTHUBAIMS — IEpPBbIM 1Iar BBOJa B AKCILIyaTaluio (IIaBa
6).

Monaep:kKka MPOCHUT «KOA AJs MOAAEPKKI» — Tae ero B3aTh? OTKpoiite «O030p cHCTEMBD (IETIOK IO JIOTOTHITY CHCTE-
MBbI) — TTaHeTh HHCTPYMEHTOB — cekius «llomnepkka» u npomukryiite Server ID u xox nnctamsiiuu (pasaen 17.7). Eciu
HEJJaBHO MEHSJIM YCTPOIMCTBA, KOJ MOT UBMEHUTHCS — AUKTYUTE TEKYLIUN U3 CEKLIUU.

I'maBa 18. Unrerpauus yepes API

Bce dynkmmu cucremsr noctymabl uepe3 REST APl — ot e uHTEpdeiic, KOTOPBIM Mob3yeTcs BeO-npuioxenne. [1aBa omnm-
ChIBAcCT O6HlI/Iﬁ MOPAAOK UHTETpalluu: 1€ B3ATh cneun(bm(aupm, KaK aBTOPU3YCTCA BHCUIHASA CUCTEMA U KaKHE IpaBa HYKHbI
TUTIOBBIM 3aa4aM. OTnenbHbie MeToabl API B pyKOBOJICTBE HE OMKCHIBAIOTCS — OHH IOKYMCHTUPOBAHBI B CIICITU(HKALIUSIX
OpenAPL

18.1. Cnenudpuxannu u Swagger Ul

Pecypc Anpec

Swagger Ul — uHTEepakTUBHBIA IPOCMOTP M BHI3OB METOOB  http://<agpec—cepsepa>:8080/api-docs/
Daiisel crienudukanuii OpenAPI u mokymeHTarms http://<anpec-cepeepa>:8080/docs/

API pa3nenén Ha 00nacTH, Kaxasi CO CBOUM MPEHUKCOM MyTH:

Obmacth Ipeduxc Conepxumoe

O6opynoBanue /api/hw/ CepBep, TUHHUH, YCTPOMCTBA, OOBEKTHI
JA0CTyna, MpruBsA3KU, COCTOTHUC
CEpBHUCOB

JanHbie ocTyna /api/perm/ [lepconbl, MACHTHPHUKATOPEI,
MPOMyCKa, MTa0IOHEL, TETH

Kypnai /api/journal/ CoObITHS, TPEBOTH, METKH, TTOTOK
OTIEpATHBHBIX COOBITHI

AyteHTrndukanus u 6e30MacHOCTb /api/auth/ Bxon, oneparopsl, poiu, ceccuu,

HaCTpOMKH 06€3011aCHOCTH

ToroBHOCTH cepBepa npoBepsiercs 3anpocoM GET /health (oTBeT ok, aBTOpH3aIys HE TpeOyeTcs).

18.2. ABTopHM3anusi BHeIIHEH CHCTEMbI

BHemnsis cuctemMa aBTOpHU3yeTCs Tak Jke, Kak oreparop: Juis He€ co3naéTcs oTAeNnbHas yu€THasl 3aIKch olleparopa ¢ pojblo,
OrpaHUYCHHON HeoOXonUMBIMU npaBaMu (r1aBa 14). Ilopsmok paboTsr:
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AIMIHHCTPATOP CO3AaéT pOh ¢ MUHUMAIIEHO HEOOXOMMBIM HAa0OpOM TIPaB M YUETHYIO 3aITUCH ISl HHTETPAITIH.

2. BuemrHss cuctema BemodHseT Bxox (POST /api/auth/api/v1l/login ¢ JIOTHHOM M IApOJIeM) U MOTY9IaeT CECCHOHHBII
cookie skd_operator_session.

3. Bce panpHelIMe 3anpockl BRITOIHIIOTCS ¢ 3TUM cookie. Ceccust MPOIeBaeTCs MIPH KaXIOM 3aIpoce; MPH MPOCTOE

JTOJIbIIIE YCTAHOBJICHHOTO BPEMEHU HEaKTHBHOCTH (HacTpamBaeTcs B «Hacrpoiikax Oe3omacHOCTHY, TaBa 14) ceccus

HACTEKAET, U BXOJl HY’KHO IOBTOPUT.

JeiicTBrS MHTErPalMOHHON YUIETHOH 3anuch (PUKCHPYIOTCS B )KypHaJIe ayAIuTa HapaBHE C JEHCTBUSIMHE OIIEpaTopoB, a e€ aK-
THUBHBIE cecCUU BUIHBI Ha maHenn «Ceccun» padoueii obnactu «be3omacHOCThY.
18.3. MozaeJss npaB

HpaBa OIIMCBIBAKOTCs KIIFOYOM «JIOMCH —> obmacte — YPOBEHB). I[OMGHOB IIATh:

Jlomen Yro oxBaThIBacT

equipment ObopyznoBaHue: cepBep, THHAN, YCTPOUCTBA, CHCTEMHBIE
orepanuu

access OOBEKTHI TOCTYMA, MPABIJIA, TCKYIIUNA JOCTYI

iam [epconbl, uaeHTH(GUKATOPEI, TPOITYCKa, IAOIOHBI

security Omneparopsl, poiH, CEKPETHI, ayIUT IIaT(HOPMBI

journal Kypnai coObITHi, TPEBOTH, IIETOCTHOCTD, APXHUB

YpoBHU ITpaB KyMYJISTUBHBI — KaXIbIH CICAYIOIMH BKJIIOYAET IIPEIbIIyIIHE:

* read — YTCHHC;

* issue_tpl— ToNbKO 15t OONIACTH MPOMYCKOB: BhIJJaua CTPOTO IO [1abIoHaM, TOMEYEHHBIM JJIs1 OTpaHUUEHHOM BBIA4H;
* add — co3zaHue 3anucei;

* full — u3MeHeHue U yaajaeHue.

BazoBoe nmpasuio coorBercTBust HTTP-MeTonos: GET Tpebyer read, POST — add, PUT/DELETE — full. Tounsie TpeboBaHHS
KaXXJ10T0 METO/ZIa NEPECUNCIICHEI B CHeHI/Iq)I/IKaHI/If{X.

18.4. IIpaBa Aj1st THNOBBIX 32124 HHTETPALIUH

3amaua Jocrarounsle npaBa

Utenne xypHayia COOBITHH (BECH KypHAI) journal.events.read

Urenue coOBITHIT OHOM 30HBI (HaIIpUMeED, TOJIBKO IOCTYNa)  IPaBO YTEHHUS JOMEHA ITOi 30HBI (Hampumep,
access.config. read)

MoHHTOPUHT 000PYAOBaHUS: COCTOSIHUS JIMHUN M YCTPOHCTB  equipment.devices. read

CuHXpOoHU3aIMs NEPCOHANA: CO3JaHNE IEPCOH iam.persons.add

Brimaua mpoIryckoB 1o pa3peméHHbIM madioHaM iam.passes.issue_tpl + iam.persons.read
[TonHoE ympaBieHUe MPOIycKaMu (BKJIIOYas H3bIATHE) iam.passes.full

UreHue TEKyLIETo A0CTyNa (IIEpUMETPhI, CECCHH) access.config. read

[IpaBuio MpPOEKTUPOBAHUS WHTETPAINH: BBIJABAWTE POJIb ¢ MHHHMAJIBHBIM JOCTATOYHBIM ypoBHeM. Hampumep, cucreme
KaJpoBOro yuéra, KOTOpas 3aBOJUT COTPYAHHMKOB M BBIJAET CTaHAAPTHBIE MPOITyCKa, OCTATOYHO iam.persons.add u
iam.passes.issue_tpl — OHa HE CMOXET MEHATH 000PYNOBaHNE, HACTPOMKH U Yy)KUE JJaHHbIE.

18.5. Oco0eHHOCTH, KOTOPBIE CJIeAyeT YYUTHIBATH

* KoMaHbl aCHHXPOHHBI. YCIICIIHbIIT OTBET HA KOMaH/Iy 000PYIOBaHUIO 03HAYACT MPUHATHE KOMaHIbI, & HE €€ BBIIIOI-
HEHUE; pe3yJbTaT MOATBEPKAACTCS COCTOSIHIEM MM COOBITHEM XypHaia (TiiaBa 8).

* Unentudukaropsl 3anuceii He nepencnob3yoTes. Yucinossle 1d nepcoH, MpoIyCcKoB, HICHTU(PHUKATOPOB U IPYTUX
CYIIHOCTEH MPUCBANBAIOTCSI CEPBEPOM U TIOCIIE YAJICHUS 3aIIUCH HUKOT/IA HE BHIJAIOTCS TIOBTOPHO — MX MOXKHO 0e3-
OTIACHO XPaHUTh BO BHEIIHEH CHCTEME KaK yCTONUMBBIE CCBHUTKH.
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* IIpomyck nocJie BbI1a44 HEU3MEHsIeM B KJII0UEBBIX NMOJIsIX. Pa3perieHsl nmpouieHne, MoroIHeHHEe KPaTHOCTH, TPUBS3-
Ka UICHTU(HUKATOPOB U CMEHA COCTOSHHS; IEPCOHA, JjaTa Hauasla ¥ HA00p 0OBEKTOB BBIIAHHOTO IPOITYyCKa HE MCHSAIOTCS
(tmaBa 12).

+ ’KuBble TaHHBIE JOCTYITHBI Yepe3 MOTOK ONEPATUBHBIX COOBITHIT )ypHana (Server-Sent Events):
GET /api/journal/api/vl/journal/stream/operational

[IpoBepka mpas 1o 3anponieHHBIM 30HaM — Ta e, 9TO y HCTOPUH.

I'naBa 19. PekBU3UTHI M KOHTAKTBI

OTta pemaknus pyKoBOJICTBAa OPHEHTHPOBaHA Ha peIHOK Poccuiickoit denepannil M pyCCKOA3BIUHYIO IKCINTyaTanuio.

HanmenoBanue 00O «CuHnanrex»

HWHH 7717776110

KIIIT 771601001

OI'PH 1147746137769

Anpec 129343, . MockBa, poe3n CepeOpsikoBa, 1. 8, cTp. 1, 3T. 2,
oM. I, 0. 6

Tenedou +7 (495) 255-27-35

E-mail kf@seenaptec.com

NuHoBaunoHHbI HeHTP «CKOJIKOBOY

XK YyactHuk
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